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Introduction

This contribution proposes to add text for the Security topic in Clause 9 of TS 23.246 v0.5.0.

Discussion

The Security clause is still undefined in the TS. During the ad hoc SA2/SA3 meeting in Milan, the working assumption was reached that “…encryption shall be done at application level.”  Furthermore, the TR provided the following information on Security:
---

 [From TR 23.846 v6.1.0, Clause 5.4.6]

· To prevent unauthorized reception of multicast data, multicast transmission may be secured.

· To prevent injection of malicious content into the network MBMS should be able to authenticate the content provider and verify the integrity of the data received from the content provider.

· It is required that a USIM is present in the UE to receive MBMS services.

· See also clause “Authentication and Authorization“
[From TR 23.846 v6.1.0, Clause 7.1.8]

The MBMS multicast data transmission to the UEs has to be secured for two reasons. The multicast group may want privacy for its data. And, encryption shall prevent unauthorised (uncharged) reception of MBMS data. Both is reached by encryption of MBMS data. The mechanism to allocate the cipher keys to the receivers requires input from SA3. Frequent cipher key reallocations may be required especially for large receiver groups.

To prevent unauthorised reception the receivers have to be authenticated and their service usage has to be authorised. The UMTS authentication procedure authenticates the receivers. UMTS subscription, especially GPRS subscription, allows to authorise the usage of MBMS multicast services. Authentication and authorisation are also required to generate charging records for individual receivers. 

Typically a content provider is liable for the provided content and for the charge of the service provision. For these reasons the MB-SC authenticates and authorises the content providers of MBMS multicast and broadcast services. Furthermore, the integrity of the content data has to be guaranteed. Authentication and authorisation are also required to generate charging records for the content providers. The security mechanisms towards content providers will probably not be standardised.. 
[From TR 23.846 v6.1.0, Clause 7.7.8]

Service security can be provided by either encryption at the application layer, under the control of the content provider / network operator, or at RNC level, or both.  The process for key distribution is FFS. 
---

Proposal
The proposal is to add the following text to TS 23.246 v0.5.0 in Clause 9.
9 Security

Editors note: Probably need SA3 input, also linked to Key Issues on Key distribution etc..
· A USIM shall be present in the UE to receive MBMS broadcast and multicast services.

· MBMS multicast data transmission to the UEs shall be secured.
· MBMS security shall be provided by encryption at the application layer.
· The BM-SC shall be able to authenticate and authorize each MBMS content provider.
· The integrity of MBMS data received from the content provider shall be guaranteed.


































