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1. Brief Description of SIM

GSM and 3GPP phones use a Subscriber Identity Module (SIM) to authenticate the user to the network. Being a piece of hardware (like an RSA Secure ID card), it provides higher security than software-only solutions. The SIM is a physical entity and can be separated/removed from the mobile terminal. Compared to the present GSM SIM card, USIM has new UMTS supplements and ensures transition between the GSM and UMTS networks. SIM is provided by the operator, with whom users make the subscription. The corresponding information is also stored in the Home Location Register (HLR) of the home network of the subscriber and is used to authenticate the user. SIM contains five types of data: Administrative, Temporary Network Data, Service Related Data, Applications, and Personal. From these five classes, the first three are fixed in their size and format since they must appear exactly the same way and cause similar actions in any terminal equipment. The fourth class, applications, is somewhat undefined. It can be considered as memory but right now there are no exact ideas on how large this area would be. The fifth class has a fixed format but the size varies per operator and subscription basis.

2.  Wireless Link

To communicate from the SIM or USIM to a device we propose using an existing wireless network technology. Currently the best option for this is Bluetooth, which offers many advantages in this application; however, any other LAN technology could be used. 

Bluetooth is a standard for a small, cheap radio chip to be plugged into computers, printers, mobile phones, etc. to connect portable and/or fixed electronic devices. Essentially it is a short-range (10-meter) radio link between devices intended to replace the cable(s). Its key features are robustness, low complexity, low power and low cost. The projected low cost of a Bluetooth chip is ~$5. Bluetooth radio modules operate in the unlicensed ISM band at 2.4GHz and use a fast acknowledgement and frequency hopping scheme to make the link robust. Bluetooth devices are designed to automatically detect and communicate with companion devices owned by the user without user intervention

3. Technical Problem to be Solved: 

The latest trends in Wireless Local Area Networks (WLANs) are very promising. Study says that the fastest growth will be in the hotspot areas, home and small office space. The addition of WLANs in parallel to the existing cellular networks is very attractive business for cellular operators and it will become more attractive if both the networks could interwork together. Thus Interworking between WLANs and cellular networks is highly desired by the operators. The simplest interworking scenario would be the common platform for Authentication and Authorisation of subscribers i.e., the person once subscribed with cellular operator would be able to use both cellular as well as WLAN services (provided by the same operator). The requirements for this scenario are:
1. Mutual Authentication should be supported.

2. Existing (U)SIM cards should be supported.

3. Changes in the HLR should be minimized. 

4. Minimal impact on the user equipment, i.e. client software.

5. The user should have same security level for WLAN & 3GPP access.

6. The selected Authentication solution should also allow for Authorisation

7. Legacy WLAN terminals should be supported without special hardware

8. The need for operators to administer end user software should be minimized.

9. For example, the interface to the (U)SIM-card could be of type challenge-response, i.e. a challenge is sent to the (U)SIM-card and a response is received in return (which is a function of the secret key).

At present one SIM per mobile device is used, however, if a second mobile device is to be authenticated, SIM can be moved from one device to another. We, however, propose a new solution.

4. Detailed Description of the proposal

The proposal is illustrated in fig-1. SIM is sitting in a Mobile phone (it could also be in a wallet, like a credit card). The subscriber can have access to cellular services offered by 3GPP operators. At the same time, if the user wants to access WLAN from a hotspot managed by the same operator, he can authenticate and authorize himself to use WLAN network with the same SIM without removing SIM from the cell phone and inserting it in the PC/pocket PC. The pocket PC can talk to the SIM sitting in the cell phone and it would be like SIM is physically present in the PC/pocket PC even thou it is not. Thus a Single SIM can be used to Authenticate Multiple Devices Simultaneously to have access to multiple networks. Having a Single SIM to Authenticate Multiple Devices (Phone, PC, Pocket PC, etc.,) simultaneously is very attractive solution. One of the options to accomplish it could be Bluetooth radio interface. 
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Figure 1 Using single SIM card to authenticate multiple devices on multiple networks

Several users of mobile computing devices also own mobile phones that have Internet access. If the users have access to a wireless communications network, they can access the Internet either from their phone or their mobile computing device. However, in order to access a wireless communications network, the laptop or handheld device must be connected to a SIM. Thus, either the user must have one SIM for each device with which the user would like to connect to the wireless network, or the user must remove the SIM from one device and insert it into another device each time the user wants to connect to the wireless network. The first solution is problematic because either the user is forced to subscribe to two different services (a mobile phone service and a WLAN service) or, if the same operator operates both networks, the user must have an account for each device with which he accesses the Internet. In addition, family members that would like to connect to the Internet using different devices must each have their own SIM, which can complicate billing issues. The second solution is problematic not only because the user must physically remove the SIM and insert it into another device, but also because only one device can be used to access the Internet at one time. Thus, no simultaneous access can occur with only one SIM. Also, if the SIM is taken out of a mobile phone, the phone cannot be used to place or receive phone calls. Thus, there is a need for a simpler way of allowing a user who owns multiple devices to connect to the Internet on each device.

5. Bluetooth/Wireless Link Security Issues and their solution

Figure 2 illustrates communication of 2 mobile computing devices with multiple (4) SIMs present in their vicinity. In one scenario, the user of the device will have pre-configured his mobile device so that the wireless transceiver knows to always use certain SIM (say SIM-1, for instance). In other scenario, the user of the device will inform the mobile device to use certain SIM (say SIM-2, for example), at the time the user wants to connect to the wireless communications network. In still another scenario, the mobile device will search for SIMs in its vicinity and will display to the user a menu showing a list of SIMs available in its range. (SIM-1, SIM-2, SIM-3 and SIM-4). The user may then select from the menu which SIM to use. Furthermore, if authenticated and authorized, all the devices may use the same SIM simultaneously.
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Figure 2 Multiple SIMs and Multiple Devices

The flowchart of figure 3 describes the steps of searching for a SIM. In decision step, the device will determine whether it is pre-configured to use a certain SIM. If so, it will proceed to attempt to access the SIM. If not, the device will ask for a user to input the SIM. If the user does, the device will attempt to access the SIM. If not, the device will search for SIMs in the area and will return a menu with a list of available SIMs. The user may select a SIM, and the device will attempt to access it. The owner of the SIM will be alerted if some unauthorized access is made to his SIM. 

The system provides for security to prevent unauthorized users from using a SIM. First, any user must input credentials, such as a password, to verify that he is authorized to use the SIM. In addition, the SIM may be programmed to function only for certain devices (though this method limits the desirable plug-and-play nature of the SIM). The relatively low range of the Bluetooth link provides some security against unauthorized users, though the primary security rests in the security protocol used to communicate between the SIM and the device. Regardless, an owner knows that a potential unauthorized user must be within a certain range specified by the wireless protocol used. Another security measure is that the SIM can be powered off to prevent others from accessing it. A further step to prevent unauthorized use is that whenever someone tries to access a SIM, the SIM can be alerted or an alert can be sent to a specified device. If the alert goes directly to the SIM, it may beep or otherwise give some sort of signal. If the alert goes to a specified device, a message will be displayed informing the user of the access. The user can then decide whether the access is authorized and can allow or disallow it. The steps of this process are further detailed in the flowchart of Figure 4. The message informs the user that another device has requested identification information from the SIM, and the message presents a user with a choice of whether to allow the access or not. If the user chooses not to allow the access, a message will be sent to the SIM to deny access to the requesting device, and the SIM will not send the identification information to the requesting device. If the user chooses to allow the access, on the other hand, the device will send a message to the SIM to allow the requesting device access.

Figure 5 shows a method of a mobile device using a SIM to connect to a wireless communications network. It illustrates in more detail the process of retrieving identification information from a SIM when a mobile device user wants to connect to a wireless communications network. The device makes a request to a SIM for the identity information; the SIM sends a challenge to the device, which is the first layer of security. The user then will be prompted to enter in the user’s credentials, and the device will send a response with the credentials back to the SIM. The SIM will then attempt to authenticate the user. If the response is invalid, the user will deny access to the identification information. If the response is valid, the SIM will send the identification information to the device, the device connects to the wireless communications network, and the network will ask the user to enter in a password, which is the second layer of security. The user will input the password, and the network will attempt to authenticate the user in decision step. If the user cannot be authenticated, the network will deny access. If the network can authenticate the user, the network will then attempt to authorize the user. If the user cannot be authorized, the network will deny access. If the network can authorize the user, it will grant access.
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Figure 3 Flow chart for device selection of SIM card



Figure 4 Flow chart for device authorization.

Figure 5 Flowchart showing a mobile device connecting to a wireless communications network using SIM.
6. Merits of the proposed Solution

a. This solution not only meets the requirements mentioned in section 3, but offer following additional advantages: 

b. SINGLE SIM for multiple devices (Phone, PC, and Pocket PC) means, “No Removal/insertion of SIM from one device to another device”.

c. Single SIM for multiple devices means, “simultaneous access to both networks”

d. No Synchronism of information in different devices required. Thus It simplifies the updating process by providing automatic synchronization to different devices 

e. More secure from Security point of view compared to downloading the SIM from the operators’ network. It is not secure because we believe that security rests in something you have in your hand.

SIM in wallet scenario further allows very simple use of “Public” Terminals, and Paying Toll on highways etc.

The solution with above noted advantages can fulfill the needs of personal communications and Internet access. It can enable unprecedented ease of use resulting in increased productivity. It can assist expansion of eCommerce for transactions (Paying toll, using public phones etc.) by Having Access to different networks, WLAN, 3GPP. And above all it not only meets the operator’s requirements, but also offers tremendous simplicity in use for subscribers.
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