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1 Introduction

This contribution proposes changes to chapter 4 of the S2 WLAN interworking TS 23.234 v1.0.0 based on following issues with current interworking model.

1) Charging 

The TS states “For IEEE 802.11 Wireless LANs, the authentication and security functionality between UE and WLAN is specified in the IEEE 802.11i standard.”  It is our understanding that the current state of WLAN standards do not provide means to accomplish charging in a non-repudiable fashion. 

The issue can be better understood with the help of the figure below. 


The 802.11i provides encryption at MAC layer between the WLAN UE and AP. It uses MIC (message integrity code) that eliminates MAC spoofing.  However, since 802.11i does not look at IP layer, IP spoofing is still possible. For example, it is possible for a user to change its own IP address that was assigned to it during authentication.  Given that L2 security ends at the AP and L3 accounting could occur at the Access Server, if charging function is performed based on IP address alone, this could lead to service theft.  Moreover, some entity will need to tie the WLAN session to an ID that 3GPP system needs such as IMSI. This mapping is required even if MAC based charging is done. It is further required that all UE traffic must pass through the node that is responsible for generating accounting information. It is necessary to have a notion of session from UE to the Access Server that is tied to user’s authenticated charging identity. Clearly, these mechanisms are needed above and beyond 802.11i. Thus in case of public access that 3GPP-WLAN interworking aims at facilitating, such functionalities will need to be specified at the Access Server. 

2) Location of AAA client 

The TS shows 3GPP AAA Server interfacing with WLAN subsystem. It is implicit that the AAA client is present in the WLAN subsystem. Since IEEE 802.1X authenticators i.e. Access Points are not required to support any AAA protocol, it is quite likely that many WLAN subsystems will have Access Points without any AAA functionality. Moreover, since the 802.11i encryption terminates at the access point, the IP packets can be routed to a data network using simple router without any AAA accounting functionality.  Given that the presence of AAA client functionality is essential for the interworking, it is important to explicitly identify this function. We propose that the Access Server with AAA client functionality be identified outside the WLAN subsystem. This will enable 3GPP clearly assign interwokring requirements to this node.


2 WLAN Networks Interworking with 3GPP

Figure 4.1 illustrates WLAN networks from the point of view of 3GPP interworking. The Authentication, Authorization and Accounting (AAA) server is a Diameter or Radius server. The WLAN includes WLAN access points.. The User Equipment (UE) includes all equipment that is in possession of the end user, such as a computer, WLAN radio interface adapter etc.
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Figure 4.1: Simplified WLAN Network Model

· As 3GPP-WLAN interworking concentrates on the interfaces between 3GPP elements and the interface between the 3GPP system and the WLAN, the internal operation of the WLAN is out of 3GPP-WLAN interworking scope.

For IEEE 802.11 Wireless LANs, the authentication and security functionality between UE and WLAN is specified in the IEEE 802.11i standard.

[Editor’s note; IEEE 802.11i is work in progress at the time of writing.]

3 Proposal

It is proposed that:

· The contents of Section 2 of this contribution replaces the remaining parts of section 4 in the S2 WLAN TR
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