3GPP TSG-SA-WG2 Meeting #27
Tdoc: S2-023023
Beijing, China, 14th – 18th October 2002
Title:


Slide set on Enhanced Codeword
Source:

Nokia
Document for:
Discussion and decision
Attachments:

Enhanced Codeword slide set


[image: image1.wmf]"Enhanced 

Codeword slides.ppt"








_1096163109.ppt
*       © NOKIA          Signed_Codeword_Nokia.PPT/ 06.06.2002 / Nokia



Enhanced Codeword procedure with requestor

		The UE generates the Enhanced codeword, see the following slides  

		The UE delivers the Enhanced codeword A to the known Requestor

		The Requestor sends a location request with Enhanced Codeword included to the LCS client. *) see note

		The LCS client sends a location request to GMLC and includes the Enhanced Codeword and the identities of the Requestor and LCS client itself in the request. *) see note

		GMLC checks if the enhanced codeword signature is ok (using the public key of the target UE) and decrypts the identity of the Target UE (using the private key of the home operator).

- GMLC may do this itself or it may request PPR (Privacy Profile Register) to do the check 

		GMLC sends a location request to SGSN using the real identity of the target UE and sends the result to the LCS client, which forwards it to the requestor. *) see note

		If UE needs to revoke an active Enhanced codeword, it requests GMLC to revoke the identified Enhanced codeword 



*) Note: In case the identity of the target UE is encrypted, the location requests and responses between the Requestor - LCS client - GMLC are identified using session identifiers, because the identity of the target UE shall not be revealed.
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Enhanced Codeword procedure with LCS client
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		The UE generates the Enhanced codeword, see the following slides  

		The UE delivers the Enhanced codeword B to the known LCS client B

		The LCS client sends a location request to GMLC and includes the Enhanced Codeword and the identity of the LCS client itself. *) see note on previous slide

		GMLC checks if the enhanced codeword signature is ok (using the public key of the target UE) and decrypts the identity of the Target UE (using the private key of the home operator) 

- GMLC may do this itself or it may request PPR (Privacy Profile Register) to do the check

		GMLC sends a location request to SGSN using the real identity of the target UE and sends the result to the LCS client. *) see note on previous slide

		If UE needs to revoke an active Enhanced codeword, it requests GMLC to revoke the identified Enhanced codeword 
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Enhanced codeword generation

The target UE (user) may issue and digitally sign an enhanced codeword, which contains any or all of the following information:

enhanced codeword identity, 

requestor identity, 

LCS client identity, 

identity of the target UE itself, 

validity period,

number of usage times,

Home-GMLC address,

HSS address,

Possibly other parameters.  

UE generates the enhanced codeword identity so that each enhanced codeword is uniquely identified.

The UE may encrypt the information (except the Home-GMLC address and HSS address) using the public key of the UE’s home operator.

If the MSISDN of the target mobile is encrypted, the enhanced codeword shall contain the clear HSS and/or Home-GMLC address.
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Enhanced codeword



- Home GMLC or HSS address

Legend:





Enhanced Codeword

May be encrypted using the 

public key of the home operator

Clear text

Note: The home GMLC or HSS address is needed for roaming cases, since only the HPLMN can decrypt and verify the codeword.



Signed using the private

key of the target UE user

- Identity of the target UE 

- Enhanced codeword ID

- Requestor ID / LCS Client ID

- Validity information

- other possible parameters


















