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4
WLAN Radio networks 

Editor’s notes : Provides a high-level description of WLAN technologies/standards.  

4.1 WLAN Interworking with 3GPP
Figure 4.1 illustrates WLAN from the point of view of 3GPP interworking. The Authentication, Authorization and Accounting (AAA) server is a Diameter or Radius server. The WLAN includes WLAN access points and may include other devices such as routers or intermediate AAA elements. The User Equipment (UE) includes all equipment that is in possession of the end user, such as a computer, WLAN radio interface adapter etc.
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Figure 4.1: Simplified WLAN Model

· As 3GPP-WLAN interworking concentrates on the interfaces between 3GPP elements and the interface between the 3GPP system and the WLAN, the internal operation of the WLAN is out of 3GPP-WLAN interworking scope.

For IEEE 802.11 Wireless LANs, the authentication and security functionality between UE and WLAN is specified in the IEEE 802.11i standard.

[Editor’s note; IEEE 802.11i is work in progress at the time of writing.]

5
High-level Requirements and Principles

Editor’s note : Provides the high-level functional requirements for the Interworking between WLAN and 3GPP system

5.1
Access Control Requirements

· Legacy WLAN terminals should be supported.

· Minimal impact on the user equipment, i.e. client software.

· Minimal impact on existing WLAN.

· The need for operators to administer and maintain end user SW should be minimized.
· Existing UICC cards should be supported. The solution as such should not require any new changes to the UICC cards.

· Changes in the HSS/HLR/AuC should be minimized.

· The security data, i.e. long-term keys, which are stored on the UICC card must not be sent from the card itself. Instead the interface to the UICC card should be of type challenge-response, i.e. a challenge is sent to the UICC card and a response is received in return.

· The user should have same security level for WLAN access as for 3GPP access.

· Mutual Authentication should be supported.
· The selected Authentication solution should also allow for Authorisation.
· Methods for key distribution to the WLAN access network shall be supported.
· Selected WLAN authentication mechanisms for 3GPP interworking shall provide at least the same security as 3GPP System authentication procedure

· Subsequent WLAN re-authentication shall not compromise the requirement for 3GPP System equivalent security

· Selected WLAN Authentication mechanisms for 3GPP interworking shall support agreement of session keying material.

· Selected WLAN key agreement and key distribution mechanism shall be secure against man in the middle attacks. In other words, a man in the middle shall not be able to learn the session key material.

· The WLAN technology specific connection between the WLAN UE and WLAN access network shall be able to utilise the generated keying material for protecting the integrity of an authenticated connection

· It shall be possible to store all long-term security credentials used for subscriber and network authentication in a tamper proof memory such as the UICC card.
5.4
Charging Requirements

· The WLAN access network shall be able to report the WLAN access usage to the appropriate 3GPP system

· It shall be possible for the 3GPP system to command some operations on a specific ongoing WLAN access session. This can be useful   in the context of prepaid processing. 

· It shall be possible for an operator to maintain a single prepaid account for WLAN, PS, CS, and IMS  per user.

· It shall be the role of the 3GPP system to  process the WLAN access resource usage information into 3GPP compatible format (CDR).

6
Interworking Architecture 

6.1 Reference Model 

Editor’s note : The term roaming is used here when referring to roaming between 3GPP networks. However, an intermediate aggregator or a chain of intermediate networks may possibly separate the user when accessing the WLAN from the 3GPP home network.

6.1.1
Non Roaming WLAN Interworking Reference Model
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figure 6.1 Non Roaming Reference Model.

6.1.2 
Roaming WLAN Interworking Reference Model

The home network is responsible for access control. Charging records can be generated in the visited and/or the home 3GPP networks.  The Wx, Wo, and Wf interfaces are intra-operator. The 3GPP network interfaces to other 3GPP networks, WLANs, and intermediate networks via the Wr and Wb interfaces.

The 3GPP proxy AAA relays access control signalling and accounting information to the home 3GPP AAA server.     

It can also issue charging records to  the visited network CGw/CCF when required.
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Figure 6.3   Roaming Reference Model. 

6.2 Network elements

The list below describes the access control related functionality in the network elements of the 3GPP-WLAN interworking reference model:

· The UE (equipped with (U)ICC card including (U)SIM) is utilised by a 3GPP subscriber to access the WLAN interworking service. The UE may be capable of WLAN access only, or it may be capable of both WLAN and 3GPP System access.  Some UE may be capable of simultaneous access to both WLAN and 3GPP systems.  The UE may include terminal types whose configuration (e.g. interface to a (U)ICC), operation and software environment are not under the exclusive control of the 3GPP system operator, such as a laptop computer or PDA with a WLAN card, (U)ICC card reader and suitable software applications.

· The 3GPP proxy AAA  represents a Diameter proxying and filtering function that  resides in the visited 3GPP network.  The 3GPP proxy AAA functions include.:

· Relaying the AAA information between WLAN and the 3GPP AAA Server. 

· Enforcing policies derived from roaming agreements between 3GPP operators and between WLAN operator and 3GPP operator.
· Reporting charging/accounting information to local CGw/CCF for roaming users.
· Service termination (O&M initiated termination from visited network operator).
· Receiving authorization information  (Subscriber information).
· Forwarding authorization information to WLAN.
· Rejection of authorization according to local policy .
The 3GPP proxy AAA functionality can reside in a separate physical network node, and it may reside in the 3GPP AAA server or any other physical network node. 

· The 3GPP AAA server is located within the 3GPP network. The 3GPP AAA server : 

o
retrieves authentication information and subscriber profile (including subscriber's authorisation information) from the HLR/HSS of the 3GPP subscriber's home 3GPP network;

o
authenticates the 3GPP subscriber based on the authentication information retrieved from HLR/HSS. The authentication signalling may pass through AAA proxies.

o
communicates authorisation information to the WLAN potentially via AAA proxies.

o
registers its (the 3GPP AAA server) address or name with the HLR/HSS for each authenticated and authorised 3GPP subscriber. 

o
may act also as a AAA proxy (see above).

Editor’s note  : Clarification on the caching functionality is for further study

· The HLR/HSS located within the 3GPP subscriber's home network is the entity containing authentication and subscription data required for the 3GPP subscriber to access the WLAN interworking service.

6.3Reference Points

6.3.5 
Wf

The reference point Wf is located between 3GPP AAA Server and 3GPP Charging Gateway (CGw)/Charging Collection Function (CCF).  The prime purpose of the protocols crossing this reference point is to transport/forward charging information towards 3GPP operator’s Charging Gateway/Charging collection function. 

The information forwarded to  Charging Gateway/Charging collection function is typically used for:

· Generating bills for offline charged subscribers by the subscribers’ home operator

· Calculation of inter-operator clearing charging from all roaming users. This inter operator clearing is used to settle the payments between visited and home network operator and/or between home/visited network and WLAN.

The protocol(s) crossing this interface is DIAMETER-based.

The functionality of the reference point is to transport:

· WLAN access-related charging data per each WLAN user
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