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1 Introduction

On some networks, EAP authentication may be performed very frequently. Frequent EAP authentication may be needed for example in the following cases:

· If context transfer between access points is not supported in the WLAN access network, EAP authentication needs to be performed on each access point handover or at least once per each access point that is visited. For example, in the pre-authentication proposal for IEEE 802.11i, the terminal may authenticate with several access points using separate EAP exchanges via the current access point.

· When time based charging is used, and when the WLAN access network provider and the 3GPP operator are different organizations, the 3GPP operator may wish to receive frequent proof of presence for each visiting subscriber. The operator could achieve this by setting the authentication time interval to a low value, hence causing frequent EAP authentication.

· In RADIUS, the AAA server cannot disconnect the user. To circumvent this, the RADIUS server may use a short authentication interval to “emulate” disconnections by not accepting a new authentication request.

The full SIM/USIM authentication procedures of EAP SIM and EAP AKA are not very well suitable for frequent use for the following reasons:

· Full SIM/USIM authentication consumes one or more authentication vectors from HLR/HSS, so each full authentication increases load on HLR/HSS and may cause delays on the authentication exchange

· Full authentication makes use of temporary identifiers, which should to be stored robustly. Hence, on each full authentication, the AAA server may need to update a database in the middle of EAP authentication, before sending the new temporary identifier to the UE, which increases load on the database and may introduce delays

· EAP SIM requires three roundtrips to perform the authentication

· Smart card operations may cause delays on some terminal implementations

· On early EAP AKA implementations that are compatible with existing HSS implementations, the AKA sequence number may need to be frequently synchronized. The synchronization procedure requires extra roundtrips and increases load on HLR/HSS, and may cause sequence number synchronization on 3GPP PS or CS subsystems as well.

· Some smart cards include counters that limit the life of the smart card if full authentication is performed too frequently

This submission proposes a lightweight re-authentication procedure, implemented as part of EAP SIM and EAP AKA to address these issues. A proposal for the re-authentication protocol is included in the new versions of the EAP SIM and EAP AKA drafts (draft-haverinen-pppext-eap-sim-06.txt and draft-arkko-pppext-eap-aka-05.txt). The re-authentication procedure reduces load on AAA server, HLR/HSS and temporary identifier database (if separate from HLR/HSS). It uses fewer roundtrips than EAP SIM, decreases authentication vector consumption and results in faster authentication exchanges.

The re-authentication procedure does not preclude the use of other re-authentication or re-keying methods, such as context transfer, Protected EAP session resumption etc.

2 Re-authentication

2.1 Re-Authentication

On some networks, EAP authentication may be performed frequently. For such cases, EAP SIM and EAP AKA include an optional re-authentication procedure. Re-authentication causes less load on the network and is faster to execute than the full SIM/USIM authentication procedure. Re-authentication is optional to implement for both the WLAN UE and 3GPP AAA server. On each EAP authentication, either one of the entities may also fall back on full authentication if they do not want to use re-authentication. Re-authentication is based on the keys derived on the preceding full authentication. 

On re-authentication, the UE protects against replays with an unsigned 16-bit counter. The server includes an encrypted server nonce (NONCE_S) in the re-authentication request. The Message Authentication Code attribute in the client's response is calculated over NONCE_S to provide a challenge/response authentication scheme. The NONCE_S also contributes to the new session keys. 

Because one of the objectives of the re-authentication procedure is to reduce load on the network, the re-authentication procedure does not require the 3GPP AAA server to contact a reliable database. Therefore, the re-authentication procedure makes use of separate re-authentication user identities. Pseudonyms and the permanent IMSI-based identity are reserved for full authentication only. The network does not need to store re-authentication identities as carefully as pseudonyms. If a re-authentication identity is lost and the network does not recognize it, the 3GPP AAA server can fall back on full authentication. 

If the 3GPP server supports re-authentication, it may communicate an encrypted re-authentication identity for next re-authentication to the WLAN UE during full authentication. If the client wants to use re-authentication, it uses this re-authentication identity on next authentication. 

2.2 Re-authentication Message Sequence Chart

The message sequence chart below illustrates the operation on re-authentication.
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1. Either the UE or the WLAN initiates the authentication procedure with wireless LAN technology specific means. The WLAN UE is requested to send its identity

2. WLAN UE wishes to use the re-authentication procedure and therefore uses a re-authentication identity

3. 3GPP AAA server recognizes the re-authentication identity and agrees on using re-authentication. The 3GPP AAA server sends a re-authentication request (of the EAP type EAP/SIM or EAP/AKA) to the UE. The request contains an encrypted counter, an encrypted server challenge (NONCE_S) and a Message Authentication Code to cover the whole packet. The packet may also include an encrypted next re-authentication identity for next re-authentication

4. WLAN UE verifies the Message Authentication Code and checks that the counter value is fresh. If successful, the WLAN UE responds with a re-authentication response packet that includes the counter value encrypted and a Message Authentication Code that covers the EAP packet and the server challenge NONCE_S

5. 3GPP AAA server verifies the Message Authentication Code and the counter. If successful, the 3GPP AAA server sends EAP Success to the WLAN UE.

6. WLAN UE and 3GPP AAA Server derive new session keys. 3GPP AAA Server sends the session keys to WLAN.

3 Proposal

It is proposed that:

· Section 2.1 of this document be included in the 3GPP WLAN Subsystem TS (chapter 5.3.4?)

· Section 2.2 of this document be included in an annex of the 3GPP WLAN Subsystem TS (A 3.4?)


























































