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Introduction

In recent WG meetings SA2 and SA3 had an LS exchange on the security aspects of introducing the usage of HTTP in Rel6 for IMS. During SA2#26 in Toronto it was indicated in [S2-022609] to SA3 that it is expected that new IMS service enablers being introduced in Rel6 will make use of a generic HTTP-based side channel.

This side channel can be justified from [TS 23.141]  requiring management of presence lists (a.k.a. "buddy lists") and authorization policies. [TS 22.250] also requires similar functionality. At the same time, it is expected that other services (e.g. conferencing) will also make use of similar capabilities.  

Therefore, it is proposed to incorporate the generic architectural aspects of this feature to TS 23.228 in Rel6. 

Considerations

During the Presence Service discussions in SA2 the function of subscribing to the presence information of a list of presentites has been discussed and documented in [TS 23.141]. The TS also requires the capability for the presentity to manage presence-related authorization rules, so that only certain watchers can access presentity's presence information. This decision needs to be based on different factors, such as the watcher belonging to a particular list of watchers. From IMS point of view both of these management functions require interaction between UE and an Application Server. 

Taken from sub-clause 5.3.4 of [TS 23.141], the following figure describes that the entity hosting presence lists can be seen as a SIP Application Server residing in the Watcher's home IMS network:
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During the same discussions it has also become apparent that some additional interfaces may be required between the Watcher and the Presence List Server to allow the creation and control of such presence lists.

In addition to presence service, there are further needs to define a management interface between the UE and the Application Server. For instance, in conferencing services the user will need to be able to create a conference and assign its parameters, such as invitation or access lists.

According to [TS 22.250] there is a need to provide a single mechanism for managing groups, capability of using the group as a recipient of a service (thus as any other user in the network), and capability of defining an access control lists based on a group. 

Based on these requirements, it can be concluded that in Release 6 the management interface needs to perform at least the following functionality:

· Management of lists usable by any IMS application (currently presence, immediate and session based messaging and conferencing, including multi-party session-based messaging)

· Management of authorization policies usable by any IMS application (currently presence and conferencing, including multi-party session-based messaging)

· Dynamic creation and assignment of SIP URIs for services (currently presence lists and conferences, including multi-party session based messaging chat)

· Conference policy management, which includes the setup of conferencing parameters
These functions are elaborated more in detail below.

List Management

· Lists, in general,  can be seen as a list of SIP-URIs (and possibly tel-URIs) associated with each other to provide value-add from a certain service's perspective. A list could be used by multiple services, or services can use their individual service-specific lists. Lists are useful for many current and forthcoming IMS and SIP services:

· Presence

· Immediate messaging

· Conferencing, using both audio/video and messaging sessions (chat)

· Whiteboard application

· Gaming applications

· etc…

List management would allow a user to create and manipulate the contents of the list (add, modify or remove members). Also the user would be able to bind a list to one or more actual services. For instance, the user could define that a list is used as a presence list or as an access list to a conference.

Authorization Policy Management

Authorization policies could be associated to service resources, such as the presence document or a conference. The policy would determine the access rights for the users for the particular resource. As an example, [TS 23.141] includes a model how the authorization decisions are made for presence. The authorization policies are tightly coupled with lists, since typically similar rights are given to a number of users, i.e. a list. 

Authorization policy management would allow the user to manipulate the contents of the authorization policies so that e.g. presence and conferencing authorizations could be managed from the terminal. Usage of lists together with the policies would allow easy grouping of users with similar access rights.

Dynamic Creation and Assignment of SIP URIs and Conference Policy Management

The following diagrams show how management procedures are used in the context of IMS conferencing. For the sake of simplicity the flows described here do not include the media mixing aspects performed e.g. by MRFP.

The first diagram depicts a dial-out conference, where the Application Server acting as a conference focus initiates sessions to all participants. Before that can happen, UE#1 needs to create the conference and assign its parameters. In this case the parameters need to include the conference id (in practice a SIP URI) and the dial-out-list which includes all the intended participants (UE#1, UE#2, UE#3). In addition it is possible to provide access policy rules for other possible participants who would join the conference by dialling in. It would be possible to change these parameters during the conference, but that is not shown in the diagram.
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In the second diagram the conference is created in a similar fashion, but this time it is dial-in only, so the participants initiate the sessions to the Application Server acting as a conference focus. In this case the conference id (SIP URI) needs to be delivered to all intended participants by some means before they can join. One suitable way is to use immediate messaging (SIP MESSAGE) for that purpose.
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It would be useful if the lists and authorization policy definitions used for conferencing would be similar to those used for e.g. presence.

It is required that once created, the SIP URI for the conference is right away routable in the IMS, so there may be a need to enhance basic IMS procedures for that purpose.

Summary and Conclusions

There are different ways to proceed with the corresponding architectural work in Rel6:

1. Define and document  list and authorization management solution within TS 23.141 for Presence. Add new functionality, such as conference policy management, on a case-by-case basis.

2. Develop and document a general list and authorization management architecture within TS 23.228 to be used for IMS services in general. Take conference policy management and dynamic creation of SIP URIs into consideration to have as much commonality as possible across different services.

The first approach would lead to a duplication of work because each service enabler would require a similar functionality anyway. Eventualy such a situation would harm the usability, and therefore the quick adoption of the IMS service enablers. This contribution favours the 2nd approach to avoid such duplication and tries to lay out some basic architectural principles and deduces a proposed architecture thereof:

· As the IMS service logic resides in Application Servers behind the ISC interface, it is also expected that list,  authorization policy and conference policy management related functions would also reside in Application Servers behind the ISC interface.

· The most efficient way for the user to manage these objects is via a direct interface that supports data manipulation oriented procedures. 

· IMS/SIP procedures shall be developed for the user to discover the communication addresses (e.g. HTTP-URLs) to be used for list, authorization and conference management. 

· The interface enabling these management functions for the user shall ensure at least the same level of security as IMS access security, and should preferably reuse IMS security components, such as the ISIM card and AKA. 

· The enhanced IMS architecture shall enable the user to dynamically create URIs as identifiers for services (presence lists, conferences etc.). The routing procedures developed for IMS in Rel5 shall be sufficient to route IMS/SIP traffic to/from these dynamically created URIs.

· The interface enables binding of manageable objects to these SIP URIs, so that e.g. the same list could be used by many services/SIP URIs.

Based on the above guidelines the following high level architecture can be worked out:
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In the figure above the "Application Servers" box represents the entities residing behind the ISC interface. Within the context of the new Mg interface this mainly means the SIP Application Server, but is also valid for the IM-SSF and the OSA-SCS. The "Application Servers" box may also encompass additional functions related to e.g. security (these functions are expected to be defined by SA3).

Mg represents the new interface for the UE to conduct list, authorization policy and conference management functions. 

The UE will need to discover the management address (e.g. the HTTP-URL) to be used to reach the list or authorization policy management function in a particular service (e.g. the Presence List server), for all services in general. This address or addresses can be communicated to the UE in IMS/SIP signalling upon e.g. registration.  

Proposal

It is proposed for SA2 to take the above architecture guidelines and high level architecture as a basis for its Rel6 work on generic list management. If this approach is accepted, Nokia would be :-))) to draft the corresponding CR to TS 23.228.
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