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Abstract of the contribution: This contribution is to analyze the AIoT Device ID.
1. Introduction
The following has been captured in the key issue:

-
Study how to identify Ambient IoT Device or group of devices and how to format the identifier.

This PCR is to analay the relationship between the domain which assigns AIoT Device ID, serving network and the service provider which provides the AF. 
2. Proposal

It is proposed to agree the following changes to 3GPP TR 23.700-13.
* * * * First Change * * * *
6.0
Mapping of Solutions to Key Issues

Table 6.0-1: Mapping of Solutions to Key Issues

	
	Key Issues

	Solutions
	Key Issue #1
	Key Issue #2
	Key Issue #3

	#1
	
	X
	

	#2
	
	X
	

	#3
	X
	X
	X

	#4
	X
	X
	X

	#5
	
	X
	X

	#6
	X
	X
	X

	#7
	X
	X
	

	#8
	X
	X
	

	#9
	X
	X
	X

	#10
	X
	X
	

	#11
	
	
	X

	#12
	X
	X
	X


* * * * Next Change(All new) * * * *
6.X
Solution #X: AIoT Device ID with consideration on credential holder, service provider and mobile network
6.X.1
Description
This solution addresses the KI#2 and the aspect about how to identify Ambient IoT Device or group of devices and how to format the identifier.

In this solution, the following terms have been used:

-
AIoT Device ID: the identifier used to identify the AIoT Device;

-
Serving network: PLMN network or non-public network which includes the Reader and the radio/core network;

-
Credential holder: This domain holds the credential associated with the AIoT Device ID;
-
Service provider: This domain holds the application function for Inventory and/or Command.
The following stakeholders have been considered:
-
Case 1: AIoT Device ID and its associated credential are managed by the serving network (PLMN or NPN network operator). Service provider can belong to the same serving network (PLMN or NPN network operator) or 3rd party.
-
Case 2: AIoT Device ID and its associated credential are managed by one network (PLMN or NPN network operator); the Credential holder is another PLMN or NPN network which is different from the serving network. Service provider can belong to the same serving PLMN or NPN network or Credential holder associated to the PLMN or NPN network or 3rd party.
-
Case 3: AIoT Device ID and its associated credential are managed by the service provider (3rd party); the serving network can be PLMN or NPN network. the Credential holder associated with AIoT Device ID is also the service provider.
-
Case 4: AIoT Device ID and its associated credential are managed by a 3rd party (e.g. AIoT Device manufacturer); the serving network can be PLMN or NPN network. the Credential holder associated with AIoT Device ID is also in 3rd party (e.g. AIoT Device manufacturer). The service provider is in another 3rd party. The service provider and 3rd party (e.g. AIoT Device manufacturer) can have service/business level relationship. 
In the case 1, since the AIoT Device ID and its associated credential are managed by the serving network (PLMN or NPN network operator), then AIoT Device ID has the information to identify the network. The format can be IMSI like with the structure as shown in the figure 6.X.1-1. AIoT Device Identification Number is required to be unique in the PLMN or NPN network.
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Figure 6.X.1-1 IMSI-like structure for case 1
In the case 1, The AIoT Device ID can also be in NAI like format <username> @ operator where the <username> part is assigned by the operator and the operator info can be used to identify the operator. In this format, the <username> part is required to be unique @operator. However, there is no need to be globally unique considering NPN network ID is not required to be globally unique. If service provider to support the Inventory or Command is in the 3rd party, the 3rd party and the serving network has the service level agreement. 
In the case 2, the format can be in the same format as in the case 1. In addition, the serving network and the credential holder has the service level agreement, the credential holder and the service provider have the service level agreeement. 
In the case 3, since the AIoT Device ID and its associated credential are managed by the service provider, then the AIoT Device ID has the information to identify the service provider. The format can be NAI like format<username> @ SP.
In the case 4, since the AIoT Device ID and its associated credential are managed by the 3rd party (e.g, AIoT Device manufacturer), then the AIoT Device ID has the information to identify the 3rd party (e.g. AIoT Device manufacturer). The format can be NAI like format <username> @ 3rd party (e.g AIoT Device manufacturer). The username part is assigned by the 3rd party.
6.X.2
Procedures

This clause is to describe the high-level procedure including configuration and provisioning for 4 cases as specified in clause 6.X.1. Other details how to utilize the AIoT Device ID are specified in other solutions.
Case 1 and Case 2
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Figure 6.X.2-1 High-level procedure for case 1 and case 2
1.
If the AF is in the 3rd party, then the 3rd party and the PLMN or NPN network have the service level agreement.
2.
The AIoT Device is provisioned with ID and associated credentials.
3.
The AF performs the Inventory or Command with full or partial AIoT Device IDs to the PLMN or NPN network.
4.
The PLMN or NPN network performs the Inventory or Command with full or partial AIoT Device IDs to AIoT Devices.

5.
The involved AIoT Devices responds with the AIoT Device IDs together with the Inventory Response or the Command Response to the PLMN or NPN network. In this step, the PLMN or NPN network can perform the Authentication procedure or the AIoT Device ID verification procedure to check the AIoT Device valid or not.

6.
The PLMN or NPN network exposes the AIoT Device IDs to the AF.

Case 3
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Figure 6.X.2-2 High-level procedure for case 3

1.
The 3rd party and the PLMN or NPN network have the service level agreement.
2.
The AIoT Device is provisioned with ID and associated credentials by the service provider (AF).
3.
The AF performs the Inventory or Command with full or partial AIoT Device IDs to the PLMN or NPN network.
4.
The PLMN or NPN network performs the Inventory or Command with full or partial AIoT Device IDs to AIoT Devices.

5.
The involved AIoT Devices responds with the AIoT Device IDs together with the Inventory Response or the Command Response to the PLMN or NPN network. In this step, the PLMN or NPN network can perform the Authentication procedure or the AIoT Device ID verification procedure with the involvement of the service provider (AF) to check the AIoT Device valid or not.

6.
The valid AIoT Device IDs are reported to the AF.

Case 4
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Figure 6.X.2-3 High-level procedure for case 4

1.
The 3rd party and the PLMN or NPN network have the service level agreement.
2.
The AIoT Device is provisioned with ID and associated credentials by the credential holder (e.g. AIoT Device manufacturer).
3.
The AF performs the Inventory or Command with full or partial AIoT Device IDs to the PLMN or NPN network.
4.
The PLMN or NPN network performs the Inventory or Command with full or partial AIoT Device IDs to AIoT Devices.

5.
The involved AIoT Devices responds with the AIoT Device IDs together with the Inventory Response or the Command Response to the PLMN or NPN network. In this step, the PLMN or NPN network can perform the Authentication procedure or the AIoT Device ID verification procedure with the involvement of credential holder (e.g. AIoT Device manufacturer) to check the AIoT Device valid or not.

6.
The valid AIoT Device IDs are reported to the AF.

6.X.3
Impacts on services, entities and interfaces
Editor's note:
This clause captures impacts on existing services, entities and interfaces.
* * * * End of Changes * * * *
AIoT Device
PLMN or NPN Network
Service Provider(AF)
1, If the AF is in the 3rd party, then the 3rd party and the PLMN or NPN network have the service level agreement.
2, the AIoT Device is provisioned with ID and associated credentials.
3, AF performs the Inventory and Command with full or partial AIoT Device IDs
4, PLMN or NPN network performs the Inventory and Command with full or partial AIoT Device IDs
5, AIoT Device Reports AIoT Device IDs, And the authentication or ID verification is performed
6, AIoT Device IDs are exposed to AF.



AIoT Device
PLMN or NPN Network
Service Provider(AF)
1,  The 3rd party and the PLMN or NPN network have the service level agreement.
2, the AIoT Device is provisioned with ID and associated credentials.
3, AF performs the Inventory and Command with full or partial AIoT Device IDs
4, PLMN or NPN network performs the Inventory and Command with full or partial AIoT Device IDs
5, AIoT Device Reports AIoT Device IDs, And the authentication or ID verification is performed with the service provider involvement.
6, AIoT Device IDs are reported to AF.



AIoT Device
PLMN or NPN Network
Service Provider(AF)
2, the AIoT Device is provisioned with ID and associated credentials.
3, AF performs the Inventory and Command with full or partial AIoT Device IDs
4, PLMN or NPN network performs the Inventory and Command with full or partial AIoT Device IDs
6, AIoT Device IDs are reported to AF.
Credential Holder (3rd party)
1,  The 3rd party and the PLMN or NPN network have the service level agreement.
5, AIoT Device Reports AIoT Device IDs, And the authentication or ID verification is performed with the Credential Holder involvement.



PLMN or NPN
Network information
AIoT Device Identification Number
IMSI like structure



