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Abstract of the contribution: solution addressing KI#3
1	Discussion
This document describes a solution addressing KI#3. The coverage of this document focuses on achieving exposure aspects, as defined as a problem statement as part of KI#3.
2 	Proposal
[bookmark: _Hlk513714389]It is proposed to update TR 23.700-32 as follows.
[bookmark: _Toc517082226]* * * * First change * * * *
[bookmark: _Toc23326074][bookmark: _Toc25934675][bookmark: _Toc26337055][bookmark: _Toc31114302][bookmark: _Toc43392576][bookmark: _Toc43475372][bookmark: _Toc50558976][bookmark: _Toc54940331][bookmark: _Toc54952046][bookmark: _Toc57233494][bookmark: _Toc68068806][bookmark: _Toc93305720][bookmark: _Toc152046440]6.0	Mapping Solutions to Key Issues
Table 6.0-1: Mapping Solutions to Key Issues
	
	Key Issues

	Solutions
	<Key Issue #1>
	<Key Issue #2>
	<Key Issue #3>
	<Key Issue #4>
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* * * * Next change (All new text) * * * *
[bookmark: _Toc93305721][bookmark: _Toc152046441]6.X	Solution #X: Exposure services for User Identifiers
[bookmark: _Toc16839383][bookmark: _Toc23236015][bookmark: _Toc93305722][bookmark: _Toc152046442]6.X.1	Introduction
[bookmark: _Toc16839384][bookmark: _Toc23236016][bookmark: _Toc93305723]This solution addresses exposure of User Identifier related functionality and information, and the problem statement is further described as part of KI#3.
[bookmark: _Toc152046443]6.X.2	Functional Description
[bookmark: _Toc16839385][bookmark: _Toc23236017][bookmark: _Toc93305724]When the User Identifiers use the 5GS through the UE, they access various services. These users use the services after they are authenticated and authorized. 
As defined in KI#3, User Identifier information is required to be exposed. 5GS should support exposure of content of the User Identity Profile, authorization/authentication results.
This solution describes on exposure APIs that can be used by the AF, which enable the AF to retrieve the needed information, and this may correspond to:
Profiling Aspects:
These aspects enable the authorized exposure consumers to use the information provided regarding the User Identities for their application aspects. It is for the 5GC to be able to provide the information for the authorized AF consumers.

· user identity profile
· association of User Identifiers with UEs
· association of UEs with the User Identifiers
Authentication and Authorization Results:
These aspects enable the authorized exposure consumers to use the information provided regarding the Authentication and Authorization of User Identities for their application aspects. It is for the 5GC to be able to provide the information for the authorized AF consumers. It is considered to use NWDAF/ADRF and not rely on the online transactional NF like UDM to provide such information. Such exposure enables various business cases at the AF to the tune of analyse spoofing aspects amongst various others.
· 
· authentication and authorization results for a specific user Identifier
· authentication and authorization results for a group of user Identifiers.
· association of User Identifiers with UEs
· association of UEs with the User Identifiers
As part of the query parameters additional optional filters (specific parameters are described in subsequent sections) can be provided by the AF:
· time parameters
· corresponding UE parameters
· corresponding location details if any for authentication results
· authentication data and/or authorization data
A prior to the usage of exposure, for the privacy point of view the UE / User Identifier Profile may have stored the consent to expose. Based on the privacy profile, the AF requests shall be accordingly responded, i.e. if AF request for the User Identifier / UE has a consent to expose, then the request shall be processed for further actions, else the request shall be rejected with an appropriate error code.
Editor's note: It is FFS, if and what needs to be further included with respect to functional exposure.
[bookmark: _Toc152046444]6.X.3	Procedures
[bookmark: _Toc16839386][bookmark: _Toc23236018]6.X.3.1	Exposure of User Identifier profile details
As per the above parameters detailed in 6.X.2, this section describes further on how an AF requests and receives information related to User Identifier details.
Assumption here is that UDM stores the User Profile details along with UE Subscription data. It could be possible that UE Subscription and User Profile are stored in the different UDM.
The AF uses the Nnef UIA Service Get; it may also use Nudm_SDM Get Service if it is a trusted AF. In case of untrusted, the NEF in turn invokes Nudm_SDM Get Service.
The query parameter may consist of
· Query Type = USER_PROFILE | User-UE Association 
· User Identifier or UE identifier
· Optional parameter as defined in section 6.X.2
Accordingly, the UDM shall query the details based on the query parameters and constructs a response container, that may also include the current state of User Profile.
· User Profile Details
· UE ID associated with User Identifier
· User Identifier associated with UE.
The framed container takes the route of Nudm_SDM Get Service Response and/or Nnef UIA Service Get Response, accordingly, based on the request.


6.X.3.2	Exposure of Authentication and Authorization historical Results from NWDAF
As per the above parameters detailed in 6.X.2, this section describes further on how an AF requests and receives information related to Authentication and Authorization details.
The AF uses the Nnef UIA Service Get of the NEF, and the NEF in turn invokes Nnwdaf_DataManagementService Fetch towards NWDAF.
The query parameter may consist of
· Query Type = Authorization_Res/Authentication_Res/Auth_Authentication_Both
· User Identifier or UE identifier
· Optional parameter as defined in section 6.X.2
The query parameter then relates towards NWDAF with a corresponding data specification pointing to UIA Service.
The data in this case, is based on the historical Authentication and Authorization data.
Accordingly, the NWDAF shall construct a response container, based on the results available and based on the operator policies on the number of reports.
The framed container takes the route of Nudm Service Response and then further by Nnef UIA Service Get Response, accordingly, based on the request.
A prior, the Authentication / Authorization (registration) results are stored in the DM of the NWDAF/ADRF. Corresponding results could be organized and stored by the NWDAF/ADRF in its DM, and the same is fetched from UDM through offline pull mechanisms.
Editor's note: It is FFS, if and what needs to be further studied with respect to transferring of data to NWDAF/ADRF.


[bookmark: _Toc93305725][bookmark: _Toc152046445]6.X.4	Impacts on services, entities, and interfaces

UDM:
· Signalling changes. 
· Support of User Identifier exposure aspects.
NEF:
· Signalling changes. 
· User Identifier exposure services corresponding to Profile and Authentication / Authorization results.
NWDAF/ADRF:
· Signalling changes.
· Storage of Authentication and Authorization results.
· Exposure of UIA results.

* * * * End of Changes * * * *
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