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[bookmark: foreword][bookmark: _Toc153818175][bookmark: _Toc157447942][bookmark: _Toc157692377][bookmark: _Toc160456023][bookmark: _Toc160456275]Foreword
[bookmark: spectype3]This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall	indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should	indicates a recommendation to do something
should not	indicates a recommendation not to do something
may	indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can	indicates that something is possible
cannot	indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will	indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not	indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: introduction][bookmark: scope][bookmark: _Toc153818176][bookmark: _Toc157447943][bookmark: _Toc157692378][bookmark: _Toc160456024][bookmark: _Toc160456276]
1	Scope
The present document studies how to enhance the 5G System to allow for the creation and utilization of user-specific identities in order to provide enhanced user experience, optimized performance, and offer services to non-3GPP devices and human users. For example, network settings can be adapted, and services can be offered to users according to users' needs, which may be different from the subscription identifier that is used by the user to establish the connection.
In this study, the user to be identified could be an individual human user using a UE with a certain subscription or a device behind a gateway UE or 5G-RG.
Use cases are discussed in clause 26a of TS 22.101 [2] and include:
-	an individual human user, using a UE with a certain subscription; and
-	a device ("thing") behind a gateway UE.
Requirements related to the collection of charging information for users are specified in clause 5.2.17 of TS 22.115 [3].
NOTE:	Charging is in the remit of SA WG5.
[bookmark: references][bookmark: _Toc153818177][bookmark: _Toc157447944][bookmark: _Toc157692379][bookmark: _Toc160456025][bookmark: _Toc160456277]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 22.101: "Service aspects; Service principles".
[3]	3GPP TS 22.115: "Service aspects; Charging and billing".
[4]	3GPP TS 23.501: "System Architecture for the 5G System (5GS); Stage 2".
[5]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[6]	3GPP TS 23.503: "Policy and charging control framework for the 5G System (5GS); Stage 2".
[bookmark: definitions][bookmark: _Toc153818178][bookmark: _Toc157447945][7]	3GPP TS 23.316: "Wireless and wireline convergence access support for the 5G System (5GS)".
[8]	3GPP TR 22.904: "Study on user centric identifiers and authentication (Release 16)".
[9]	3GPP TS 33.501: "Security architecture and procedures for 5G System".
[bookmark: _Toc157692380][bookmark: _Toc160456026][bookmark: _Toc160456278]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc153818179][bookmark: _Toc157447946][bookmark: _Toc157692381][bookmark: _Toc160456027][bookmark: _Toc160456279]3.1	Terms
For the purposes of the present document, the terms given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
The terms Gateway UE, User, User Identity, User Identifier, and User Identity Profile are defined in clause 3.1 of TS 22.101 [2].
NOTE 1: 	Final definition of term(s) for identifiers and identities are to be determined at conclusion of the study or at normative work.
Identifier Link: An association between a User Identifier (or User Identity Profile) and a 3GPP Subscription. 
NOTE 2:	The definitions can be updated in future if further extensions/enhancements are identified.
[bookmark: _Toc153818180][bookmark: _Toc157447947][bookmark: _Toc157692382][bookmark: _Toc160456028][bookmark: _Toc160456280]3.2	Symbols
For the purposes of the present document, the following symbols apply:
<symbol>	<Explanation>

[bookmark: _Toc153818181][bookmark: _Toc157447948][bookmark: _Toc157692383][bookmark: _Toc160456029][bookmark: _Toc160456281]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
UIP	User Identity Profile

<ABBREVIATION>	<Expansion>

[bookmark: clause4][bookmark: _Toc153818182][bookmark: _Toc157447949][bookmark: _Toc157692384][bookmark: _Toc160456030][bookmark: _Toc160456282]4	Architectural Assumptions and Requirements
[bookmark: _Toc93073656][bookmark: _Toc153818183][bookmark: _Toc157447950][bookmark: _Toc157692385][bookmark: _Toc160456031][bookmark: _Toc160456283]4.1	Architectural Assumptions
The architecture in this study should be based on the following assumptions:
-	The architecture, framework and the QoS model as specified in TS 23.501 [4], TS 23.502 [5], and TS 23.503 [6] are regarded as the baseline for this study.
-	Subscriber/subscription information will not be moved into a user profile and information from the user profile should not be used to override information in a subscription. For example, the slices and DNNs that are available to the UE do not change based on the user of the UE.
-	The subscription is a 5GS subscription.
-	When the user identifier applies to a human, only a single user identifier is active with a UE subscription at a given time and it is assumed that the specific user identifier is associated with all of the UE's traffic during the time that specific user identifier is active with the UE's subscription.
NOTE 1:	The identifier of the non-3GPP devices in this study might not be called a “user identifier”. A different name may be selected during the study.
NOTE 2: 	A user is considered active if the associated user identifier has been authenticated and authorized to use a linked subscription to access the 5GS. 
NOTE 3:	It is assumed that the non-3GPP devices do not support 5G-AKA authentication procedures nor separate NAS connections with the 5GC for each non-3GPP device (e.g. like for AUN3 devices)It is assumed that the non-3GPP devices do not support 5G authentication (e.g. 5G-AKA) nor NAS behaviour.
-	The User Identifier and any subscription that it links to are assumed to be associated with the same PLMN (e.g. the operator that manages the User Identifier and the operator that manages the subscription is assumed to be the same).
-	For the case of non-3GPP device(s) behind a UE or 5G-RG, how a user identifier and any associated credentials are provisioned in a non-3GPP device, UE, or application is assumed not in scope of this study (e.g. the credentials need to be provisioned in the non-3GPP device by an operator, human user, or a 3rd party).
-	Application layer interaction between an application client of the UE and application server is assumed not in scope of this study.
[bookmark: _Toc93073657][bookmark: _Toc153818184][bookmark: _Toc157447951][bookmark: _Toc157692386][bookmark: _Toc160456032][bookmark: _Toc160456284]4.2	Architectural Requirements
Service Requirements for User Identifiers are specified in clause 26a of TS 22.101 [2].
The following architectural requirements are applicable to this study:
-	The Architecture should enable a subscriber to be able to link and unlink one or more User Identifiers with the subscriber's 3GPP subscription.
-	The Architecture should be able to take User Identifier specific service settings and parameters (e.g. user specific QoS settings) into account when delivering a service.
-	The Architecture should be able to store and allow for an update of User Identifier related data.
-	The Architecture should allow for the creation of a User Identity Profile that is associated with a User Identifier which needs to be linked to subscriber/subscription information before it can be used to access the network.
- 	When the user identifier applies to human, the 5GS should be able to support user authentication for a User Identifier (e.g. when requested by a 3rd party or to identify the current active user for an UE).
-	The user identifier is at least unique within a PLMN.
[bookmark: _Toc22192646][bookmark: _Toc23402384][bookmark: _Toc23402414][bookmark: _Toc26386411][bookmark: _Toc26431217][bookmark: _Toc30694613][bookmark: _Toc43906635][bookmark: _Toc43906751][bookmark: _Toc44311877][bookmark: _Toc50536519][bookmark: _Toc54930291][bookmark: _Toc54968096][bookmark: _Toc57236418][bookmark: _Toc57236581][bookmark: _Toc57530222][bookmark: _Toc57532423][bookmark: _Toc93073658][bookmark: _Toc153818185][bookmark: _Toc157447952][bookmark: _Toc157692387][bookmark: _Toc160456033][bookmark: _Toc160456285]5	Key Issues
[bookmark: _Toc157447953][bookmark: _Toc157692388][bookmark: _Toc160456034][bookmark: _Toc160456286][bookmark: _Toc26386412][bookmark: _Toc26431218][bookmark: _Toc30694614][bookmark: _Toc43906636][bookmark: _Toc43906752][bookmark: _Toc44311878][bookmark: _Toc50536520][bookmark: _Toc54930292][bookmark: _Toc54968097][bookmark: _Toc57236419][bookmark: _Toc57236582][bookmark: _Toc57530223][bookmark: _Toc57532424][bookmark: _Toc93073659][bookmark: _Toc153818186]5.1	Key Issue #1: Identifying the Human User of a Subscription
[bookmark: _Toc157447954][bookmark: _Toc157692389][bookmark: _Toc160456035][bookmark: _Toc160456287]5.1.1	Description
This key issue focuses on how to support identifying the human user of a UE's 3GPP subscription when the human user access services via the 5GS using a user identifier. Solutions to this key issue will address:
-	whether and how the 5GC supports identifying the User Identifier that is associated with a UE's traffic,
-	requirements related to the User Identifiers e.g. scope of uniqueness and how they are assigned,
-	what information is stored as part of the User Identity Profile (e.g. a User Identifier, associated security credentials, associated devices, user specific QoS settings). Including how User Identity Profiles are created/acquired, stored, and updated,
-	whether and how User Identifiers are linked and unlinked (i.e. associated) with 3GPP subscriptions in an operator-controlled manner, and
-	whether and how user specific policies, e.g. QoS settings, are taken into account by the 5GS in order to provide service differentiation.
[bookmark: _Toc157447955][bookmark: _Toc157692390][bookmark: _Toc160456036][bookmark: _Toc160456288]5.2	Key Issue #2: Authentication and Authorization of Users and Restrictions on Users
[bookmark: _Toc157447956][bookmark: _Toc157692391][bookmark: _Toc160456037][bookmark: _Toc160456289]5.2.1	Description
This key issue builds on the identifying human user case of key issue #1 and focuses on how users are authenticated and authorized and how the network restricts User Identifiers. Solutions to this key issue will address:
-	how are users authenticated and how and for what are users authorized;
-	how the network restricts the usage of User Identifiers, including in roaming scenarios.
NOTE: 	Aspects of this key issue will depend on interaction with SA WG3. For example, authentication and Authorization methods are in the remit of SA WG3.
[bookmark: _Toc157447957][bookmark: _Toc157692392][bookmark: _Toc160456038][bookmark: _Toc160456290]5.3	Key Issue #3: Exposure of User Identity Profile Information
[bookmark: _Toc157447958][bookmark: _Toc157692393][bookmark: _Toc160456039][bookmark: _Toc160456291]5.3.1	Description
This key issue builds on the identifying human user case of key issue #1 and focuses on how User Identifier related functionality and information is exposed. Solutions to this key issue will address:
-	what and how User Identity Profile information and functionality are exposed (e.g. exposure of the content of the User Identity Profile, exposure of authorization/authentication results, authenticating users, and linking a User Identifier with a 3GPP subscription).
NOTE 1: 	Aspects of this key issue will depend on interaction with SA WG3. For example, privacy protections related to exposure of User Identity Profile information and authorization/authentication results need to be coordinated with SA WG3.
NOTE 2: 	Some exposure aspects (e.g. what functionality needs to be exposed) may depend on interaction with SA WG6. For example, exposure functionality that may be required by the SA WG6 FS_Metaverse_App study.
[bookmark: _Toc153818402][bookmark: _Toc157692394][bookmark: _Toc160456040][bookmark: _Toc160456292][bookmark: _Toc153818395]5.4	Key Issue #4: Identifying non-3GPP Devices Connecting behind a UE or 5G-RG
[bookmark: _Toc153818403][bookmark: _Toc157692395][bookmark: _Toc160456041][bookmark: _Toc160456293]5.4.1	Description
This key issue will study whether and how 5GC identifies individual non-3GPP devices connecting behind a UE or 5G-RG and whether and how to provide policy control for the traffic associated with individual non-3GPP devices.
The use case that is associated with this key issue is the case where non-3GPP devices behind a UE or 5G-RG need to be identified.
The objective of this key issue is how an identifier is used by the network to control the traffic to/from UE or 5G-RG when the traffic is associated with the non-3GPP devices. This objective differs from existing support for AUN3 devices in TS 23.316 [7] because the objective is to enable the non-3GPP devices to be identified and to use only the subscription of the UE or 5G-RG to access the 5GC (i.e. the UE or 5G-RG should have to maintain only a NAS Context itself and not for each non-3GPP device).
Solutions to this key issue will address:
-	whether and how the 5GC identifies individual non-3GPP devices connecting behind a UE or 5G-RG. (e.g. in order to charge the individual non-3GPP devices),
-	whether and how to provide policy control for the traffic of individual non-3GPP devices connecting behind a UE or 5G-RG. Including whether and how to trigger policy control for the traffic of individual non-3GPP devices via PCF and NEF APIs, including whether and how to support concurrent services with differing QoS requirements launched by the different non-3GPP devices., and
-	whether and how the operator can optionally restrict the number of simultaneously active User Identifiers per UE or 5G-RG.
NOTE 0: 	The User Identifiers in the above bullet means the identifiers of the devices behind gateway UE or 5G-RG.
Editor's note:	It is FFS whether to include "whether and how the operator restricts the number of simultaneously active non-3GPP devices per SUPI (i.e. per subscription) " in this key issue.
NOTE 1:	Changes to the layer 1 or layer 2 protocols of non-3GPP devices are not in scope of this study. It is assumed that the non-3GPP devices do not support 5G-AKA authentication procedures nor separate NAS connections with the 5GC for each non-3GPP device (e.g. like for AUN3 devices)5G authentication for non-3GPP devices behind 5G-RG is not assumed in this study.
NOTE 2:	Conclusions related to an 5G-RG should be shared with the Broadband Forum (BBF) and CableLabs. 
NOTE 3:	Solutions for Ethernet PDU Session should work in the presence of randomized MAC addresses.
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[bookmark: _Toc22192650][bookmark: _Toc23402388][bookmark: _Toc23402418][bookmark: _Toc26386423][bookmark: _Toc26431229][bookmark: _Toc30694627][bookmark: _Toc43906649][bookmark: _Toc43906765][bookmark: _Toc44311891][bookmark: _Toc50536533][bookmark: _Toc54930305][bookmark: _Toc54968110][bookmark: _Toc57236432][bookmark: _Toc57236595][bookmark: _Toc57530236][bookmark: _Toc57532437][bookmark: _Toc93073662][bookmark: _Toc153818189][bookmark: _Toc157447962][bookmark: _Toc157692397][bookmark: _Toc160456043][bookmark: _Toc160456295][bookmark: _Toc16839382]6.0	Mapping of Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues
	Solutions
	
	

	
	<Key Issue #1>
	<Key Issue #2>
	<Key Issue #3>
	<Key Issue #4>

	#1#1
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	X
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	#2
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	#3
	X
	X
	
	

	#4
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	#5
	X
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	#6
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	#7
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	X
	X
	

	#11
	
	X
	X
	

	#12
	
	X
	X
	

	#13
	
	X
	
	

	#14
	
	X
	
	

	#15
	
	
	X
	

	#16
	
	
	X
	



[bookmark: _Toc160456044][bookmark: _Toc160456296]6.1	Solution #1: Identifying traffic corresponding to a human user during PDU session establishment
[bookmark: _Toc160456045][bookmark: _Toc160456297]6.1.1	Key Issue mapping

The solution addresses Key Issue 1 aspects of Key Issue 2 and 3.
[bookmark: _Toc160456046][bookmark: _Toc160456298]6.1.2	Description

The solution assumes that there is User Profile information stored in the UDR
User Profile information is available in AM subscription, SM subscription data and Policy control subscription data and includes one or more of the following:
-	A User Profile Reference ID that uniquely identifies the User Profile among all User Profiles in the same mobile subscription;
-	One of more User Identifiers (e.g. user@example.com);
-	In AM subscription data
-	One or more devices (i.e. PEIs) that can use this User Profile;
-
-	In SM subscription data
-	Authentication information, such as credentials (e.g. a password, digital certificated, etc.) and authentication types;
-	In PDU session related control data
-	One or more applications associated with this User Profile;
-	The QoS settings that should be applied to the traffic associated with this User Profile and;
-	The list of services available for this User Profile; 
There may be more than one User Profiles each associated with a User Profile Reference ID that are linked to the 3GPP subscription (SUPI).
It is also assumed that User Profile information is also configured in the UE containing user id and credential information.
A network connection [PDU session] associated with a user identifier may be requested by a UE when a human user logs in to the UE and the UE determines that a User Profile is associated with this user (the determination may be based on UE implementation or based on User Profile configuration in the UE). In such a case the UE requests a PDU session establishment including the User Identifier that requested the network connection. The UE includes the User Identifier within the NAS message and also includes the User Identifier within the SM PDU DN Request container in the form of an EAP-Response/Identity NAI message.
Editor's note: 	The UE includes the user identifier in the first PDU session establishment. The procedure is FFS if the UE has already a PDU session established (without any user ID) and a user logs in the device.
The AMF determines the applicable User Profile by retrieving the associated User Profile (identified by a User Profile ID) from the UDM corresponding to the User Identifier provided by the UE (the AMF can retrieve the user profile(s) from the UDM during registration and store in the UE context). The AMF determines if the User Profile is allowed to be used by the device (by retrieving the device's PEI and determining if the PEI or Device ID of the UE is included in the allowed PEI list of the User Profile).
Editor's note: 	It is FFS whether and how the AMF is aware which user profile is active.
The AMF then creates an SM Context Request to the SMF including the User Profile Identifier of the retrieved User Profile and also includes the SM Container.
The SMF retrieves the SM Subscription Data corresponding to the User Profile identifier from the UDR and retrieves the user specific SM related subscription data. From the data the SMF determines the AAA server identity (if user authentication is required) and the type of authentication required. The SMF invokes a AAA authentication request including the NAI provided by the UE in the SM PDU DN Request Container. The AAA server initiates an EAP authentication with the UE. 
Editor's note: 	It is FFS how user identification is supported when the UE has included a user ID in a first PDU session establishment and establishes a second PDU session.
After authentication is completed the SMF selects a PCF and establishes an SM Policy Control Request with the PCF. The SMF includes the User Profile Identifier in the request. The PCF retrieves the user specific PDU session policy control data according to User Profile ID and derives policy rules which are sent to the SMF.
The SMF then sends a PDU session establishment accept message to the UE. 

[bookmark: _Toc160456047][bookmark: _Toc160456299]6.1.3	Procedures


The procedure is shown below:



Figure 6.1.3-1: User specific PDU establishment request 
0a.	The UE registers to the network based on the Registration procedure described in Section 4.2.2.2 of 3GPP TS 23.502 [5].
0b.	During registration the AMF retrieves from the UDM the subscription data which includes a list of User Profiles (identified by a User Profile Identifier) which contain a list of user identifiers, list of allowed devices.
1. A user logs in the device using a user identifier. 1b. The UE may determine from the User Profile Data that a User Profile is associated with the User Identifier.
2.	The UE sends a PDU session establishment request including the User Identifier in the UL NAS transport message. In addition, the UE includes the User Identifier in the form of an EAP-Response/Identity NAI message within the SM PDU DN Request container included within the SM PDU session establishment request container.
3a.	The AMF determines, from the list of User Profiles associated to the 3GPP subscription, the user profile associated to the user identifier provided by the UE in the NAS message of the PDU session establishment request. The AMF can retrieve the user profile(s) from the UDM during registration and store in the UE context.
3b.	The AMF also determines if the user identifier is allowed for this UE (from the list of allowed PEI).
4a.	The AMF selects an SMF and sends a Create SM Context request. The AMF includes in the Create SM Context Request the User Profile Identifier of the retrieved user profile.
4b.	The SMF retrieves from the UDM/UDR the user specific Session Management Subscription Data associated to the User Profile identifier provided by the AMF. The SMF uses the User Profile to determine the address of the AAA server (if user authentication is required)
5a.	The SMF sends a AAA request message to the operator or 3rd party AAA server including the EAP message provided by the UE in the SM PDU DN Request Container 
5b.	An authentication method is derived from the AAA server based on the user identifier provided_
6.	The AAA server starts an EAP authentication method with the SMF and the UE.
7a.	The SMF selects a PCF and sends an SM Policy Control Create Request message including in the request the User Profile identifier of the User Profile associated to the user identifier.
7b. The PCF retrieves from the UDM/UDR PDU Session policy control subscription information according to User Profile Identifier and derives policy rules.
7c.	The PCF provides the Policy rules to the SMF in the SM Policy Control Create response message.
8.	The SMF selects UPF(s) and establish an N4 session
9., 10, 11 The SMF sends a PDU session establishment accept message to the UE

[bookmark: _Toc160456048][bookmark: _Toc160456300]6.1.4	Impacts on services, entities and interfaces

-	 UE includes during PDU session establishment request user identifier information 
-	During PDU session est. req.
-	AMF retrieves from UDM during PDU session est., user profile associated with user identifier and determines if user/device is allowed
-	SMF retrieve from UDM/UDR authentication data to authenticate user
-	PCF retrieves from UDM/UDR user profile related information (e.g. QoS policies).

[bookmark: _Toc160456049][bookmark: _Toc160456301][bookmark: _Toc157448170]6.2	Solution #2: Support of User Identification in 5GS
[bookmark: _Toc160456050][bookmark: _Toc160456302]6.2.1	Key Issue mapping
This is a solution for KI#1.
[bookmark: _Toc160456051][bookmark: _Toc160456303]6.2.2	Description
This solution meets the following architecture assumptions outlined in Clause 4.1:
· The subscription is a 5GS subscription.
· When the user identifier applies to a human, only a single user identifier is active with a UE subscription at a given time and it is assumed that the specific user identifier is associated with all the UE’s traffic during the time that specific user identifier is active with the UE’s subscription.
· A user is considered active if the associated user identifier has been authenticated and authorized to use a linked subscription to access the 5GS. 
· The User Identifier and any subscription that it links to are assumed to be associated with the same PLMN (e.g. the operator that manages the User Identifier and the operator that manages the subscription is assumed to be the same).
· Application layer interaction between an application client of the UE and application server is assumed not in scope of this study.

The solution includes the following architecture principles:
· A User Identity Profile, associated with the UE’s 5GS subscription, is proposed to be stored in UDR. 
· 
· The logics handling the User Identity Profile could be done in UDM.
· 
· The User Identity Profile should include User Identifier (UID). The uniqueness of the user identifier is maintained within a specific PLMN and may be linked to any subscription. 
· 
· PDU session procedures may associate User Identifier (UID) to PDU sessions, PCC rules, policies, etc.

As specified in this study’s architectural assumption, subscriber/subscription information will not be moved into a User Identity Profile and information from the User Identity Profile should not be used to override information in a subscription. 
It is proposed to introduce a new Data Subset “User Identity Profile” in UDR. There may be one or multiple User Identities for each User Identity Profile. Each User Identity maybe associated with the following attributes:
· User Identifier (UID) and linked 5GS subscription identified by a SUPI
· User Identity specific service settings and parameters 
· Subscriber categories
· UID specific network resources (e.g., network slice) in accordance with the subscription(s) the UID belongs to  
· QoS information 
Each User Identity contains one UID which is used for authentication and authorization to receive 5GS services.
Editor’s note: 	In this context, how the User Identity Profile, User Identity, and User Identifiers relate to each other is FFS.
The User Identity Profile Data may be pre-provisioned by operator and stored in UDR. 
The UID may be provisioned for a specific subscriber category (e.g., gold, silver, premium, etc.), with each subscriber category enabling the association of operator-defined polices to the UIDs within that category.
The UDM that is capable of handling User Identity Profile is in the HPLMN of the human users it serves and access the information of the UDR located in the same PLMN.

The UDM should include the support of the following new functionality:
· Handling of User Identity Profile, including storage and management for each User Identity Profile in 5G system
· The User Identity Profiles associated with a subscription are provisioned by the operator. 
-	Operator when updating a User Identity Profile can link or unlink UID with the specific subscription, i.e., SUPI, in an operator-controlled manner, as described in clause 6.2.3.3.
[bookmark: _Toc160456052][bookmark: _Toc160456304]6.2.3	Procedures
[bookmark: _Toc160456053][bookmark: _Toc160456305]6.2.3.1	PDU Session Establishment procedure for specific user identifier
Figure 6.2.3.1-1 provides a high-level procedure of PDU session establishment for specific UID to support identifying the human user of a UE’s 3GPP subscription when the human user access services via the 5GS using a User Identifier (UID).

[image: ]
Figure 6.2.3.1-1: High-level procedures to support identifying the human user of a UE’s 3GPP subscription when the human user access services via the 5GS using a user identifier (UID)

0. The UE registers with the network with its subscription and establishes a NAS security context with the AMF. The UID associated with the subscription has been authenticated and authorized.
1. 
2. If UID is supported on this UE, when the user is active, during PDU Session Establishment procedure, the UE shall indicate the current UID in N1 SM container.

3. The AMF selects a SMF. 
4. 
5. In Steps 3a-3c, if the AMF does not have an association with a SMF for the PDU session ID associated with the UID sent by UE (e.g., when request type is “initial request”), the AMF invokes the Nsmf_PDUSession_CreateSMContextRequest with PDU session ID, UID, and other relevant parameters to create the SM context. 
6. 
7. 
If the AMF already has an association with an SMF for the PDU Session ID associated with the UID provided by the UE (e.g. when Request Type indicates “existing PDU Session”), the AMF invokes the Nsmf_PDUSession_UpdateSMContextRequest with PDU Session ID, UID and other relevant parameters to update the SM context.

The SMF is responsible of checking whether the UE requests are compliant with the User Identity Profile. 


If User Identity Profile for corresponding subscription is not available, the SMF retrieves the User Identity Profile and UE SM subscription data from UDM/UDR, and may subscribe to be notified when the User Identity Profile is modified. 

8. The SMF may perform a User Identifier policy association establishment procedure to establish a User Identifier policy association with the PCF and get the default PCC rules for the PDU sessions associated with the UID.
9. 
10. 
If the Request type is existing PDU session, the SMF may provide information on the Policy Control Request Trigger condition that have been met by an SMF initiated User Identifier policy association/modification procedure. 


If a service category identifier has been associated with the UID, the operator-defined policies for this service category can be used for this UID in this step.
Editor’s note: 	How the PCF receives User identifier related policies is FFS.
11. 
12. 
13. The SMF continues with PDU Session Establishment Request procedure in clause 4.3.2.2.2 in TS 23.502 [5].

[bookmark: _Toc160456054][bookmark: _Toc160456306]6.2.3.2 	User State
A user may be considered active if the associated user identifier has been authenticated and authorized to use a linked subscription to access the 5GS. To better use 5G network resources, it is beneficial to have some procedures to determine user states.
The UDR may include a new Data Subset “User State Data”. Associated with a specific subscription and UID, the user state information is stored by the UDR with Data Key SUPI and/or UID for one or multiple UIDs in the specific SUPI. The “User State Data” may be updated by NEF. The “User State Data” may contain the following information:
· User state information, e.g. active, inactive, suspend, etc. 
The User Identifier (UID) associated with a specific subscription can be in states, e.g., activated, deactivated, or suspended. If a user is inactive on a device or UE for a specific period, the device may automatically suspend the UID. This inactivity period is determined by the home operator’s policy. 
During Session Management procedures, the SMF may store and update user’s state information in local configurations according to the home operator’s policy. Changes in the user states are communicated to subscribed NFs via the Nsmf_EventExposure_Subscribe function. Additionally, the AMF may maintain and update the user state information in local configurations as reported by the UE.
In Figure 6.2.3.2-1, a high-level procedure to describe user state update is provided.
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Figure 6.2.3.2-1: User State Change

1. UE detects user activity with UID and identifies state change.

NOTE: 	How UE detects user activity and state change are implementation specific, not in the scope of 3GPP.
2. 
3. UE requests to update user state in User Identity Profile, by sending a NAS message containing the UID.
4. 
5. In Steps 3a-3c, AMF uses UE’s report and its local UE context data to determine UID state change. If user state change occurs, AMF sends the event report, by means of Namf_EventExposure_Notify message, to the associated notification endpoint of the NEF, along with the time stamp. NEF may store the information in the UDR along with the time stamp using either Nudr_DM_Create or Nudr_DM_Update service operation as appropriate.
6. 
In Steps 4a-4c, during Session Management procedures, the SMF may monitor user activities, and determine UID state change occurs. For example, when the PDU Session associated with a specific UID has no data transfer for a period specified by the User Inactivity Timer value in the User Identity Control Data. 

7. 
SMF sends the user state change event report, by means of Nsmf_EventExposure_Notify message, to the associated notification endpoint of the NEF, along with the time stamp. NEF may store the information in the UDR along with the timestamp using either Nudr_DM_Create or Nudr_DM_Update service operations as appropriate.  

Editor’s note: 	The procedure for suspended user is FFS.

[bookmark: _Toc160456055][bookmark: _Toc160456307]6.2.3.3	Linking and Unlinking



Figure 6.2.3.3-1: Registration to begin Association of a User to a Subscription
1. The AF sends a Link Request to the NEF. The request includes a User Identifier, a subscription identifier (e.g. a SUPI or External ID), and an indication of whether the request is to "link" or "unlink". 

2. The NEF invokes the Nudm_UIP_Modify service operation to send the "link" or "unlink" request to the UDM. If the UDM authorizes the request to "link", then the UDM forms the user identifier link by updating the User Profile to include the SUPI. If the NEF authorizes the AF request to "unlink", based on NEF request, the UDM makes decision to delete the user identifier link by updating the User Identity Profile to remove the SUPI. The UDM responds to the service invocation by indicating if the "link" or "unlink" request was successful.
3. 
4. The NEF responds to the AF with an indication of whether the "link" or "unlink" request was successful.

[bookmark: _Toc160456056][bookmark: _Toc160456308]6.2.4	Impacts on services, entities and interfaces
UE:
· Detect UID state change.
· Handle UID during PDU session procedures

SMF:
· Handle UID during PDU session procedures
· Determine UID state.

AMF:
· Determine UID state based on UE report and UE context.

PCF:
· Handle UID specific rules and policies

UDM/UDR:
· Handling of User Identity Profile, including storage and management for each subscriber’s User Identity Profile in 5G system.
· Linking/Unlinking and updating User Identity Profile within the specific subscription.
[bookmark: _Toc160456057][bookmark: _Toc160456309]6.3	Solution #3: Identifying the Human User of UE based on User Identity Profile stored in the UDM
[bookmark: _Toc160456058][bookmark: _Toc160456310]6.3.1	Key Issue mapping
This solution addresses Key Issue #1 and Key Issue #2.
[bookmark: _Toc160456059][bookmark: _Toc160456311]6.3.2	Description
In this solution, it is assumed that a User Identifier is unique at least within the operator's network.
The User Identity Profile contains following information:
-	A User Identifier
-	credentials for authentication of the User Identifier
-	Specific service settings and parameters
-	Linked 3GPP subscription (SUPI)
Editor's note:	It is FFS whether credentials are stored in the User Identity Profile. It depends on authentication procedure which will be determined by SA3.
Editor's note:	Details of Specific service settings and parameters are FFS.
The User Identity Profile is provided to the 5GC by using External Parameter Provisioning procedure described in clause 4.15.6.2 of TS 23.502 [5]. When the AF provides the U between ser Identity Profile, GPSI of subscription linked with the User Identifier is provided so that 5GC aware of Link 3GPP subscription and User Identifier.
When a user intends to use a UE using the User Identifier, the UE triggers Registration procedure by including User Identifier of the user. The AMF triggers authentication of the User Identifier and, if authentication is successful, the AMF stores the User Identifier and registers to the UDM of the User Identifier. The AMF provides Registration Accept to the UE with indication that service for the User Identifier is allowed. The User Identifier is transferred to the SMF/PCF of existing PDU Session or new PDU Session. If the SMF/PCF receives the User Identifier, the SMF/PCF gets the User Identity Profile information from the UDM/UDR and can apply the User Identifier specific policies.
[bookmark: _Toc160456060][bookmark: _Toc160456312]6.3.3	Procedures
[bookmark: _Toc160456061][bookmark: _Toc160456313]6.3.3.1	Procedures for provisioning of User Identity Profile


Figure 6.3.3.1-1: Provisioning of User Identity Profile
1.	If the AF wants to create/update/delete User Identity Profile, the AF provides User Identity Profile together with GPSI of linked 3GPP subscription by triggering Nnef_PrameterProvision_Create/Update/Delete service operation.
2.	If the AF is authorized by the NEF, the NEF selects UDM by using the GPSI of linked 3GPP subscription. The NEF triggers Nudm_PrameterProvision_Create/Update/Delete service operation.
3.	If the AF is authorised by the UDM to provision the parameters for the subscriber (represented by GPSI of linked 3GPP subscription), the UDM requests the UDR to create, update or delete the "specific service settings and parameters" in the User Identity Profile via Nudr_DM_Create/Update/Delete Request. The stored information can be used by the PCF to apply User Identifier specific policies.
4.	UDR responds the request with Nudr_DM_Create/Update/Delete Response.
5.	UDM responds the request with Nudm_ParameterProvision_Create/Update/Delete Response.
6.	NEF responds the request with Nnef_ParameterProvision_Create/Update/Delete Response.
[bookmark: _Toc160456062][bookmark: _Toc160456314]6.3.3.2	Procedures for Activation of User Identifier


Figure 6.3.3.2-1: Activation of User Identifier
1.	The UE is registered and established PDU Sessions without User Identifier. The procedure follows existing procedures.
2.	The UE sends NAS message e.g. Registration Request by including User Identifier of the user.
NOTE 1:	If Registration Request message is used and there is no NAS security (e.g. if step 1 is not performed), the User Identifier can be transmitted after NAS security is established e.g. by using non-clear text IEs.
3.	Based on the User Identifier provided by the UE, AMF triggers authentication of the User Identifier.
NOTE 2:	If the UE is not registered to the network (e.g. if step 1 is not performed), the AMF first triggers primary authentication of the UE using existing procedure. After the primary authentication of the UE is completed, the AMF triggers authentication of the User Identifier.
4.	The AMF triggers Nudm_UECM_Update service to notify the UDM that the User Identifier is activated and the User Identifier is served by the UE.
NOTE 3:	If the AMF does not performed registration to the UDM, (e.g. if step 1 is not performed), the AMF can trigger Nudm_UECM_Registration service to register the AMF and notify that the User Identifier is activated.
	The UDM may check whether the User Identifier is used by other UE (i.e. check whether the User Identifier is already activated by other UE). If the User Identifier is used by other UE, based on local policy, the UDM either rejects the registration or  sends Nudm_UECM_DeregistrationNotification to the other UE which is using the User Identifier to deactivate User Identifier over the UE.
5.	The AMF retrieves User Identity Profile from the UDM by triggering Nudm_SDM_Get by providing User Identifier. Based on the received information, the AMF may check whether the UE is allowed to be used by the User Identifier.
6	If the User Identifier is allowed to get a service with the UE, the AMF sends NAS message e.g. Registration Accept to the UE with indication that the User Identifier is allowed. The AMF stores the User Identifier in the UE Context. Otherwise, the AMF notify the UDM that the User Identifier is deactivated and sends NAS message e.g. Registration Accept to the UE with indication that the User Identifier is not allowed and procedure stops.
7.	The AMF triggers Nsmf_PDUSession_UpdateSMContext to release existing PDU Session(s).
8.	The UE sends PDU Session Establishment Request message.
9.	The AMF triggers Nsmf_PDUSession_CreateSMContext and includes the User Identifier.
10.	The SMF retrieves User Identity Profile from the UDM by triggering Nudm_SDM_Get by providing User Identifier. Based on the received information, the SMF may update QoS based on operator policy.
11.	The SMF may create SM Policy Association with the PCF and includes User Identifier. Based on the received User Identifier, the PCF can retrieve the User Identity Profile from the UDR to apply User Identifier specific policy. 
12.	The SMF registers the PDU Session to notify the UDM that the User Identifier is using the PDU Session.
13. The SMF provides PDU Session Establishment Accept message to the UE.
[bookmark: _Toc160456063][bookmark: _Toc160456315]6.3.4	Impacts on services, entities and interfaces
UE:
-	support handling of User Identifier during the Registration procedure.
AMF:
-	support receiving User Identifier from the UE and triggers authentication.
-	support registering the activated User Identifier.
SMF:
-	support receiving User Identifier from the AMF and registering the PDU Session.
PCF:
-	support receiving User Identifier from the SMF and retrieves User Identity Profile from UDR.
UDM:
-	support storing of User Identity Profile.
-	enforce that User Identifier does not activated simultaneously over different UEs.
NEF, UDM, UDR:
-	support provisioning of User Identity Profile.
[bookmark: _Toc146539438][bookmark: _Toc160456064][bookmark: _Toc160456316][bookmark: _Toc117509218]6.4	Solution #4: Registration for a UE and a user
[bookmark: _Toc146539439][bookmark: _Toc160456065][bookmark: _Toc160456317]6.4.1	Key Issue mapping
[bookmark: _Hlk149311564]The solution applies to Key Issue #1: Identifying the Human User of a Subscription.

[bookmark: _Toc146539440][bookmark: _Toc160456066][bookmark: _Toc160456318]6.4.2	Functional Description
[bookmark: _Hlk158988349][bookmark: _Toc146539441]Assumptions:
- 	It is assumed that a UE and the UE’s subscription may be used by multiple users. Such an UE is provided with an User Profile in the UDM linked to the UE’s subscription profile. The User Profile can be provided in the UDM by the Operator or alternatively by a 3rd party Service Provider via the NEF. The User Profile may contain list of User Identifiers to identify the users within the 3GPP system and optionally the number of the users can be restricted by the operator in the User Profile. Each User Identifier may have attributes such as: List- of S-NSSAI(s) – one or more S-NSSAI(s); QoS – allowed QoS level for the user; user specific authentication – whether the user requires user specific authentication.
- 	It is assumed that in a new registration status parameter to the UE the network will define which user has registered successfully or which user has been rejected. If a user is rejected, a rejection cause and optionally back-off timer is provided.
- 	It is assumed that the Allowed NSSAI is per UE (i.e. no change), not per user.
- 	It is assumed that only one human user can be active at the time.  
[bookmark: _Toc160456067][bookmark: _Toc160456319]6.4.3	Procedures
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Figure 6.4.3-1: Registration for a UE and a user
1. The User Profile is provided to the UDM by the operator or by the Service Provider via the NEF and linked to the UE’s subscription information.
2. A user (e.g. user identifier-x) initiates registration procedure. In the Registration Request message the UE includes the user identity for registration, e.g. user identifier-x. 
3. Optional UE Authentication and Security procedures as per TS 23.502 [5].
4. The AMF requests the UE subscription information retrieval from the UDM, if not received from the source AMF. In the Nudm_SDM_Get message to the UDM the AMF includes the identity of the user to be registered.
5. The UDM returns the UE subscription information as per TS 23.502 [5] and if in step 4 the AMF indicated a user identity, the UDM also provides the User Profile to the AMF.
6. The AMF analyses the User Profile and stores it in the UE’s context within the AMF. 
7. If based on the User Profile a user specific authentication is required, the AMF triggers the user specific authentication procedure for the user.
Editor’s note: 	It is FFS whether the user specific authentication is triggered before or after Registration Accept.
8. The AMF sends Registration Accept to the UE and includes in it the user registration status parameter in which the AMF indicates which user successfully registered (e.g. user identifier-x) or which user was rejected, if any. If there is a rejected user, the AMF provides in the user registration status a reject cause and potentially a back-off timer.
[bookmark: _Toc146539442][bookmark: _Toc160456068][bookmark: _Toc160456320]6.4.4	Impacts on existing services, entities and interfaces
UE, AMF:	
· New parameters in the Registration Request and Registration Accept message.
AMF, UDM:	
· User Profile handling.
[bookmark: _Toc532993704][bookmark: _Toc160456069][bookmark: _Toc160456321]6.5	Solution #5: Authenticating a Human User and User Profile Storage in the UDM
[bookmark: _Toc160456070][bookmark: _Toc160456322]6.5.1	Key Issue mapping
This solution addresses key issue #1, " Identifying the Human User of a Subscription" and key issue #2, " Authentication and Authorization of Users and Restrictions on Users ".
[bookmark: _Toc160456071][bookmark: _Toc160456323]6.5.2	Description
According to the KI#1, the User Identity has its own profile, which may include a User Identifier, associated security credentials, associated devices, user specific QoS settings and so on. These parameters defined in the user profile will impact the PDU session control, e.g. the QoS control. When the human user accesses to the network, differentiated service may be provided to the User Identity. Therefore, in addition to the definition of the User Identity Profile, the User ID needs to be correlated with the UE subscription data. It is straight forward to add the User ID to the UE subscription data for the correlation. 
The User Identity Profile includes the User Identity and optionally include the security information, QoS parameters, and so on. 
The UE Subscription data is updated to contain the subscribed User ID list, considering that there can be multiple User IDs for link with the SUPI, with the assumption that only a single User ID is active with a UE subscription at a given time, and the specific user identifier is associated with all of the UE's traffic during the time that specific user identifier is active with the UE's subscription.
Editor’s note: 	Other parameters to be defined in the user profile are FFS, e.g. associated device, charging policy, and so on.
· User ID: It is mandatory for the user profile and it is at least unique within a PLMN. It is used to identify the human who uses the UE at a given time. The User ID is configured in UDM based on input from the operator, the third party or human user. 
· Security information: It is optional in the user profile. If it is present, it indicates the User Identity shall be authenticated based on the security credential defined in the user profile. The security information includes the authentication method which may be set to the secondary authentication or AUSF/UDM authentication. The secondary authentication indicates the User Identity needs to be authenticated and authorized by using the existing secondary authentication procedure with enhancement for User Identity, and it may also include DN-AAA Server addressing information. These parameters are the same as defined in the current specification, see subclause 5.2.3.3.1 of the TS 23.502 [5]. The AUSF/UDM authentication method indicates the User Identity needs to be authenticated by AUSF/UDM based on the credential defined in this security information. Additionally, this security information may also include the User Identity authentication indication which indicates whether the User Identity is already successfully authenticated or not. 
-	QoS parameters: It is optional in the user profile. It includes the 5GS Subscribed QoS profile and/or Subscribed Session-AMBR, as defined in the current specification, but with different values from those for the UE subscription, e.g. with different QoS Flow level QoS parameter values (5QI and ARP).
[bookmark: _Toc160456072][bookmark: _Toc160456324]6.5.3	Procedures
[bookmark: _Toc160456073][bookmark: _Toc160456325]6.5.3.1	User Identity authenticated by Secondary authentication procedure
This procedure describes the User Identity being authenticated by the Secondary authentication mechanism with enhancement for User Identity. When the authentication method indicates Secondary authentication, the User Identity is authenticated by DN-AAA.


Figure 6.5.3.1-1: User Identity authentication by secondary authentication procedure
1. 	The UE registers to the 5GC based on the existing procedure. 
2.	The UE triggers the PDU session establishment procedure, i.e. the UE sends the UL NAS transport message which includes the PDU session establishment request message. If this PDU session is related with a User Identity, the UE includes the User ID in the UL NAS transport message. 
Editor’s note: 	How the UE determines the User ID for this PDU session is FFS.
3-4. The AMF receives the UL NAS transport message and obtains the User ID from this message. The AMF selects the SMF based on the existing principle and additionally considers the SMF which supports the User ID. Then the AMF forwards the PDU session establishment request message and the User ID to the SMF.
Editor’s note: 	Whether the AMF checks the User ID allowed or not is FFS.
5. The SMF obtains the SM subscription data for the SUPI and User Identity Profile information for the requested DNN and S-NSSAI from the UDM based on the existing procedure, and the user profile for the user ID and the requested DNN and S-NSSAI is also sent to the SMF from the UDM. The SMF will then trigger the Secondary authentication procedure in the case that the Secondary authentication indication exists in the User Identity Profile for the User ID. 
NOTE:	The UDM needs to link the subscription data for the requested DNN and S-NSSAI for the SUPI and the User Identity Profile information.
Editor’s note: 	It is FFS how to link the parameters in the User Identity Profile and the subscription data of the UE the user is using to access the network, e.g. what’s the impact on the Allowed NSSAI provided to the UE during the registration procedure.
6. If the SMF decides to perform the Secondary Authentication, it follows the existing Secondary authentication procedure with the difference as defined in step 6c, in which the DN-AAA sends EAP-success and the User ID to the SMF. The SMF stores this authenticated User ID in the related PDU session context. If the Secondary Authentication fails, the SMF rejects the PDU session establishment procedure based on the current specification. 
If the SMF receives the specific QoS parameters from the User profile for this User ID, the SMF performs the QoS control for this PDU session based on the received QoS parameters.
7. If dynamic PCC is to be used for the PDU Session, the SMF obtains the PCC rule from the PCF as defined in the current specification, taking into account the User ID for which the policy is requested for this PDU session.  
Editor’s note: 	How the PCF supports the User ID is FFS.
8-11.	The SMF sends the PDU session establishment Accept message to the UE.

[bookmark: _Toc160456074][bookmark: _Toc160456326]6.5.3.2	User Identity authenticated by AUSF/UDM
This procedure describes the User Identity being authenticated by AUSF/UDM. When the authentication method indicates AUSF/UDM authentication, the User ID is authenticated by AUSF/UDM based on the credential defined in the user profile.


Figure 6.5.3.2-1: User Identity authentication by AUSF/UDM
1-4. The UE registers to the 5GC and triggers the PDU session establishment procedure, the same as described in subclause 6.5.3.1 from step 1 to step 4. 
5.	The SMF obtains the SM subscription data and the user profile(s) as described in subclause 6.5.3.1, and the user context from the UDM. If the User ID is for a human user, the SMF checks if the User ID is stored as successfully authenticated the user context, and if yes, skips the steps 6-11.
Editor’s note: 	Details of the user context, including how to store the user context, is FFS.
6-12. If the authentication method indicates AUSF/UDM authentication, the SMF constructs an EAP Response/Identity message that contains the User ID and forwards the EAP Response/Identity message and UE SUPI within Nausf_SMauthentication_Authenticate Request message to the AUSF. The AUSF selects a UDM as described in clause 6.3.8 of TS 23.501 [4] and gets the authentication data from UDM for this User ID.
The AUSF performs the User ID authentication procedures based on the EAP message exchange with UE. To be more specific, the AUSF sends the EAP-Request/AKA'-Challenge message to the SMF in a Nausf_SMAuthentication_Authenticate Response message. The SMF shall transparently forward the EAP-Request/AKA'-Challenge message to the UE in a NAS message Authentication Request message. The AUSF and the UE may exchange EAP-Request/Response messages via the SMF. The SMF shall transparently forward these messages. 
If the User ID is successfully authenticated, the AUSF shall send an EAP Success message and the User ID to the SMF inside Nausf_SMAuthentication_Authenticate Response, which shall forward EAP Success message transparently to the UE in the N1 message. Also, the SMF will mark the User ID as authenticated when receiving the EAP Success message from AUSF. If the User ID Authentication fails, the SMF rejects the PDU session establishment procedure based on the current specification. 
Editor’s note: 	The User Identity authentication procedure based on the credential defined in the user profile will be further studied in SA3. 
13-14.	After the User ID is successfully authenticated by the AUSF, the SMF registers with the UDM by including the User ID and authentication result in Nudm_UECM_Registration service operation. The UDM stores the User ID with successfully authenticated indication in the User profile. 
For the successfully authenticated User ID, the SMF applies the specific QoS parameters if received from the User profile, the SMF performs the QoS control for this PDU session based on this QoS parameters. If dynamic PCC is to be used for the PDU Session, the SMF obtains the PCC rule from PCF. The same as steps 7 to 11 as defined in solution 6.5.3.1., the SMF finishes the PDU session establishment procedure for the UE.
[bookmark: _Toc160456075][bookmark: _Toc160456327]6.5.3.3	User Identity authorized without authentication procedure
This procedure describes the User Identity being authorized by UDM without authentication procedure when there is no security information in the user profile.



Figure 6.5.3.3-1: User Identity authorization without authentication procedure
1-4. The UE registers to the 5GC and triggers the PDU session establishment procedure, the same as described in subclause 6.5.3.1 from step 1 to step 4. 
5-6. 
5-7. The SMF obtains the SM subscription data from UDM which includes the user profile(s) as described in subclause 6.5.3.1. 
If the SMF receives the specific QoS parameters from the user profile for this User ID, the SMF performs the QoS control for this PDU session based on the received QoS parameters.
7-11.	The same as described in the procedure 6.5.3.1, the SMF sends the PDU session establishment Accept message to the UE.
[bookmark: _Toc160456076][bookmark: _Toc160456328][bookmark: _Toc532993705]6.5.4	Impacts on services, entities and interfaces
The solution has impact on the UE and some NFs, as follows.
UDM/UDR: 
· Supports the User Identity Profile and enhancement of UE Subscription data for User Identity. 
AUSF: 
· Supports the authentication for User ID. 
AMF: 
· Supports SMF selection for User ID, and optionally checks if the User ID is allowed or not.
SMF: 
· Supports the authentication and authorization of the User ID during PDU Session Establishment procedure, using either secondary authentication procedure with DN-AAA or based on interaction with AUSF/UDM.
PCF: 
· Supports policy control for User ID, including QoS control per User ID.
[bookmark: _Toc148441676][bookmark: _Toc160456077][bookmark: _Toc160456329]6.6	Solution #6: Support of SMS over NAS for the active User Identifier
[bookmark: _Toc160456078][bookmark: _Toc160456330]6.6.1	Key Issue mapping
This is a solution for key issue #1 "Identifying the Human User of a Subscription".
[bookmark: _Toc160456079][bookmark: _Toc160456331]6.6.2	Description
In this solution, it is assumed that the User Identifier intending to use any allowed UE is authenticated and authorized by using other solutions for KI#2.
Editor's note:	The required security mechanisms, e.g., user consent, verification and authorization of GPSI that subjects to SMS redirection require coordination with SA3.
Editor's note:	It is FFS whether there is any impact to the UE with IMSI associated with the GPSI that subjects to SMS redirection.
This solution proposes the following to support SMS over NAS for the active User Identifier:
-	The User Identity Profile includes GPSI and SMS Management Subscription data (e.g. SMS teleservice, SMS barring list) for specific User Identifier.
NOTE:	The GPSI used for SMS service is in form of MSISDN.
-	The User Identity Profile is stored in the UDM storing Subscription data for the linked 3GPP subscription.
-	SMS Subscription data indicating subscription to any SMS delivery service over NAS is irrespective of the active User Identifier which means that the SMS Subscription data stored in UE's subscription is checked by the AMF to determine whether the SMS service is allowed to the UE.
-	If there is the active User Identifier for a UE, SMS service bound to the active User identifier is supported for the UE.
[bookmark: _Toc160456080][bookmark: _Toc160456332]6.6.3	Procedures


[bookmark: _CRFigure4_16_1_21]Figure 6.6.3-1: Support of SMS over NAS for the active User Identifier
1.	The UE performs registration procedure as specified in clause 4.13.3.1 of TS 23.502 [5]. Therefore, during the registration procedure, the UE includes an "SMS supported" indication in Registration Request to enable SMS over NAS transport and the AMF activates SMS for the subscriber (SUPI) on the selected SMSF.
2.	MT SMS is transferred to the SMS-GMSC. This MT SMS is for the subscriber registered with the UE in step 1.
3.	The SMS-GMSC discovers and selects the UDM by interacting with NRF, then get the routing information of the nodes available for MT SMS delivery from the UDM by invoking Nudm_UECM_SendRoutingInfoForSM (GPSI of the subscriber).
4.	The SMS-GMSC forwards the SMS message to the SMSF provided by the UDM.
5.	The SMS message is transferred to the UE as specified in clause 4.13.3.6 or clause 4.13.3.7 of TS 23.502 [5].
6.	A user with a User Identifier = User_ID#1 intends to use this UE. Therefore, the UE sends a Registration Request including User_ID#1 to the AMF.
	It is assumed that authentication and authorization for User_ID#1 are progressed based on other solutions for KI#2.
7.	The AMF informs the SMSF that SMS activation needs to be updated from the subscriber to the user of User_ID#1. The AMF provides User_ID#1 and GPSI of User_ID#1 to the SMSF.
	Instead of using Nsmsf_SMService_Update service operation that needs to be newly defined, Nsmsf_SMService_Deactivate service operation and Nsmsf_SMService_Activate service operation can be used to trigger step 8 and step 9, respectively.
8.	The SMSF requests to the UDM to delete SMSF address for the subscriber.
9.	The SMSF requests to the UDM to add SMSF address for GPSI of User_ID#1.
10.	The UDM triggers Nnrf_NFManagement_NFUpdate to notify that the UDM is supporting GPSI of the User Identifier = User_ID#1.
11.	The SMSF retrieves SMS Management Subscription data (e.g. SMS teleservice, SMS barring list) for User_ID#1 stored in the User Identity Profile.
12.	The SMSF responses to the AMF.
13.	The AMF sends a Registration Accept to the UE.
14.	MT SMS is transferred to the SMS-GMSC. This MT SMS is for the user registered with the UE in steps 6 to 13.
15.	The SMS-GMSC invokes the Nnrf_NFDiscovery to discover and select the UDM for the GPSI of User Identifier.
16.	The SMS-GMSC gets the routing information of the nodes available for MT SMS delivery from the UDM by invoking Nudm_UECM_SendRoutingInfoForSM (GPSI of the user using User_ID#1).
17.	The SMS-GMSC forwards the SMS message to the SMSF provided by the UDM.
18.	The SMS message is transferred to the UE as specified in clause 4.13.3.6 or clause 4.13.3.7 of TS 23.502 [5].
After step 18, if the activated User Identifier of the UE is changed, steps 6 to 13 are performed with following differences.
-	In step 6, the UE includes new User Identifier = User_ID#2.
-	In step 7, the AMF includes new User Identifier = User_ID#2.
-	In step 8, the SMSF requests to the UDM to delete SMSF address for the User Identifier = User_ID#1.
-	In step 9, the SMSF requests to the UDM to add SMSF address for GPSI of User_ID#2.
-	In step 10, the UDM triggers Nnrf_NFManagement_NFUpdate to notify that the UDM is supporting GPSI of the User Identifier = User_ID#2 and does not support GPSI of the User Identifier = User_ID#1.
-	In step 11, the SMSF retrieves SMS Management Subscription data (e.g. SMS teleservice, SMS barring list) for User_ID#2 stored in the User Identity Profile.
[bookmark: _Toc160456081][bookmark: _Toc160456333]6.6.4	Impacts on services, entities and interfaces
AMF:
-	Support to activate SMS activation for a user of a User Identifier using a UE.
SMSF:
-	Support to register to UDM for a User Identifier using a UE.
-	Support to retrieve SMS Management Subscription data for a User Identifier using a UE.
UDM:
-	Support to store User Identity Profile.
-	Support to provide SMS Management Subscription data for a User Identifier using a UE to SMSF.
-	Support to update to NRF about GPSI of user.
[bookmark: _Toc160456082][bookmark: _Toc160456334]6.7	Solution #7: Solution for linking User identifier with a UE subscription via the authenticated UE channel
[bookmark: _Toc157448171][bookmark: _Toc160456083][bookmark: _Toc160456335]6.7.1	Key Issue mapping
This solution addresses KI#1 (linking of User ID).
[bookmark: _Toc157448172][bookmark: _Toc160456084][bookmark: _Toc160456336]6.7.2	Description
[bookmark: _Toc160456085][bookmark: _Toc160456337]6.7.2.1 	Overall scenario


Figure 6.7.2.1-1: Overall scenario
The figure illustrates a high level architecture for this solution. In this architecture, the service provider is assumed to support the existing OAUTH2 framework for User ID provider. The service provider pre-configures to the MNO with the OAUTH2’s endpoint address for checking the User ID Verification Information (e.g. OAUTH ID token). Using the existing framework, it can authenticates the User ID and issues the User ID Verification Information after successful user authentication and delivers it to the user application. The user application triggers the UE to start User ID linking procedure by providing the User ID Verification Information received from the ID Provider through the authenticated UE’s channel (e.g. NAS channel) to the 5GC. The 5GC verifies the User ID verification Information received through the authenticated channel from the UE by invoking the pre-configured endpoint address of OAUTH2 framework for verifying the User ID Verification Information. If the 5GC have checked User ID Verification Information successfully, the 5GC stores the association between the UE’s subscription information and the UE. The association between UE and User ID can be stored in the UDM as well as UIDF, for example, the NF (e.g. NEF) in the 5GC can dynamically update the associated User ID information into the UDM for the UE. After this linking procedure is successful, the application service can use the User ID to invoke the subsequent NEF service. The NEF can query the UDM to identify the User ID to map the associated UE.
User Information Database Function (UIDF) is a new entity that can store the specific aspects related to a User ID, e.g. specific QoS/ or user plane relates settings for a particular User. The user profile for a particular User ID also store a reference to the UE subscription(s) that are linked to the particular User ID.
After the linking has been performed, UIDF may be updated (by 3rd party AFs or other Network functions) in order to store User specific QoS settings for the User ID. 
[bookmark: _Toc160456086][bookmark: _Toc160456338]6.7.3	Procedure



Figure 6.7.3-1: Procedure for UE linking with a User ID

0. 	A user using a particular application (on a UE already subscribed with the operator), The signalling between application and UE is out of scope. 
1. 	Application server want to link its own User ID with the UE currently used by the particular User. It provides the User ID along with an authentication token to the UE application. This is application layer interaction and is outside SA2 scope.
Editor’s note:	 It is FFS what kind of User ID Verification Info and any other parameters that need to be used is to be decided.
2. 	User application provides that token to the NAS layer, and UE invokes a NAS message in order to bind the particular user ID with it. It provides the User ID and the authentication token received from the application.
3. 	AMF asks the NEF to request the corresponding AF for verification of authentication token received from UE
4. 	NEF requests the corresponding AF regarding the authenticity of the token for the requested user identity. 
5. 	AF is assumed to support the existing OAUTH2 framework for verification the OAUTH2 ID token. The AF verifies that the User ID Verification Info for the particular User ID requested by the NEF 
6. 	After successful verification of the User ID Verification Info, the AF acknowledges NEF request.
7. 	After NEF receives the successful verification from AF, the NEF updates the UDM to add User ID information to the UE subscription.
8. 	After NEF receives the successful verification from AF, the NEF updates the UIDF to associate (i.e. link) the SUPI and User ID.
After this linking procedure is successful, the AF can use the User ID to invoke the subsequent NEF service for requesting specific policies for the User. The NEF can query the UDM/UIDR to identify the User ID to map the linked UE.
Editor’s note: It is FFS how the network restricts one active user identifier on a UE.
[bookmark: _Toc157448174]6.7.4	Impacts on services, entities and interfaces
UE impacts: 
· Sending NAS message along with User ID and authentication token received from the application.
AMF/AUSF impacts: 
· Receiving linking request from UE and invoking AMF to verify the linking request
UDM impacts: 
· Storage of linked user id with a SUPI
UIDF: 
· new core network function.

[bookmark: _Toc160456087][bookmark: _Toc160456339]6.8	Solution #8: User specific authentication
[bookmark: _Toc160456088][bookmark: _Toc160456340]6.8.1	Key Issue mapping
The solution applies to Key Issue #2: Authentication and Authorization of Users and Restrictions on Users.

[bookmark: _Toc160456089][bookmark: _Toc160456341]6.8.2	Functional Description
Assumptions:
-	It is assumed that a UE and the UE’s subscription may be used by multiple users. Each User Profile may have attributes such as: List of S-NSSAI(s)  –  one or more S-NSSAI(s) which can be used by the user; QoS – allowed QoS level for the user; Secondary authentication – whether the user requires secondary user specific authentication.
-	It is assumed that a user may require user specific authentication with an AAA Server (AAA-S) which may be hosted by the HPLMN operator or a third party which has a business relationship with the HPLMN. The AMF may determine the need for user specific authentication based on the User Profile retrieved from the UDM. 
-	It is assumed that when the authentication procedure is complete, the AMF stores the result in the  User Profile. The result can then be exposed from the User Profile.
-	During a Registration Procedure, the UE provides a user identifier to indicate to request that the user identifier be associated with the UE’s subscription.

[bookmark: _Toc160456090][bookmark: _Toc160456342]6.8.3	Procedures
[image: ]
Figure 6.8.3-1: User specific authentication
1. After the standard UE authentication during the registration procedure, the AMF may trigger an user specific authentication when one or more users require user specific authentication with an AAA Server (AAA-S) which may be hosted by the HPLMN operator or a third party which has a business relationship with the HPLMN. AMF may determine the need for user specific authentication based on the User Profile. For example, the AMF triggers user specific authentication for user identifier-x.
2. The AMF may request from the UE the EAP Id (Enhanced Authentication Protocol Id) for the user identifier x in a NAS MM Transport message (EAP Id request, user identifier-x).
3. The UE provides the EAP Id for the user identifier-x in NAS MM Transport message (EAP Id, user Identifier-x). The EAP Id provides the EAP authentication method and parameters.

4. The AMF sends the EAP Id to the NSSAAF in the Nnssaaf_NSSAA_Authentication Req (EAP Id, AAA-S address, GPSI, user identifier-x). The AAA-S address is retrieved from the User Profile. 

5. The NSSAAF sends AAA Protocol message (EAP Id, GPSI, user identifier-x) to the AAA-S. If the AAA-P is present (e.g. because the AAA-S belongs to a third party and the operator deploys a proxy towards third parties), the NSSAAF contacts AAA-P first.

6. EAP messages are exchanged with the UE to authenticate the user identifier-x.

7. EAP authentication completes. An EAP-Success/Failure is returned to the NSSAAF within the AAA protocol message (EAP Success/Failure,  GPSI, user identifier-x).

8. The NSSAAF sends the  Nnssaaf_NSSAA_Authentication Resp (EAP-Success/Failure, user identifier-x, GPSI) to the AMF.

NOTE:	The details of the procedure may be updated based on coordination with SA WG3.
[bookmark: _Toc160456091][bookmark: _Toc160456343]6.8.4	Impacts on existing services, entities and interfaces

UE:
· Supports an EAP Authentication procedure between the user and AAA-S. The procedure is similar to the Network Slice-Specific Authentication and Authorization procedure of TS 23.502 [5] clause 4.2.9.2.
AMF:
· Supports an EAP Authentication procedure between the user and AAA-S. The procedure is similar to the Network Slice-Specific Authentication and Authorization procedure of TS 23.502 [5] clause 4.2.9.2.
NSSAAF:
· Support for user authentication in addition to the slice authentication.

[bookmark: _Toc153818406][bookmark: _Toc160456092][bookmark: _Toc160456344]6.9	Solution #9: Solution for AMF based User ID authentication
[bookmark: _Toc153818407][bookmark: _Toc160456093][bookmark: _Toc160456345]6.9.1	Key Issue mapping
[bookmark: _Toc153818408][bookmark: _Toc160456094][bookmark: _Toc160456346]6.9.2	Description
The solution has the following assumptions:
-  	One SUPI is corresponding to one or more User IDs. The value of User IDs has been negotiated and preconfigured in UE, Core network, and AAA-Server. 
-  	It is assumed each node performs the following functions for User-ID based authentication 
 -	UE: Peer
 -	AMF: Authenticator
 -	AAA-Server: EAP server
-  	Reusing EAP based authentication (e.g. MD5 challenge, Cogent Systems Biometrics Authentication EAP) to authenticate User-Id by 3rd party’s AAA-Server. The User-id and the authentication result can be aware by 5GC
[bookmark: _Toc153818409][bookmark: _Toc160456095][bookmark: _Toc160456347]6.9.3	Procedures


Figure-6.9.3-1: User ID based authentication after initial registration 
(Steps/Parameters for potential impact is in Italic)
0. User-A switch on a UE and the UE performs initial registration
1. UE send initial registration including SUPI (Concealed as SUCI) and capability of User-Id based authentication
2. AUSF triggers the Primary authentication to authenticate the SUPI reported by UE is correct. Specific procedure has been defined in TS 33.501 [9].
3-4. During the registration, AMF retrieves the SUPI’s subscription which indicates whether an User-ID based authentication is required.
NOTE 1: 	The other omitted messages for 5G registration follows the existing procedure.
5.  	Registration accept is sent to UE with AMF allocated 5G-GUTI.
6.  	AMF determines to perform User-ID based authentication by sending DL NAS message including EAP-Request (e.g. type=1, identity)
7.  	UE sends UL NAS message including EAP-Response (e.g. type=1, identity=user id)
NOTE 2: 	The step 6 and 7 can be combined into one message.
8.  	AMF sends AAA Protocol message including GPSI and EAP-Response: identity=user id
9.  	More interactions between EAP server and UE may be needed for authentication. E.g., triggers MD5-Challenge to authenticate the user id
10.	 EAP Server responds authentication result of the user id (success/failure)
11.	AMF record the authentication result and send the result to UE
12.	AMF sends the authenticated User ID to UDM for storing
Editor’s note: 	It needs be further clarified regarding the roaming scenario.
Editor’s note: 	It needs be further clarified regarding the case when User Id is changed.
[bookmark: _Toc153818410][bookmark: _Toc160456096][bookmark: _Toc160456348]6.9.4	Impacts on services, entities and interfaces
UE:
· Send capability of User-Id authentication in registration request
· Support EAP peer and send EAP message via NAS
AMF:
· Support EAP authenticator
· Support determination of performing User-id authentication, sending EAP message via NAS 
UDM:
· SUPI’s Subscription indicates whether User-Id authentication is required
· Store the authenticated User ID

[bookmark: _Toc160456097][bookmark: _Toc160456349]6.10	Solution #10: Unique User Identifier for a Human User and how it is used in 3GPP procedures to associate the Human User with a UE
[bookmark: _Toc16839383][bookmark: _Toc23236015][bookmark: _Toc93305722][bookmark: _Toc152046442][bookmark: _Toc160456098][bookmark: _Toc160456350]6.10.1	Introduction
[bookmark: _Toc16839384][bookmark: _Toc23236016][bookmark: _Toc93305723]This solution addresses and KI#2 “Authentication and Authorization of Users and Restrictions on Users”. 
The solution introduces a new unique User Identifier and specifies how the unique User Identifier is used in 3GPP procedures to associate a Human User with a UE dynamically.

[bookmark: _Toc152046443][bookmark: _Toc160456099][bookmark: _Toc160456351]6.10.2	Functional Description
[bookmark: _Toc16839385][bookmark: _Toc23236017][bookmark: _Toc93305724]This solution is based on dedicated User profiles for the human Users and a UE Subscription profile for the UE (containing a USIM card). It is assumed that the potential human Users and the User owning the UE have individual contracts with a single MNO to ensure that the User profiles and the UE Subscription belongs to the same MNO domain. Figure 6.10.2-1 shows how the solution is embedded in the 3GPP architecture and provides an overview how multiple human Users can use a single UE.
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Figure 6.10.2-1: Solution Overview

When a human User login to a UE, the UE initiates the registration of the human User to the 5GS via the UE. During the registration the User profile of the human User is associated with the UE subscription as follows:
· Only one human User profile is associated with the UE subscription at a given time. The UE subscription is dedicated to the USIM owner, who provided the USIM in the UE.
Editor’s note: 	Detailed behaviour when a User initiates a registration at the UE but another User with a different User Identifier is already registered is ffs. This includes for example, the consideration of Security aspects and the decision if UE or CN initiated deregistration is preferred.
· When the MNO allows the association of multiple human User(s) with a UE subscription, a human User, preferable the one that owns the USIM card in the UE should be enabled to provide the information, which human User is allowed to use the UE. For this purpose, the MNO may limit the number of potential User profiles that can be associated to the UE with the UE Subscription.
It is up the MNO to offer methods to manage potential human User associations with a UE subscription. For example, the respective information may be part of the contract processes and the result is deployed UE subscription data and User profile data via OAM services. Alternatively, the MNO may offer an Application Server that allows a human User to provide the potential human User to UE subscription information dynamically via a Web Interface. Details of such solutions are out of scope in SA2 but may require following respective guidelines on security and privacy from SA3 group. From SA2 perspective it is important that following new information for the authorization check is available in the UE subscription:
-	MaxNumber of potential human User profiles that can be assigned with the UE subscription.
-	List of potential UE profiles that are allowed for the UE subscription. The List cannot exceed the MaxNumber of potential human User profiles. 
Editor’s note: 	Additional parameters and the handling of the parameters involving link/unlink via AF/NEF are FFS.
· When the UE subscription allows that the human User (identified by the User Identifier) is allowed for the UE, the UDM initiates the dynamic association of the human User with the UE and generates the temporary merged (generated or intersection) Subscription data containing UE Subscription data and User Profile data according to a defined MNO policy.
Subscriber/subscription information of the UE will not be moved into the User profile of a human User and information from the User profile of a human User should not override information of the UE subscription. This can be achieved by merging the UE subscription data with the User profile data in the UDM. How this merging is processed may be subject of a Mobile Network Operator MNO policy, which defines which information has precedence, however the MNO policy shall not consider using the User profile data to override the UE subscription data. For example, if UE subscription doesn’t contain voice services and the User profile allows them, the human User shall not be able to use voice services if the human User is associated with the UE.
Editor’s note: 	How merged User profile data and UE Subscription data, the MNO policy, and the association of the UE subscription with the UE profile are memorized is FFS.

The User Identifier is provided by the MNO to the human User and may be based on following parameters and considerations:
· The human User Identifier should be based on the Network Access Identifier (NAI) specifications in RFC 7542. As the human Users need to be on the same MNO domain as the UE subscription, it needs to be unique per MNO only. An MNO may use any of the following examples for the User Identifier:
-	Name.MCCMNC.RoutingID@domain.com, or alternatively 
-	string.routingID@domain.com. or 
-	Name@domain.com, where domain is built out of the MCC/MNC of the MNO and the RoutingID i.e. domain may be RIDxx.MNCyy.MCCzz.
In the examples Name can be any string or number and RoutingID is used to determine the right UDM/UDR group storing the User profile.
[bookmark: _Toc152046444][bookmark: _Toc160456100][bookmark: _Toc160456352]6.10.3	Procedures
The dynamic association of a human User profile with a UE Subscription requires to extend the existing procedures defined in TS 23.502 [5] by adding the new user identification User Identifier (UserID) to the procedures.
[bookmark: _Toc160456101][bookmark: _Toc160456353]6.10.3.1	Registration procedure
In a first step, it is proposed to adapt the Registration procedure as specified in TS 23.502 [5], Figure 4.2.2.2.2-1 to perform the association of the UE subscription with the User profile. The adapted Registration procedure builds then the basis to generate the temporary merged Subscription data containing UE Subscription data and User Profile data according to a defined MNO policy.
It is to be noted that there could be operator deployments that may consists of multiple UDMs in the network; in such a case there could be scenarios that the UE and the User Identifier linked to a specific UE be part of different UDMs. 


Figure 6.10.3.1-1: User Registration of Human Users using a UE
Figure 6.10.3.1-1 shows how the Registration procedure as defined in TS 23.502 [5], clause 4.2.2.2.2 is modified when a UE is enabled to serve multiple Human Users.
 As prerequisite it is assumed that the UE contains a USIM which is associated with the UE Subscription in 5GS while the User has a dedicated User profile. Both, UE Subscription and User profile belong to the same Operator domain and doesn’t require roaming functionality.
0.	The human User initiates the User Registration procedure at the UE i.e., human User can login at the UE. For this purpose, an App can be defined (that may use a UE provided API). Once the user logs in, the UE provides his/her user credentials that are dedicated to the User Identifier. How this is done is out of scope in SA2.
1-3.	UE sends NAS registration request that include SUCI/GUTI of the UE and the UserIndication, which provides the information that a human User requests to register via the UE to 5GS.
6-9.	AMF ensures per existing procedures that the UE and User are authenticated (if needed involving an AUSF and steps 8, 9 of TS 23.502 [5], Figure 4.2.2.2.2-1). When the AMF recognizes the UserIndication for a human User it derives the User Identifier in steps 6-9 of TS 23.502 [5], Figure 4.2.2.2.2-1 considering the NAS Authentication and Security principles for User Identifier in the same way as for the UE. At the end of this step the AMF has the SUPI of the UE used by the human User and the User Identifier of the human User. EIR check (steps 11, 12 of TS 23.502 [5], Figure 4.2.2.2.2-1) may also be carried out.
 	As the AMF has received from the UE the User Identifier of User, the AMF enforces a user authentication for the UE and the User. The Authentication may be required to cover security aspects in situations where the UE is already registered with a different User Identifier. Important is to consider that a previous registration of the UE and a User is cancelled and all corresponding resources (at SMSF, PCF, SMF, CHF etc…) are released to meet the architectural assumption and requirement that only a single User Identifier is active with a UE subscription at a given time.
14a.1.	When the AMF issues Nudm_UECM_Registration request, the AMF provides both the SUPI and the User Identifier to UDM that is responsible to handle the UE Subscription. The UDM checks in the UE’s Subscription if the User Identifier is allowed for the UE; if this is not the case it rejects the UECM_Registration.
	This assumes a new UDR table indexed by the SUPI that contains all User Identifier (s) allowed for this SUPI.
14a.2.	Based on the User Identifier (e.g. routing identifier part), the UDM of the UE identifies the UDM of the User and asks the UDM of the User for readiness to associate the human User (User Identifier) with the UE (SUPI).
14a.3.	The UDM of the User sends a positive response when the association of the human User and the UE is possible and a negative response when not. This may be the case when the human User is already associated with another UE.
14a.4.	Nudm_UECM_Registration response. If the User Identifier is not allowed for the UE the UDM rejects the AMF request with a cause that allows the AMF to reject the UE registration with a proper cause telling the user that this specific User Identifier is not allowed to use this UE.
14b..1	In step 14b of TS 23.502 [5] Figure 4.2.2.2.2-1, when the AMF issues the Nudm_SDM_Get request, the AMF provides both the SUPI and the User Identifier to UDM that is responsible to handle the UE subscription.
14b.2-3.	Based on the User Identifier (e.g. routing identifier part), the UDM of the UE identifies the UDM of the User and gets User profile data.
14b.4.	the UDM merges the UE subscription data and the User profile data (possibly retrieved from different UDRs) according to a MNO policy to create the merged subscription data result. If the User profile is not compatible with the UE subscription, it rejects the AMF request with a cause that allows the AMF to reject the registration with a proper cause (telling the User that User profile is not compatible with the UE subscription).
 	The merged Subscription data may induce to use the user’s User Identifier (s) additionally, while the merged Subscription data result also contains codes and further 3GPP parameters including the new User Identifier.
14b.5.	Nudm_SDM_Get response with the merged Subscription data result.
21.	Further steps 14c-19c of TS 23.502 [5], Figure 4.2.2.2.2-1 are carried out leading to the AMF sending a NAS registration accept/reject based on the merged Subscription information result.

[bookmark: _Toc160456102][bookmark: _Toc160456354]6.10.3.2	Registration procedure supporting SMS over NAS
The AMF may run the procedure of TS 23.502 [5] Figure 4.13.3.1-1: Registration procedure supporting SMS over NAS. To support multiple Human Users of a UE this procedure is modified as shown in Figure 6.10.3.2-1.


Figure 6.10.3.2-1: Registration procedure supporting SMS over NAS for Human Users using a UE
1-2.	Follows Step 0 - 14 of Registration procedure in Figure 6.10.3.1-1.
3.	The AMF discovers and selects an SMSF to serve the human User (User Identifier) via the UE as described in TS 23.502 [5] Figure 4.13.3.1-1.
4.	Follows Step 15 - 20 of Registration procedure in Figure 6.10.3.1-1
5.	When the AMF invokes Nsmsf_SMService_Activate service operation from the SMSF User Identifier shall be included along with the SUPI (and possibly the Group Id of the UDM/UDR of the UE/User).
6.	The SMSF discovers an UDM based on the SUPI and User Identifier (and possibly the Group Id of the UDM/UDR of the UE/User). The UDM merges (based on operator policy) the SMS related User Profile data and the SMS related UE subscription data (possibly retrieved from different UDR) to create merged SMS subscription data.
7.a.	It is assumed that it is not required to re-check the readiness for the association of the human User and the UE.
7b.5.	The merged SMS subscription data result is sent to the SMSF. 
 	Once SMSF has received the subscription data result, the SMSF behaviour to handle SMS is as defined in existing specifications.

[bookmark: _Toc160456103][bookmark: _Toc160456355]6.10.3.3	Further procedures

Editor’s note: 	The new User Identifier parameter identifying a Human User of a UE may be needed in other procedures e.g., PDU Session Establishment/Modification as well. The identification of these procedures is ffs.


[bookmark: _Toc160456104][bookmark: _Toc160456356]6.10.4	Impacts on services, entities, and interfaces
UE:
· Distinguish human Users and provide User Identifier of active human User in procedures.
· Receive merged Subscription data results (result code information) and inform human User.
AMF:
· Receive and forward User Identifier of active human User in procedures.
· Initiate Authentication/Security for UE and User Identifier and provide results to UE via (R)AN.
· Receive merged Subscription data results from SMSF and UDM of User and forward to (R)AN.
SMSF:
· Receive and forward User Identifier of active human User in procedures.
· Receive merged Subscription data results and forward to AMF.
UDM of UE (UE Subscription):
· Discover UDM of User based on User Identifier of active human User and get User profile data of User Identifier.
· Authorize User Identifier of active human User for UE.
· Check compatibility of User profile data and UE subscription data and build merged Subscription data result.
· Initiate storage and forwarding of merged Subscription data result.
UDM of User (User Profile):
· Provide User profile for User Identifier of active human User in procedures to UDM of UE.
· Notify UDM/UDR of UE when User profile changes.
· Multiple UDM deployments may result in UE and the User Identifier linked to the UE being part of different UDMs.

[bookmark: _Toc160456105][bookmark: _Toc160456357]6.11	Solution #11: Exposing user authentication result to 3rd parties
[bookmark: _Toc160456106][bookmark: _Toc160456358]6.11.1	Key Issue mapping
This solution maps to KI#2 (Authentication of users) and KI#3 (Exposure of user identity functionality).
[bookmark: _Toc160456107][bookmark: _Toc160456359]6.11.2	Description
[bookmark: _Toc160456108][bookmark: _Toc160456360]6.11.2.1 	Scenario and use cases
The following solution discusses the scenario as per the use case 5.2 as mentioned in TR 22.904 [8].
Use case involves a 3rd party entity (e.g. a bank) requesting for an authentication service (or second-factor authentication) via operator.
Using traditional SMS-OTP for second factor authentication provided security risk. SMS-OTP solutions are prone to phishing attacks. Whereas using a UE’s already established connection to perform user authentication further provides trust that the user is using its own UE (to which it’s user ID was linked securely be the operator) and using it’s own HPLMN.
The procedure described below can also be used a primary login (and signing up) for 3rd party services using operator’s user identifier. This provides operator to leverage their infrastructure and offer secure authentication solutions to third party applications.

[bookmark: _Toc160456109][bookmark: _Toc160456361]6.11.2.2 	Entities
User Information Database Function (UIDF): This NF can store the specific aspects related to a User ID. The user profile for a particular User ID also store a reference to the UE subscription(s) (i.e SUPI(s)) that are linked to the particular User ID. It is essential that the User profile is stored separately from the UDM (that is separately from the subscription data of the SUPI), since User ID(s) and SUPI(s) can be dynamically linked and unlinked, and at a particular point of time possible no SUPI may be linked to a user profile.

[bookmark: _Toc160456110][bookmark: _Toc160456362]6.11.2.3 	Solution summary
Consider the case when a user is (using a UE) is using 3rd party application (e.g. Bank) which requires 2nd factor authentication.
In order to get verification, for the corresponding user identified by the User ID; 3rd party request the Operator (via NEF) to start user authentication and verify whether an actual human user is using the particular User ID or not.

It is assumed that linking between the particular User ID (say UID-1) and the SUPI (say IMSI-A) has already been performed by the operator (i.e. IMSI-A subscription stores the association of the UID-1 and/or the User profile for UID-1 stores the association for IMSI-A). 

[bookmark: _Toc157448173]6.11.3	Procedures


Figure 6.11.3-1: 3rd party application requesting User authentication
1. A User which has credentials for UID-1 and has access to the particular UE (which is identified by IMSI-A to the operator). The user logs-in to the application using bank id and password. The bank application requests for secondary authentication, so the user provides UID-1 and optionally the operator’s name to the Bank application. The interaction between user and the application is out of 3GPP scope.

NOTE 1: 	The device from which the user accesses the application (e.g. bank application) may not be the same as the UE (which is associated to IMSI-A). 3rd party server asks the operator to check whether the particular User has the possession of the particular UE which is linked to that User ID (i.e. possession factor) and operator verifies it by invoking the User to perform authentication for the particular User ID at that particular UE.

2. AF to NEF: Nnef_UserVerify Request (User ID)
An AF (operated by the application server of Step 1) sends the request to NEF to verify authentication for the particular User ID.

3. NEF to User Profile: Request to get User Profile for User ID
User profile checks the profile for the provided User ID (UID-1 in our example) and returns the associated SUPI (IMSI-A in our example) to the NEF.

NOTE 2:	 It is assumed that linking between the particular User ID and the SUPI has already been performed by the operator.
	
In case an AAA-server is used for authentication, User profile may additionally provide the AAA server address of the entity which is responsible for authenticating the corresponding User ID

4. User Profile to NEF (SUPI/GPSI linked with User ID, AAA server address)

5. NEF to UDM: Nudm_UserAuthenticate request (SUPI/GPSI, User ID, AAA server address)

Now in order to trigger the particular UE (via it’s AMF), UDM has to check the UE registration and find the particular AMF which is serving the UE.

UDM checks the subscription data for the provided SUPI and checks if the provided User ID is linked with User ID or not.
If the User ID is linked with the SUPI, UDM decides to trigger the authentication for the User ID at the particular UE identified by SUPI).

NOTE 3: 	If the UE (corresponding to the SUPI linked to the User Identifier) is not registered to the network, UDM may end the procedure and send failure notification to the NEF.

Editor’s note:	Steps 6 to Step 11 describes the Authentication procedure after a 3rd party has invoked the network to perform user authentication for the particular User ID. What exact method, is used, will be decided by SA WG3.

6. UDM to AMF (SUPI, User ID, AAA-server Address)
UDM request the particular AMF which is serving the UE to trigger UE to perform user authentication.
7. 
8. AMF to UE NAS message (Authentication trigger for User ID)

9. UE operation
Upon receiving the received NAS message, based on UE implementation User may have to perform some invocation (e.g. an app is invoked, or provide the password corresponding to the User ID)
10. 
11. UE to AMF: NAS message (User ID, Authentication related message (e.g. EAP message))
As per any User invocation (e.g. passwords received from the User, or per configured credentials), UE sends NAS message to the AMF corresponding to the User ID (as received in Step 7).
12. 
13. Authentication for the particular User ID between the UE and the Auth server.
NSSAAF based secondary authentication may be reused.

14. AMF to UDM (SUPI, User ID, Authentication success/failure).

15. UDM to NEF: Nudm_UserID auth Response(User ID, Authentication success/failure)

16. NEF to AF: Nnef_UserVerify response(User ID, Authentication success/failure)

17. Upon receiving success of the user authentication, Bank application (server) now allow UE the access to it’s services.


6.11.4	Impacts on services, entities and interfaces
NEF: 
· impacts
·  on new service for verification for user authentication
UDM: 
· impacts
·  handling NEF request for User authentication at a particular UE and triggering the authentication for a User ID at the particular UE.
UE: 
· impacts 
· for providing the credentials related to a particular User ID to the network and performing authentication
UIDF: 
· new NF for User profile storage.

[bookmark: _Toc160456111][bookmark: _Toc160456363]6.12	Solution #12: User Identity Profile Server based control
[bookmark: _Toc160456112][bookmark: _Toc160456364]6.12.1	Key Issue mapping
This solution addresses KI#2 and KI#3.
[bookmark: _Toc160456113][bookmark: _Toc160456365]6.12.2	Description
[bookmark: _Toc160456114][bookmark: _Toc160456366]6.12.2.1	User Identity Profile
The User Identity Profiles (UIPs) are stored in a UIP Server. The principles for the UIP Server are as follows:
1.	The UIPs can be managed, e.g. created, updated, and removed, by the PLMN operator;
2.	The UIPs can be managed, e.g. created, updated, and removed by trusted server (Portal) or by the UE/user, and in such case the PLMN operator authorizes the management operations;
3.	All UIP management procedures are performed from an authorized and authenticated entity.
4.	The UIP information is pushed by the UIP Server to the 5GC, optionally via the NEF.
Editor's note:	Further principles and the information included in the UIP is FFS and dependent on the use cases to be addressed.
[bookmark: _Toc160456115][bookmark: _Toc160456367]6.12.2.2	Architecture
[bookmark: _Hlk158975502]The architecture below shows an architecture for roaming (Figure 6.12.2.2-1) and one for non-roaming (Figure 6.12.2.2-2).
The interface between the UE and the Portal is assumed to be an application layer interface out of scope of 3GPP.
The Xuips interface between the UIP Client and the UIP Server is assumed to be on application layer and not standardized by SA2.
Editor's note:	Whether and how to ensure that the UIP Client is in the UE and/or actual human user is using the UE is FFS.
Editor's note:	Whether the Xuips is standardized in 3GPP e.g. in SA6 is FFS.
The Portal is a trusted entity from the HPLMN perspective, and can e.g. be managed by the HPLMN operator or a trusted partner.



Figure 6.12.2.2-1: High-level roaming architecture




Figure 6.12.2.2-2: High-level non-roaming architecture

[bookmark: _Toc160456116][bookmark: _Toc160456368]6.12.2.3	Authentication and Authorization
The UIP management procedures are performed from an authorized and authenticated entity.
The User Identifier associated with the UIP is authenticated at the UIP management procedures e.g. for creating, removing an Identifier Link (link and unlink), and activating an Identifier Link.
NOTE:	Security requirements are to be addressed by SA3.
[bookmark: _Toc160456117][bookmark: _Toc160456369]6.12.3	Procedures
Editor's note:	The high-level procedures and information flows for the solution is FFS.

[bookmark: _Toc160456118][bookmark: _Toc160456370]6.12.4	Impacts on services, entities and interfaces
Editor's note:	Further impacts is FFS including which NFs are to receive UIP information.
UIP Server:	
· A new server containing the User Identity Profiles, outside the 5GC.
5GC NF/NEF:		
· Impacts to (new or existing) service operations to transfer User Identity Profile information from the UIP server to the 5GC.  
UE:	
· Support of client to update the User Identity Profiles in the UIP Server.

[bookmark: _Toc160456119][bookmark: _Toc160456371]6.13	Solution #13: Authentication & Authorization of Users in 5GC in Control or User Plane
[bookmark: _Toc160456120][bookmark: _Toc160456372]6.13.1	Description
This paper proposes to introduce two network functions into 3GPP Packet Core architecture:
User Information Database Function (UIDF): This NF holds user's profile information, authentication information etc. and is responsible for authenticating the user. This entity is independent from the UDR/UDM, which hold UE Subscription database. 
User Authentication Function (UAF): This NF is responsible for selecting and interfacing with UIDF for triggering User Authentication and interfacing with 5GC (e.g. UDM) for UE level subscription validation etc. This NF is owned by network service provider.
In addition, UE subscription data, which is stored in UDM/UDR, is enhanced to include the Allowed User Identities and/or User Domain Names.
The paper proposes to alternatives for supporting User Authentication and Authorization with support from 5GC – one using control plane messaging and one using user plane messaging. The solutions work on following principles:
A) Control Plane
-	User Authentication and Authorization is triggered when 
-	A new user access the device and UE initiates authentication request towards SMF; or
-	UE registers or establishes a PDU Session and network determines User authentication is needed for this DNN.
-	SMF then initiate User authentication/authorization procedure through UAF/UIDF
-	UAF and UIDF authenticate the user.
-	SMF perform UE subscription validation against User Identity.
B) User Plane
-	User Authentication and Authorization is triggered by an AF when UE contacts an AF, which requires User Authentication.
-	AF contacts UAF to authenticate the user.
-	UAF works with UIDF to authenticate and authorize the user.
-	UAF perform UE subscription validation against User Identity.
Editor's note:	Further details on how to handle already established PDU sessions and the case where new PDU Sessions are established after the user is authenticated is FFS.
Editor's note:	Justification of User authentication/authorization through dedicated UAF/UIDF is FFS.

[bookmark: _Toc160456121][bookmark: _Toc160456373]6.13.2	Procedures
A) Control-Plane:
Following is the high-level sequence of events with this method. 


Figure 6.13.2-1
1. UE is already Registered with the network.
2. A User (e.g. a human user) triggers the device access using implementation specific methods (e.g., by tapping on an option in an App).
3. UE sends a User Authentication and Authorization request to the SMF. The request may be sent inside a PDU Session Establishment Request. The UE may include the User ID provided by user. 
4. SMF may perform User-ID validation against UE's subscription data to ensure the user is allowed to access the UE, by retrieving the UE's subscription data from UDM.
5. SMF performs the UAF selection based on User ID and sends User Authentication and Authorization request to the selected UAF. 
6. UAF identifies the UIDF based on the received User-ID and requests UIDF to initiate User Authentication.
7. 
8. The UE and the UIDF communicate to perform User Authentication. All the NFs will transparently forward the request between UIDF and UE.

NOTE:	The security between UIDF and UE will be handled by SA3.
9. UIDF provides result of authentication procedure to UAF. If the authentication was unsuccessful, the procedure stops here and UIDF sends an error message to UAF, which then forwards it to SMF/UE. If the authentication was successful, UIDF may provide the User's profile data to the UAF.
10. 
11. (Optional as SMF would have already done) UAF performs User's profile validation. It may validate if the User is allowed to use the specific UE from which it is accessing the application function. 
12. 
13. UAF proceeds with sending a response to SMF along with user profile. SMF can then proceed with requesting specific QoS via PCF.
14. 
15. SMF sends authentication result to the UE.

If the procedure is triggered by the network when UE establishes PDU session to a specific DNN, Step #1, 2 and 3 may be skipped and may involve retrieval of User-ID from UE by the SMF before Step #4.
B) User-Plane:
Following is the high-level sequence of events with this method:


Figure 6.13.2-2
1. UE Registers to the network and establishes a PDU Session.
2. A User (e.g. a human user) accesses the UE by implementation specific means (e.g. by tapping on an App), and starts communicating with an application function. The communication between UE and the application function is over data-path (e.g. from UE to UPF to the application function). The communication could be start of a (application-level) session establishment procedure between the UE/User and the application function. The UE provides the User-ID).
3. The AF determines that it needs to ensure that the user is indeed the one he is claiming to be (i.e. User-ID), before granting access to application. It selects a UAF, which will handle User's authentication procedure, and proceeds with sending a User Authentication request to UAF containing at-least the User-ID. The request may additionally include the GPSI of the UE. If AF resides outside the trust-domain of network service provider, the request may be routed via an NEF, in which case the NEF will be responsible for UAF selection and then sending the request accordingly. 
4. 
5. The UAF retrieves the UE’s subscription data from UDM. If the User is indeed allowed to use the UE then UAF shall proceed with authentication for the user. 
6. The UAF identifies the UIDF based on the received User-ID and requests UIDF to initiate User Authentication.
7. 
8. 
9. The UE and the UIDF communicate to perform User Authentication. All the NFs will transparently forward the request between UIDF and UE. 

NOTE:	The security between UIDF and UE will be handled by SA3.
10. The UIDF provides result of authentication procedure to UAF. If the authentication was unsuccessful, the procedure stops here and UIDF sends an error message to UAF, which then forwards it to AF/NEF. If the authentication was successful, UIDF may provide the User's profile data to the UAF.

8.	The UAF sending a successful response to the AF. AF can then proceed with requesting specific QoS via PCF.

[bookmark: _Toc160456122][bookmark: _Toc160456374]6.13.3	Impacts on Existing Nodes and Functionality
This solution may have the following impacts to existing entities and interfaces:
SMF: 
For control plane procedure: 
· Support new NAS message and/or changes to PDU Session Establishment/Modification Messages
· 
· Selection of UAF
· UE subscription validation against User Identities (optional)
· Providing User Identity to PCF
UE: 
· Support new NAS message and/or changes to PDU Session Establishment/Modification Messages
UDM: 
· Storing allowed user-Identities in UE subscription (optional)
UAF/UIDF: 
· Introduction of new network functions
AF: 
· Invoking UAF for user authentication (For user plane procedure).
[bookmark: _Toc160456123][bookmark: _Toc160456375]6.14	Solution #14: Restriction on the usage of user identifier 
[bookmark: _Toc160456124][bookmark: _Toc160456376]6.14.1	Description
In the scenario when human user access the 5G services by using identifier there is a need for 5GC to ensure that at any point of time, only one human user is availing the service through a single subscription. Also, there will be some use cases like in some location, roaming where the user identifiers all not allowed to get services from the network. The following are the main principles of the solution:
-	Multiple user identifiers are already configured or available on the device (e.g. One App is installed in the device and some user identifiers are configured in the App)
-    During Registration, UE shall provide the indication for the support of User Identifier feature. AMF gets the subscriber data information along with associated user identifiers from UDM. In the Registration Accept, AMF will provide the user identifier information to the UE.
NOTE 1:	User Identifier information like whether a particular user identifier is allowed to avail service during roaming or location. The details of User Profile containing user identifier will be handled in different papers.
Enforcement for one active user identifier in the network:
-    When a particular user invokes a particular application then UE triggers PDU Session establishment by providing the corresponding user identifier (e.g. User1) to the network. After successful authentication and authorization of the user identifier, SMF queries with UDM to check whether any PDU session is established with user identifiers. Upon getting response from UDM with no PDU Session, SMF process the ongoing PDU Session and then PDU Session is successfully established. SMF stores this user identifier in the UDM along with PDU Session ID (PDU1).
NOTE 2:	Authentication and Authorization of the user identifier will be handled in different papers.
-    When a different user invokes another application (e.g. device is idle and User1 is not using the device) then UE triggers a new PDU Session establishment by providing corresponding user identifier (e.g User2) to the network. If the same SMF is received the PDU Session which has handled the earlier PDU Session then SMF can identify that already one user identifier has established PDU Session(User1). Then SMF rejects the PDU Session for User2 by providing a suitable cause code.
-    If a different SMF receives the PDU Session then SMF first queries with UDM to check whether any PDU session is established with user identifiers. Upon getting response from UDM about already established PDU Session (e.g PDU1) with user identifier User1, SMF rejects the PDU Session for User2 by providing a suitable cause code.
-    There can be some AF provided policy for user identifiers made available at SMF (e.g. received from UDM while getting SM Subscriber data, associated user identifiers details can be provided) which indicates the priorities among user identifiers while accessing service through the same subscription. If the policy indicates that User2 is having higher priority than User1, then SMF accepts the PDU Session for User2 and provides indication to release the Session for User1 to UDM. UDM shall trigger release of PDU Session of User1.
Enforcement of location for user identifier in the network:
-    When a particular user invokes a particular application then UE verifies whether it is inside the service area where this particular user identifier is allowed to get service. If it is inside the service area then UE triggers the PDU Session by providing corresponding user identifier to the network. If the UE is outside of the service area then UE does not trigger the PDU Session and display to the user that in this location service is not available.
-    For an already established PDU Session If UE moves to the location outside of the service area where user identifier is not allowed to get service then UE shall deactivate the PDU Session and does not send any user plane packet.
-    If SMF receives any PDU Session in an area where user identifier is restricted to get service then SMF shall reject the PDU with suitable cause code.
-    For an already established PDU Session SMF shall not send any user plane packets when UE is outside of the service area where user identifier is not allowed get service.
Enforcement of roaming for user identifier in the network:
-    When a particular user invokes a particular application then UE verifies whether this user identifier is allowed to get service while roaming. If it is not allowed then UE does not trigger the PDU Session and display to the user that in this location service is not available. If it is allowed the UE triggers PDU session.
-    When vSMF receives PDU Session establishment request from UE with one user identifier for Home Routed case, vSMF forwards the request to hSMF. hSMF download the subscriber data information along with associated user identifiers. If hSMF finds that the received user identifier from vSMF is not allowed to get service, hSMF rejects the PDU Session with suitable which vSMF forwards to the UE.
-    Services during roaming for LBO PDU Session is not applicable.
[bookmark: _Toc160456125][bookmark: _Toc160456377]6.14.2	Procedures
The procedure for restriction on the usage of user identifiers. 


Figure 6.14.2-1
0. UDM already has been provisioned with user identifier information associated with the subscription. 
1. UE send Registration Request with capability indication of supporting User Identifier.
2.    AMF gets the subscriber data from UDM along with the associated user identifier details.
3.    AMF provides the user identifier details in the Registration Accept to UE.
4.   User1 invokes one Application on the device.
5.   UE triggers PDU Session Establishment Request by providing User1 identifier.
6.   AMF selects SMF1 and send User1 identifier.
7.   SMF1 gets SM subscriber data along with user identifier details from UDM.
8.   SMF1 queries UDM to get any established PDU Session and get response of no PDU Session.
9.   SMF1 sends PDU Session Establishment Accept to UE.
10.  SMF1 register its address in UDM and provides User1 identifier along with PDU Session ID.
11.  User2 invokes one Application on the device. 
12.  UE triggers PDU Session Establishment Request by providing User2 identifier. 
13.  AMF selects SMF2 and send User2 identifier.
14.  SMF2 queries UDM to get any established PDU Session and get response of PDU Session associated with User1
15. SMF2 sends PDU Session Establishment Reject to UE2 with a suitable cause code.
Editor's note:	The trigger for new PDU session because of change in user identifier and impact on URSP is FFS.
[bookmark: _Toc160456126][bookmark: _Toc160456378]6.14.3	Impacts on Existing Nodes and Functionality
This solution may have the following impacts to existing entities and interfaces:
UE:
-  	will send its capability indication of supporting User Identifier.
-  	will enforce by deactivating user plane packets and not triggering any new SM request when outside of the service area where a particular user identifier is not allowed to get service
- 	will enforce roaming restriction for corresponding user identifier.
AMF:
-  	will send User Identifier Details to UE in Registration Accept.
-  	will send User Identifier to SMF while create PDU Session Context
SMF:
-  	will store User Identifier along with PDU Session ID in the UDM
-  	will fetch to know any established PDU Session associated with any user identifier from UDM while processing any PDU Session.
-  	will enforce roaming restriction for corresponding user identifier.
[bookmark: _Toc151453242][bookmark: _Toc160456127][bookmark: _Toc160456379]6.15	Solution #15: User Identity profile information verification and authentication results exposure 
[bookmark: _Toc151453243][bookmark: _Toc160456128][bookmark: _Toc160456380]6.15.1	Key Issue mapping
This solution addresses KI#3 “Exposure of User Identity Profile Information”.  
[bookmark: _Toc151453244][bookmark: _Toc160456129][bookmark: _Toc160456381]6.15.2	Description
This solution assumes the following: 
-	The procedures for configuring and provisioning User Identifiers to UE are out of SA2 scope (for example, obtaining Blinded tokens through application layer, provisioning though USIM Application). 
-	How the user instructs UE to use a particular User Identifier is up to UE implementation (for example, biometrics based identification) 
The solution is based on the following principles: 
The UE subscription data in the UDM is enhanced with the following: 
-	One or more User Identifiers, optionally associated with one or more GPSI (if not explicitly associated, User Identifiers are applicable for all GPSIs in the UE subscription data)  
-	Each User Identifier can be associated with 
-	one or more External User Identifiers, optionally associated with one or more AF Identifiers.  
The same User Identifier could be configured as part of multiple UE subscription data.  
A User Identifier could be for one-time use or can be reused multiple times. 
PCC Rules may additionally contain:  
- 	one or more user identifiers. 
 UE policy may additionally contain:
-	information specific to user identifiers.
        
[bookmark: _Toc151453245][bookmark: _Toc160456130][bookmark: _Toc160456382]6.15.3	Procedures
[bookmark: _Toc160456131][bookmark: _Toc160456383]6.15.3.1 	Verification of User Identifier associated with a subscription 
An AF requests NEF to verify contents of User Identity Profile and NEF would respond with a ‘Verified Successfully’ or ‘Not Verified’ answer. 
Pre-conditions: A user has registered a User Identifier with a UE subscription in 5GC. The UDM has marked the User Identifier as the active User Identifier for the UE subscription.  The user, through the application client in the UE, has provided the User Identifier to the Application Function (this could be either a User Identifier linked to their 3GPP subscription during registration in 5GC or an AF specific External User Identifier associated with the User Identifier).
The intention of AF is to use 5GC as an identity provider. User Identifier (or an associated External User Identifier specific to the AF) acts as the unique identifier provided by the identity provider after the UE has successfully registered with the 5GC and linked the User Identifier to the UE’s 3GPP subscription.  


[image: ]
Figure 6.15.3.1‑1 User Identifier verification by 5GC

0. 	User Identifier is marked as active for the UE subscription in the UDM (through one of the solutions for Key Issue#1). 
1. 	AF invokes NEF Nnef_VerifyIdentifier service with the identifier (i.e., an AF specific External User Identifier or User Identifier) and UE address information (e.g., GPSI or SUPI). 
2. 	NEF performs the necessary authorization and translation of internal-external information (e.g. the mapping between GPSI and SUPI if AF is in the untrusted domain).
3. 	NEF invokes the UDM Nudm_VerifyIdentifer service with AF provided identifier and SUPI. 
4. 	UDM checks whether the AF provided identifier is currently linked to the UE’s 3GPP subscription. If the AF has provided an External User Identifier, UDM checks whether this is one of the configured External User Identifiers associated with User Identifier currently active for the UE’s 3GPP subscription.   
5. 	UDM responds to the NEF with the result of the verification. 
6. 	NEF responds with a success or failure indication indicating whether 5GC was able to successfully confirm if the AF provided identifier is indeed active for UE’s 3GPP subscription. 


[bookmark: _Toc160456132][bookmark: _Toc160456384]6.15.3.2 	Exposure of Authentication Results 

In addition to the procedure described in clause 6.15.3.1, the authentication results may be exposed by using existing Nnef_EventExposure service operations as described in this clause.




Figure 6.15.3.2-1

1. 	AF subscribes to the following event notifications, and provides the associated notification endpoint of the AF by sending Nnef_EventExposure_Subscribe Request to NEF:
a) Authorization/authentication results along with User Identifier.
The AF includes the impacted UE information (e.g. GPSI, or SUPI) in the subscribe request.
2.	 NEF performs the necessary authorization control and translation of internal-external information (e.g. the mapping between GPSI and SUPI if AF is in the untrusted domain).
3. 	The NEF subscribes to notifications about User Identifier authorization/authentication results, and provides the associated notification endpoint of the NEF to UDM by sending Nudm_EventExposure Subscribe request to UDM. The impacted UE information (e.g., SUPI) is included in the subscribe request. 
4. 	UDM detects the event occurs and sends the event report, by means of Nudm_VerifyIdentifier Notify message to the associated notification endpoint of the NEF. The UDM includes User Identifier and corresponding authentication results in the event report.
5. 	NEF forwards the received the event report to AF.
Editor’s note: 	Whether the service can have “any UE” as an input parameter is FFS. 
Editor’s note: 	Exposure of other information related to User Identity profile is FFS.
 
[bookmark: _Toc151453246][bookmark: _Toc160456133][bookmark: _Toc160456385]6.15.4	Impacts on services, entities and interfaces
NEF: 
Provides a service to: 
· Verify whether a User Identifier or components of User Identity Profile is linked to 3GPP subscription of the UE (identified by a UE IP address or GPSI). 
· monitor authentication results of a User Identifier with the given UE.  
· [bookmark: _Hlk158480089] Subscribes to notifications about the authentication, authorization of one or more User IDs.
· Forwards notifications about authentication, authorization of one or more User IDs to AF.

UDM: 
Provides a service to: 
· verify an identifier or components of user identity profile is linked to the UE’s (identified by SUPI) subscription. 
· monitor and send authentication results of a User Identifier with the given UE.   
AF:
· Subscribes to notifications about authentication, authorization of one or more User IDs
[bookmark: _Toc93305721][bookmark: _Toc152046441][bookmark: _Toc160456134][bookmark: _Toc160456386]6.16	Solution #16: Exposure services for User Identifiers
[bookmark: _Toc160456135][bookmark: _Toc160456387]6.16.1	Introduction
This solution addresses exposure of User Identifier related functionality and information, and the problem statement is further described as part of KI#3.
[bookmark: _Toc160456136][bookmark: _Toc160456388]6.16.2	Functional Description
When the User Identifiers use the 5GS through the UE, they access various services. These users use the services after they are authenticated and authorized. 
As defined in KI#3, User Identifier information is required to be exposed. 5GS should support exposure of content of the User Identity Profile, authorization/authentication results.
This solution describes on exposure APIs that can be used by the AF, which enable the AF to retrieve the needed information, and this may correspond to:
Profiling Aspects:
These aspects enable the authorized exposure consumers to use the information provided regarding the User Identities for their application aspects. It is for the 5GC to be able to provide the information for the authorized AF consumers.
· user identity profile
· association of User Identifiers with UEs
· association of UEs with the User Identifiers
Authentication and Authorization Results:
These aspects enable the authorized exposure consumers to use the information provided regarding the Authentication and Authorization of User Identities for their application aspects. It is for the 5GC to be able to provide the information for the authorized AF consumers. It is considered to use NWDAF/ADRF and not rely on the online transactional NF like UDM to provide such information. Such exposure enables various business cases at the AF to the tune of analyse spoofing aspects amongst various others.
· authentication and authorization results for a specific user Identifier
· authentication and authorization results for a group of user Identifiers.
As part of the query parameters additional optional filters (specific parameters are described in subsequent sections) can be provided by the AF:
· time parameters
· corresponding UE parameters
· corresponding location details if any for authentication results
· authentication data and/or authorization data
A prior to the usage of exposure, for the privacy point of view the UE / User Identifier Profile may have stored the consent to expose. Based on the privacy profile, the AF requests shall be accordingly responded, i.e. if AF request for the User Identifier / UE has a consent to expose, then the request shall be processed for further actions, else the request shall be rejected with an appropriate error code.
Editor's note: 	It is FFS, if and what needs to be further included with respect to functional exposure.
[bookmark: _Toc160456137][bookmark: _Toc160456389]6.16.3	Procedures
[bookmark: _Toc160456138][bookmark: _Toc160456390][bookmark: _Toc16839386][bookmark: _Toc23236018]6.16.3.1	Exposure of User Identifier profile details
As per the above parameters detailed in 6.16.2, this section describes further on how an AF requests and receives information related to User Identifier details.
Assumption here is that UDM stores the User Profile details along with UE Subscription data. It could be possible that UE Subscription and User Profile are stored in the different UDM.
The AF uses the Nnef UIA Service Get; it may also use Nudm_SDM Get Service if it is a trusted AF. In case of untrusted, the NEF in turn invokes Nudm_SDM Get Service.
The query parameter may consist of
· Query Type = USER_PROFILE | User-UE Association 
· User Identifier or UE identifier
· Optional parameter as defined in section 6.16.2
Accordingly, the UDM shall query the details based on the query parameters and constructs a response container, that may also include the current state of User Profile.
· User Profile Details
· UE ID associated with User Identifier
· User Identifier associated with UE.
The framed container takes the route of Nudm_SDM Get Service Response and/or Nnef UIA Service Get Response, accordingly, based on the request.


Figure 6.16.3.1-1
[bookmark: _Toc160456139][bookmark: _Toc160456391]6.16.3.2	Exposure of Authentication and Authorization historical Results 
As per the above parameters detailed in 6.16.2, this section describes further on how an AF requests and receives information related to Authentication and Authorization details.
The AF uses the Nnef UIA Service Get of the NEF, and the NEF in turn invokes Nnwdaf_DataManagementService Fetch towards NWDAF.
The query parameter may consist of
· Query Type = Authorization_Res/Authentication_Res/Auth_Authentication_Both
· User Identifier or UE identifier
· Optional parameter as defined in section 6.16.2
The query parameter then relates towards NWDAF with a corresponding data specification pointing to UIA Service.
The data in this case, is based on the historical Authentication and Authorization data.
Accordingly, the NWDAF shall construct a response container, based on the results available and based on the operator policies on the number of reports.
The framed container takes the route of Nudm Service Response and then further by Nnef UIA Service Get Response, accordingly, based on the request.
A prior, the Authentication / Authorization (registration) results are stored in the DM of the NWDAF/ADRF. Corresponding results could be organized and stored by the NWDAF/ADRF in its DM, and the same is fetched from UDM through offline pull mechanisms.
Editor's note: 	It is FFS, if and what needs to be further studied with respect to transferring of data to NWDAF/ADRF.


 
[bookmark: _Toc93305725][bookmark: _Toc152046445]Figure 6.16.3.2-1
[bookmark: _Toc160456140][bookmark: _Toc160456392]6.16.4	Impacts on services, entities, and interfaces

UDM:
· Signalling changes. 
· Support of User Identifier exposure aspects.
NEF:
· Signalling changes. 
· User Identifier exposure services corresponding to Profile and Authentication / Authorization results.
NWDAF/ADRF:
· Signalling changes.
· Storage of Authentication and Authorization results.
· Exposure of UIA results.

[bookmark: startOfAnnexes][bookmark: _Toc500949097][bookmark: _Toc92875660][bookmark: _Toc93070684][bookmark: _Toc157447963][bookmark: _Toc157692398][bookmark: _Toc160456141][bookmark: _Toc160456393]6.X	Solution #X: <Solution Title>
[bookmark: _Toc500949098][bookmark: _Toc92875661][bookmark: _Toc93070685][bookmark: _Toc157447964][bookmark: _Toc157692399][bookmark: _Toc160456142][bookmark: _Toc160456394]6.X.1	Key Issue mapping
Editor's note:	This clause lists the key issue(s) addressed by this solution.
[bookmark: _Toc500949099][bookmark: _Toc92875662][bookmark: _Toc93070686][bookmark: _Toc157447965]
[bookmark: _Toc157692400][bookmark: _Toc160456143][bookmark: _Toc160456395]6.X.2	Description
[bookmark: _Toc500949101]Editor's note:	This clause will describe the solution principles and architecture assumptions for corresponding key issue(s). Sub-clause(s) may be added to capture details. 
[bookmark: _Toc92875663][bookmark: _Toc93070687][bookmark: _Toc157447966]
[bookmark: _Toc157692401][bookmark: _Toc160456144][bookmark: _Toc160456396]6.X.3	Procedures
Editor's note:	This clause describes high-level procedures and information flows for the solution.
[bookmark: _Toc326248711][bookmark: _Toc510604409][bookmark: _Toc92875664][bookmark: _Toc93070688][bookmark: _Toc157447967]
[bookmark: _Toc157692402][bookmark: _Toc160456145][bookmark: _Toc160456397]6.X.4	Impacts on services, entities and interfaces
Editor's note:	This clause captures impacts on existing 3GPP nodes and functional elements.
[bookmark: _Toc250980595][bookmark: _Toc326037266][bookmark: _Toc510604411][bookmark: _Toc92875665][bookmark: _Toc93070689][bookmark: _Toc157447968][bookmark: _Toc310438366][bookmark: _Toc324232216][bookmark: _Toc326248735][bookmark: _Toc510604412]
[bookmark: _Toc157692403][bookmark: _Toc160456146][bookmark: _Toc160456398]7	Overall Evaluation
Editor's note:	This clause provides evaluations of different solutions.
[bookmark: _Toc92875666][bookmark: _Toc93070690][bookmark: _Toc157447969]
[bookmark: _Toc157692404][bookmark: _Toc160456147][bookmark: _Toc160456399]8	Conclusions
Editor's note:	This clause will list conclusions that have been agreed during the course of the study item activities.
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