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[bookmark: _Toc462478989][bookmark: _Hlk154651783]Abstract of the contribution: This paper proposes a new solution for KI#1 of the FS_UIA_ARC.
1	Introduction
KI#1 of FS_UIA_ARC has been agreed and documented in TR 23.700-32. This paper proposes a new solution to This key issue focuses on how to support identifying the human user of a UE’s 3GPP subscription when the human user access services via the 5GS using a user identifier. Solutions to this key issue will address: 
1. whether and how the 5GC supports identifying the User Identifier that is associated with a UE’s traffic,
2. requirements related to the User Identifiers e.g. scope of uniqueness and how they are assigned,
3. what information is stored as part of the User Identity Profile (e.g., a User Identifier, associated security credentials, associated devices, user specific QoS settings). Including how User Identity Profiles are created/acquired, stored, and updated, 
4. whether and how User Identifiers are linked and unlinked (i.e., associated) with 3GPP subscriptions in an operator-controlled manner, and
5. whether and how user specific policies, e.g. QoS settings, are taken into account by the 5GS in order to provide service differentiation.

address various aspects of KI#1 of this study.
2	Proposal
It is proposed to include the following changes in TR 23.700-32 V0.1.0.

[bookmark: _Toc93073650]		* * * * Start of Changes * * * *
[bookmark: _Toc153818179][bookmark: _Toc153818395][bookmark: _Toc93073657][bookmark: _Hlk500943653]
[bookmark: _Toc157692398][bookmark: _Toc500949097][bookmark: _Toc92875660][bookmark: _Toc93070684][bookmark: _Toc157447963][bookmark: _Toc157448170]6.X	Solution #X: <Solution Title> Support of User Identification in 5GS
[bookmark: _Toc500949098][bookmark: _Toc92875661][bookmark: _Toc93070685][bookmark: _Toc157447964][bookmark: _Toc157692399]6.X.1	Key Issue mapping
Editor's note:	This clause lists the key issue(s) addressed by this solution.
[bookmark: _Toc500949099][bookmark: _Toc92875662][bookmark: _Toc93070686][bookmark: _Toc157447965]This is a solution for KI#1.

[bookmark: _Toc157692400]6.X.2	Description
Editor's note:	This clause will describe the solution principles and architecture assumptions for corresponding key issue(s). Sub-clause(s) may be added to capture details. 
This solution meets the following architecture assumptions outlined in Clause 4.1:

· The subscription is a 5GS subscription.
· When the user identifier applies to a human, only a single user identifier is active with a UE subscription at a given time and it is assumed that the specific user identifier is associated with all the UE’s traffic during the time that specific user identifier is active with the UE’s subscription.
· A user is considered active if the associated user identifier has been authenticated and authorized to use a linked subscription to access the 5GS. 
· The User Identifier and any subscription that it links to are assumed to be associated with the same PLMN (e.g. the operator that manages the User Identifier and the operator that manages the subscription is assumed to be the same).
· Application layer interaction between an application client of the UE and application server is assumed not in scope of this study.

The solution includes the following architecture principles:

· A User Identity Profile, associated with the UE’s 5GS subscription, is proposed to be stored in UDR. 

· The logics handling the User Identity Profile could be done either in a dedicated UDM or a dedicated Identity Management Function (IMF). 


· The User Identity Profile should include User Identifier (UID). The uniqueness of the user identifier is maintained within a specific PLMN and may be linked to any 5GS subscription. 

· PDU session procedures may associate User Identifier (UID) to PDU sessions, PCC rules, policies, etc.

As specified in this study’s architectural assumption, subscriber/subscription information will not be moved into a User Identity Profile and information from the User Identity Profile should not be used to override information in a subscription. 	Comment by Nokia47: I know this is 1:1 copy from current 23.700-32. SA2 should use consistent terms, either user profile or user identity profile.

It is proposed to introduce a new Data Subset “User Identity Profile” in UDR. A user identity profile can be associated with a specific subscription (i.e., SUPI) and there may be one or multiple User Identities for each User Identity Profile. The “User Identity Profile” for each User Identity may contain the following information:

· User Identifier (UID) and its association with GPSI if any
	Comment by Peng Tan 20240225: Both CMDI 2244 and Nokia 2600 include valuable contribution on UID format. My understanding is that the scope of current study does not include the format of UID. I put an EN as a place holder here for us to further discuss this. 
· User Identity specific service settings and parameters 
· UID service categories
· UID specific network resources (e.g., network slice) in accordance with the subscription the UID belongs to  
· QoS information 
· Alias to  User Identifiersand linked 5GS subscriptions, optionally associated with one or more AF Identifiers 	Comment by Nokia47: Unclear why additional User identifiers are relevant for 3GPP. Respective Security should be checked by SA3 before adding such information to the UIP.????	Comment by Peng Tan 20240225: Additional UID comes from the Requirement PR5.3-1 in TR 22.904. My understanding is, when this info is added into the subscription data, it means it is approved by the user. 
· Linked Subscriptions which are identified by a SUPI 

The User Identity Profile Data may be pre-provisioned by operator and stored in UDR. 

The UID may be provisioned for a specific service level category (e.g., gold, silver, premium, etc.), with each service level category enabling the association of operator-defined polices to the UIDs within that category.

The UDM/IMF that is capable of handling User Identity Profile is in the HPLMN of the human users it serves and access the information of the UDR located in the same PLMN.

The UDM/IMF should include the support of the following new functionality:

· Handling of User Identity Profile, including storage and management for each User Identity Profile in 5G system
· The User Identity Profiles associated with a subscription are provisioned by the operator. 
· Operator when updating a User Identity Profile  can link or unlink UID with the specific subscription, i.e., SUPI, in an operator-controlled manner, as described in clause 6.X.3.3

The Data Set “Policy Data” in UDR may include a new Data Subset “User Identifier Specific Control Data”. Associated with a specific User Identifier specific policy control information is per SUPI and UID, stored by the UDR and updated by the PCF during PDU Session Establishment or Modification procedure using Nudr service. The User Identifier specific policy control information may contain the following information:

· User inactivity timer value: a threshold duration after which a user is considered inactive.
· Maximum user data rate for UL, DL

The UDR may include a new Data Subset “User State Data”. Associated with a specific subscription and UID, the user state information is stored by the UDR with Data Key SUPI and/or UID for one or multiple UIDs in the specific SUPI. The “User State Data” may be updated by NEF. The “User State Data” may contain the following information:

· User state information, e.g. active, inactive, suspend, etc. 






The User Identifier (UID) associated with a specific subscription can be in states, e.g., activated, deactivated, or suspended. If a user is inactive on a device or UE for a specific period, the device may automatically suspend the UID. This inactivity period is determined by the home operator’s policy. 

During Session Management procedures, the SMF may store and update user’s state information in local configurations according to the home operator’s policy. Changes in the user states are communicated to subscribed NFs via the Nsmf_EventExposure_Subscribe function. Additionally, the AMF may maintain and update the user state information in local configurations as reported by the UE.


[bookmark: _Toc157692401]6.X.3	Procedures
Editor's note:	This clause describes high-level procedures and information flows for the solution.
6.X.3.1	PDU Session Establishment procedure for specific user identifier
Figure 6.X.3.1-1 provides a high-level procedure of PDU session establishment for specific UID to support identifying the human user of a UE’s 3GPP subscription when the human user access services via the 5GS using a User Identifier (UID).


[image: ]
Figure 6.X.3.1-1: High-level procedures to support identifying the human user of a UE’s 3GPP subscription when the human user access services via the 5GS using a user identifier (UID)


0. The UE registers with the network with its subscription and establishes a NAS security context with the AMF. The UID associated with the subscription has been authenticated and authorized.

1. If UID is supported on this UE, when the user is active, during PDU Session Establishment procedure, the UE shall indicate the current UID in N1 SM container.

2. The AMF selects a SMF. 

3. In Steps 3a-3c, if the AMF does not have an association with a SMF for the PDU session ID associated with the UID sent by UE (e.g., when request type is “initial request”), the AMF invokes the Nsmf_PDUSession_CreateSMContextRequest with PDU session ID, UID, and other relevant parameters to create the SM context. 

If the AMF already has an association with an SMF for the PDU Session ID associated with the UID provided by the UE (e.g. when Request Type indicates “existing PDU Session”), the AMF invokes the Nsmf_PDUSession_UpdateSMContextRequest with PDU Session ID, UID and other relevant parameters to update the SM context.

The SMF is responsible of checking whether the UE requests are compliant with the User Identity Profile. 

If User Identity Profile Subscription Data for corresponding subscription is not available, the SMF retrieves the User Identity Profile Subscription Data using Nudm_SDM_Get (SUPI, UID) or dedicated IMF procedures, and may subscribe to be notified when the User Identity Profile Subscription Data is modified. UDM/IMF may get this information from UDR by Nudr_DM_Query. 

4. The SMF may perform a User Identifier policy association establishment procedure to establish a User Identifier policy association with the PCF and get the default PCC rules for the PDU sessions associated with the UID.

If the Request type is existing PDU session, the SMF may provide information on the Policy Control Request Trigger condition that have been met by an SMF initiated User Identifier policy association/modification procedure. 

If a service category identifier has been associated with the UID, the operator-defined policies for this service category can be used for this UID in this step.

5. The SMF continues with PDU Session Establishment Request procedure in clause 4.3.2.2.2 in TS 23.502.

6.X.3.2 	User State
In Figure 6.X.3.2-1, a high-level procedure to describe user state update is provided.	Comment by Nokia47: A state change should be detected in the CN. Either, because a human User starts a deregistration, a new human User (with higher priority) starts a registration, or the network detects a timer expiry. Why we have to add this at the UE ?	Comment by Peng Tan 20240225: My understanding is CN determines UID state change. I added this because UE directly interacts with human user, it may have better information about user behaviour, e.g. not touching the screen for long time. As the NOTE states, it is indeed implementation specific, not in 3GPP scope. I hope this answers your question.



[image: ]
Figure 6.X.3.2-1 User State Change

1. UE detects user activity with UID and identifies state change.

NOTE: How UE detects user activity and state change are implementation specific, not in the scope of 3GPP.

2. UE requests to update user state in User Identity Profile, by sending a NAS message.

3. In Steps 3a-3c, AMF uses UE’s report and its local UE context data to determine UID state change. If user state change occurs, AMF sends the event report, by means of Namf_EventExposure_Notify message, to the associated notification endpoint of the NEF, along with the time stamp. NEF may store the information in the UDR along with the time stamp using either Nudr_DM_Create or Nudr_DM_Update service operation as appropriate.

4. In Steps 4a-4c, during Session Management procedures, the SMF may monitor user activities, and determine UID state change occurs. For example, when the PDU Session associated with a specific UID has no data transfer for a period specified by the User Inactivity Timer value in the User Identity Control Data. 

SMF sends the user state change event report, by means of Nsmf_EventExposure_Notify message, to the associated notification endpoint of the NEF, along with the time stamp. NEF may store the information in the UDR along with the timestamp using either Nudr_DM_Create or Nudr_DM_Update service operations as appropriate.  

6.X.3.3	Linking and Unlinking



Figure 6.x.3.3-1: Registration to begin Association of a User to a Subscription
1. The AF sends a Link Request to the NEF. The request includes a User Identifier, a subscription identifier (e.g. a SUPI or External ID), and an indication of whether the request is to "link" or "unlink". 

2. The NEF invokes the Nudm_UIP_Modify service operation to send the "link" or "unlink" request to the UDM. If the UDM authorizes the request to "link", then the UDM forms the user identifier link by updating the User Profile to include the SUPI. If the UDM authorizes the request to "unlink", then the UDM deletes the user identifier link by updating the User Profile to remove the SUPI. The UDM Presponds to the service invocation by indicating if the "link" or "unlink" request was successful.

3. The NEF responds to the AF with an indication of whether the "link" or "unlink" request was successful.


[bookmark: _Toc157692402]6.X.4	Impacts on services, entities and interfaces
Editor's note:	This clause captures impacts on existing 3GPP nodes and functional elements.
UE
· Detect UID state change.
· Handle UID during PDU session procedures

SMF
· Handle UID during PDU session procedures
· Determine UID state.

AMF
· Determine UID state based on UE report and UE context.

PCF
· Handle UID specific rules and policies

UDM/UDR
· Handling of User Identity Profile, including storage and management for each subscriber’s User Identity Profile in 5G system.
· Linking/Unlinking and updating User Identity Profile within the specific subscription.

* * * * End of Changes * * * *
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