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Abstract of the contribution: This contribution is to provide the updates to solution#9 to address the user consent. 
Discussion
The KI#2 in TR 23.700-81 states:
The following issues shall be studied:

-
How to consider the consent of user and ASP (i.e. no privacy and regulatory issue) for performing and exposing the analytics for application detection?
The contribution is to update the solution#9 to address the aspect above. And updates the conclusion for KI#2 in S2-2208686
**** First Change ****

6.9
Solution #9: NWDAF-assisted application detection

6.9.1
Description

This solution is proposed to address Key Issue #2: NWDAF-assisted application detection.
To differentiate an application traffic handling, the first step is to distinguish application traffic from other traffics. In 5G network, an application can be distinguished by a set of packet headers (SDFs) or application IDs. The most common approach to detect traffic is use a set of packet headers which usually contains source and destination address. The application ID can be used for referring to the UPF's specific application detection filter, and AF may provide PFDs according to clause 4.18 of TS 23.502 [3] to update application detection filter information associated with the application ID. A PFD contents could contain flow description (service-side 3-tuple), URL, and domain name/protocol information. When an AF delivers PFD to NEF (PFDF), it will be distributed to SMFs and UPFs to enable flow detection according to clause 5.8.2 of TS 23.501 [2]. The SMF use the procedure described in clause 4.18.3.1 of TS 23.502 [3] to provision or remove the PFDs associated to a specific application ID.

However, as indicated by the KI description, the ASP may provide an initial PFD information but does not update it in time or does not update it anymore, then it is unknown how the UPF detect the application traffic. As it may happen when the ASP invokes the Nnef_PFDManagement_Create service to provide PFDs and then invokes the Nnef_PFDManagement_Delete service with a certain delay according to clause 4.18 of TS 23.502 [3].

The objective of this solution is to provide analytics on application traffic based on user consent. The proposed solution provides analytics including new PFD information or PFD information for known applications by extracting network traffic signature and inferring application id. The known application means an application for which the application ID is already known by the 5GC and can be referenced within PCC rules and for which PFD information (may not be the latest) is already available, which allows the 5GC to perform the “application detection” analytics in order to get the latest PFD information.
To realize this solution, one of the main features is 1) collect measurement of an application to extract statistical characteristics, 2) collect payload of packets to extract payload characteristics (such as domain name contained in the payload). The baseline usage of the generated analytics is to store the captured application characteristics as a PFD, and the PFD is used by SMF and UPF to detect a known application defined as TS 23.502 [3].

The NWDAF could collect the current PFD information in use (including Application ID, IP 3-tuple,URL, Domain name information) from the UDR via NEF (PFDF).

Based on PFD information from NEF/UDR and traffic information from UPF, new PFD information (including Application ID, new IP 3-tuple, new URL, new Domain name information) for the existing Application ID could be derived by the NWDAF. The new PFD information provided by the NWDAF can be used by the NEF for provisioning SMF/UPF.

The SMF can requests the provision of the PFDs associated to an application ID, then it translates the PCC rules associated with the applications identifier to PDRs to install it on the UPF. So, for a full automatize process, the SMF needs to know the application identifier that contains the PFDs to assigns it to a PCC rule with the desired traffic policies. Also, the consumer of the analytic (e.g. NEF) may be interested only in a subset of the applications found by the NWDAF, so a new Analytics Filter is proposed in this solution to cover both needs:

-
Filter the applications that the NWDAF shall provision to the consumer.

-
Provide input information to the NWDAF to name the found applications.

The consumer informs the NWDAF about the target applications through the "Applications Characteristics". The "Application Characteristics" are specific well know KPIs between the traffic characteristics i.e. the relations that will identify each of the application.

The application characteristics are created from the traffic features provided by the UPF as input of the data collection: Data duration, QoS flow bit rate, packet transmission, size of packets, data volume, UL/DL Packet Delay, in combination with an application relation function: min(), application with the minimum value, max(), application with the maximum value.

Several "Application Characteristic" can be used per filter using and/or operators as on Table 5.2.19.2.1-1 of TS 23.502 [3], e.g.:

Table 5.2.19.2.1-1: Example of Event Filters for NWDAF exposure events

	Event ID for NWDAF exposure
	Event Filter (List of Parameter Values to Match)

	Assisted application detection
	<Parameter Type = Application Characteristic, Value = max(data duration) and min(qos flow bit rate), Application Name = Application1>

<Parameter Type = Application Characteristic, Value = min(packet transmission) and max(size of packets), Application Name = Application2>


The name given to the "Application Characteristics" is used by the NWDAF to name the applications that match the characteristic.

In case the NWDAF receives "Application Characteristics" filters in the subscription/request of the analytic, the NWDAF only retrieve the applications matching the filters.

The below is the principles of the solution:

-
A consumer (e.g. NEF(PFDF) or AF) requests to the NWDAF to provide PFDs for newly detected applications.

Editor's note:
AF as consumer is FFS. Why does an AF need analytics about its own application?

-
[Optionally] Use the filter "Application Characteristics".

-
The NWDAF requests to provide information on SDF that does not match an installed PDR at the SMF/UPF.

-
The NWDAF analyses the collected data to generate unique traffic patterns, and provides it to the consumer.

-
The consumer i.e. NEF or AF decides to create/update/delete PFD associated with an application ID to enable the detection of application traffic in the future (out of scope).

6.9.2
Input Data

NWDAF collects QoS flow related data from SMF for a specific S-NSSAI, DNN, and UE. The detailed data are described in Table 6.9.2-1.

Table 6.9.2-1: Input data to detect known application from NFs

	Information
	Source
	Description

	SUPI
	SMF / UPF
	UE ID for the UE that uses the application.

	S-NSSAI
	SMF
	Identifies the Network Slice for which analytics information is provided.

	DNN
	SMF
	Identifies the data network name (e.g. internet) for which analytics information is provided.

	Start/end time
	UPF
	Start and end time of traffic detection.

	Data volume
	UPF
	Measured data traffic volume (per UL/DL).

	Data duration
	UPF
	Measured average data traffic (packets) duration (per UL/DL).

	QoS flow Bit Rate
	UPF
	The observed bit rate (per UL/DL).

	Packet transmission
	UPF
	The observed average number of packet transmission (per UL/DL).

	UL/DL Packet Delay
	UPF, AF
	The observed Packet delay for UL direction; and

The observed Packet delay for the DL direction.

	IP 3-tuple
	UPF
	to Identify a service flow of the UE that uses the application.

	Packet's URL
	UPF
	URL is extracted from the inspected user plane packets.

	Packet's Domain Name
	SMF/UPF
	The domain name is extracted from the inspected user plane packets in a QoS flow.

	Size of packets
	SMF/UPF
	Average size of packets.

	PFD Information
	NEF(PFDF)
	PFD Information stored in the NRF and retrieved by NEF, as defined in clause 6.1.2.3.2 of TS 23.503 [4].

	> Application ID
	NEF(PFDF)
	Identification of the application that refers to one or more application defection filters.

	> IP 3-tuple
	NEF(PFDF)
	Including protocol, server side IP address and port number.

	> URL
	NEF(PFDF)
	The significant parts of the URL to be matched, e.g. host name.

	> Domain Name
	NEF(PFDF)
	A Domain name matching criteria and information about applicable protocol(s).


NOTE 1:
Extensive reporting of all traffic flows may conflict with requirement to avoid extra UPF load in the key issue. The issue regarding the performance of UPF user plane traffic handling will depend on the outcome of FS-UPEAS SID.

NOTE 2:
The current Packet delay detection and reporting in R17at UPF is only supported for URLLC but how NWDAF collects the UL/DL Packet Delay from UPF will be defined in FS_UPEAS.

Editor's note:
AF as data source is ffs. The underlying use case for this key issue is to become independent of AF input.
6.9.3
Output Analytics

The output analytics of NWDAF is defined in Table 6.9.3-1.
The output analysis can be used to provision new PFDs for known applications.
Table 6.9.3-1: Output for known application detection

	Information
	Description

	Application ID
	Application ID of the application that refers to the application detection filter (Flow descriptor, URL or Domain name information) stored in the UDR.

	S-NSSAI
	Identifies the Network Slice for which analytics information is provided.

	DNN
	Identifies the data network name (e.g. internet) for which analytics information is provided.

	Flow descriptor
	Flow descriptor containing 3-tuple, server side (destination address, port, and protocol).

	URL
	the significant parts of the URL to be matched, e.g. host name defined in.

	Domain name information
	a Domain name matching criteria and information about applicable protocol(s).


6.9.4
Procedures

The procedure depicted in 6.9.4-1 shows known application detection analytics.
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Figure 6.9.4-1: A procedure to extract application characteristics
1. The consumer NF subscribes to the NWDAF to request analytics for application detection (or via the NEF in untrusted domain). This subscription maybe is triggered by local configuration or OAM. The Analytics Filter Information may optionally include the UE ID, S-NSSAI and/or DNN, Application ID.
2. NWDAF performs user consent check with UDM to determine if the analytics procedure is allowed or not.
3.
The NWDAF fetches currently stored PFD information in use from UDR via NEF(PFDF).

4.
The NWDAF collects session related information from the UPF about URL, Domain name part, and IP 3-tuples of packets corresponding to Application ID from the SDF not matching installed PDRs.

5.
The NWDAF derives PFD analytics.

6.
The NWDAF notifies the analytics consumer NF with observed PFD Information. Based on the observed PFD information provided by the NWDAF, the consumer determines to create/update/delete PFDs information and if needed send request to the NEF(PFDF) by invoking the Nnef_PFDManagement_Create/Update/Delete service containing Application Identifier and one or more sets of PFDs, and step 1-5 defined in clause 4.18.2 in TS 23.502 [3] are executed.

6.9.5
Impacts on existing nodes and functionality

NWDAF:

-
Needs to provide a new analytic for application detection information.

-
Needs to process user plane data for extracting traffic characteristics.

-
Needs to be able to filter and name the applications detected based on the "Application Characteristics" filter.

UPF:

-
Needs to report URL, Domain name part, and IP 3-tuples of packets from unknown application to NWDAF.

-
Needs to provide requested sessions statistics including data volume, data duration, QoS flow bit rate and packet transmission.

AF or NEF(PFDF):

-
Supports to consume new PFD information from NWDAF.

Editor's note:
AF as consumer is FFS. Why does an AF need analytics about its own application? And how can privacy issues with applications from another AFs be prevented?

**** End of Changes ****
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