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Abstract: this paper proposes to modify the solution #8. 
1. Introduction
The update includes following aspects:
1. How to manage relationship of PEMCs and PEGCs in 5GC.
2. Overall high level procedure for PIN management.
3. Add PIN activation/deactivation procedures.
4. Describe the interactions over PIN1, PIN2, PIN3, PIN4, and PIN5 interfaces.
5. Add PINMF registration procedures.
6. Describe the PINMF and UDR interactions via UDM/NEF.
2. Text Proposal
It is proposed to capture the following changes vs. TR 23.700-88.
[bookmark: _Toc519004414][bookmark: _Toc517082226]* * * * First change * * * *
[bookmark: _Toc100925360][bookmark: _Toc100925730][bookmark: _Toc104235340][bookmark: _Toc104539692]6.8	Solution #8: Management of PIN and PIN Elements
[bookmark: _Toc100925361][bookmark: _Toc100925731][bookmark: _Toc104235341][bookmark: _Toc104539693]6.8.1	Description
6.8.1.1	General
This solution is based on architecture alternative C described in clause 6.0C.
This solution mainly addresses KI#3 "Management of PIN and PIN Elements" and KI#5 "Authorization for PIN", i.e. authorization of PEMC management PIN and PEGC providing connectivity to and from 5G network. This solution also addresses part of KI#6 "Policy and parameters provisioning for PIN", i.e. the Connection parameters, RAT parameters, and Discovery parameters, and Association parameters provisioning, part of KI#2 "PIN and PIN Element discovery and selection", i.e., PINE/PEGC broadcast information and PEMC discovers them before PINE/PEGC add into a PIN, and part of KI#7 "Identification of PIN and PIN Elements", i.e., PINMF assigns the PIN ID, PEMC ID, PEGC ID, and PINE ID.
The steps in the following call flows depicted as grey line in the figures, which are over application layer, are out of SA WG2 scope.
[bookmark: _Toc100925365][bookmark: _Toc100925735][bookmark: _Toc104235342][bookmark: _Toc104539694]6.8.1.2	Concept
The figure 6.8.1.2-1 depicts the concept of this solution.


Figure 6.8.1.2-1: Concept of the solution
All PINEs, PEGCs, and PEMCs shall be registered first before adding them into any PIN. 
The Trust Members in the figure facilitate user to share PIN management among multiple PEMCs. The example of the Trust Members is multiple phones of the user for wearable cases, family members for smart home cases, partner members for smart office cases. The user can assign additional PEMCs from the Trust Members to a PIN. With multiple PEMCs option, the user can pick up any smart phone to manage the PIN that only includes wearable devices, or any family member of the user can buy a new device and update the PIN, which only includes devices in living room, to add the new device in the PIN without waiting the user back home, etc.
The Trust Members is a PIN related subscription of user, which includes PEMCs and/or PEGCs. If a PEGC is included in the Trust Members, e.g., the user also subscribes the smart home gateway as a trust member, the authorization of the PEGC is based on the subscription, otherwise the authorization of the PEGC is based on the request from the PEGC. The 5GC uses External Group ID and Internal Group ID to identify the Trust Member Group.
The figure 6.8.1.2-2 also shows an example of three PIN instances. The PIN1 incudes PEMC-A and PEMC-B, which means they both are able to update and delete PIN1. The PEMC-C and PEMC-D are included in Trust Members but are not the PEMC of PIN1, so they both only are able to view information of PIN1, e.g., for smart home cases, PEMC-A and PEMC-B belong to parents, while PEMC-C and PEMC-D belong to son and daughter. The PEGC-I included in both PIN1 and PIN2 is in Trust Members, hence it may be pre-configured into PIN1/PIN2 or dynamically added into PIN1/PIN2, and serves both PIN1 and PIN2. The PEGC-II included in PIN3 is not in Trust Members, hence it is dynamically added into the PIN3. The PEGC-III and PINE10 have been registered but not been added into any PIN instance yet.
6.8.1.3	Overall procedure for PIN management
The figure 6.8.1.3-1 depicts the overall procedure for PIN management.


Figure 6.8.1.3-1: Overall procedure for PIN management
1.	The PEMCs register themselves into PINMF first.
2.	A PEMC obtains device information of the PINE or PEGC via direct connection, and the PEMC registers the information of PINE or PEGC into PINMF. Using PEMC to register PINE and PEGC into PINMF is for associating the PINE and PEGC with the PEMC or the Trust Member Group of the PEMC.
3.	[Optional] In case a PEGC is registered but there’s no PIN subscription for the PEGC, e.g., the PEGC is not included in the Trust Members as a PEGC, in order to make sure that the UE is not registered as PEGC unexpected, the PINMF redirects the PEGC via the PEMC to directly register itself into the PINMF.
4.	In case a PEGC is registered, the PINMF requests the 5GC to provision parameters to the PEGC for PIN UP configuration, including PINE Address Allocation Rule and PDU Session Selection Rule.
5.	Any PEMC that is included in the Trust Members can query the registered device information and PIN configurations from the PINMF for sync-up.
6.	Any PEMC can create a PIN with one or multiple PEMCs that are included in Trust Members, e.g., all family members are able to update a PIN that includes devices in living room to add a new device for the PIN.
7.	Any PEMC that is able to manage a PIN can request the PINMF to update the PIN with PEGC and/or PINE addition or removal. In case a PEGC is added into the PIN, the PINMF requests the 5GC to provision parameters that received from the PEMC to the PEGC for PIN connection, including SSID/BT ID, password, etc. 
8.	Any PEMC that is able to manage a PIN can request the PINMF to update the PIN with PEGC and PINE associations, which can be used for PIN access control. The PINMF requests the 5GC to provision parameters to the PEGC and sends parameters to the PINE via PEMC or a PEGC, the parameters are deduced from the received information from the PEMC. 
9.	When a PINE connects to a PEGC and the connection is accepted by the PEGC, the PEGC indicates the active association information to the PINMF.
6.8.2	Procedures
[bookmark: _Toc100925366][bookmark: _Toc100925736][bookmark: _Toc104235343][bookmark: _Toc104539695]6.8.2.1	Management of PIN without PINE/PEGC addition/removal
6.8.2.1.1	Registration of PEMC and registration of PINMF
The procedure describes how PEMC registers itself into the PINMF and PINMF registers itself into UDR, which considers that a PEMC may subscribe Trust Member Group.


Figure 6.8.2.1.1-1: Registration of PEMC and registration of PINMF
Precondition:
-	The user of the PEMC has subscribed PIN service.
1.	The PEMC sends Registration Request (GPSI) to the PINMF-A, which may be according to the pre-configured information. If the PEMC is behind a PEGC, the PEMC sends Message Transfer Request (Registration Request) to the PEGC, and PEGC sends Transfer Message Request (PEMC Transport Address, Registration Request) to the PINMF.
2.	The PINMF-A interacts with the UDR via UDM or NEF to check whether the UE identified by the GPSI has subscribed to be a PEMC. The UDR returns the subscribed PIN related information, which includes the indicator of whether the UE is a PEMC and the Trust Member Group ID if exists, as well as returns the registered PINMF Info related to the GPSI if exists.
3.	[Optional] If the PINMF Info is not received in step 2, the PINMF-A sends PINMF Registration Request (GPSI/Trust Member Group ID, PINMF Info) to the UDM/NEF. The registration of PINMF is for the purpose that when user changes cell phone for the PEMC or uses other PEMC in Trust Members, the management operation can still be done.
4.	[Optional] The UDM/NEF queries PINMF Info from the UDR according to the GPSI or Trust Member Group ID. The UDR returns the PINMF Info related to the GPSI or the Trust Member Group ID.
5.	[Optional] If the UDR does not return the PINMF Info, the UDM/NEF registers the PINMF-A into UDR related to the GPSI or the Trust Member Group ID.
NOTE:	The UDM/NEF does not handle the successive PINMF Registration Request related to the GPSI or Trust Member Group ID until steps 4 and 5 are finished.
6.	[Optional] The UDM/NEF responds to the PINMF-A, which includes the registered PINMF Info.
7.	If the returned PINMF Info in step 2 or step 6 indicates the PINMF-A, the PINMF-A responds to the PEMC with allocated PEMC ID. If the returned PINMF Info in step 6 does not indicate the PINMF-A, the PINMF-A instructs the PEMC to redirect the registration with the PINMF-B that indicated by the received PINMF Info. If the PEMC is behind a PEGC, the PINMF sends Transfer Message Request (PEMC Transport Address, Registration Response) to the PEGC, and the PEGC sends Message Transfer Request (Registration Response (PEMC ID)) to the PEMC.
8.	[Optional] If the PEMC is instructed to redirect the registration, steps 1-7a are performed again with the PINMF-B. 
6.8.2.1.2	Create a PIN
[bookmark: _Hlk106208945]The procedure describes how a PINMF and 5GC authorize the PEMC to manage the PIIN, including creation/deletion and update the PIN, e.g. the duration of the dynamically creates a PIN without adding or removing PINE/PEGC.




Figure 6.8.2.1.2-1: Management of Create a PIN
Precondition:
-	The user has subscribed PIN service and may subscribe additional tTrust mMembers that can act as PEMC or PEGC. The example of the trust members is family members for smart home cases, partner members for smart office cases.
1.	[Optional] The PEMC sends Create PIN Request (PEMC ID, PIN name, PIN description, [Duration], [additional PEMC GPSIs]) to interacts with the PIN Management Function (PINMF) over application layer, e.g., via web portal, to send GPSI of PEMC and optionally additional GPSIs of PEMCs/PEGC to the PINMF. The PEMC can discover the PINMF based on DNS query, or preconfigured information.The Duration indicates the lifetime of the PIN, the additional PEMC GPSIs indicates additional PEMCs that are allowed to manage the PIN. If the PEMC is behind a PEGC, the message is encapsulated in PIN2 and PIN4 interfaces as described in step 1 of clause 6.8.2.1.1. The PEMC may also send the PLMN ID to PINMF.
2.	[Optional] The PINMF queries information from UDM/UDR and determines whether the PEMC has subscribed PIN service as a manager or not. If additional PEMC GPSIs are received, Tthe PINMF also determine checks with the UDR whether the additional PEMCs identified by the additional PEMC GPSIs/PEGCs are included in the Ttrust mMembers of the PEMC identified by the PEMC ID, if the additional PEGC is not the trust member of the PEMC, the additional PEGC authorization is not failure, clause 6.8.2.2 will be used for the PEGC authorization. If authorization succeeds, then continues. The interaction between PINMF and UDR is via UDM or NEF. The NEF shall verify whether the PINMF is the one that registered with the Trust Member Group. Although there maybe more than one PEMCs included in a PIN, the PINMF only allows one PEMC to control the PIN at any point of time.
3.	The PINMF sends Create/Update PIN Request (GPSI, PIN ID, PIN name, [List of PEGC], [List of PEMC]) to the UDM/UDR, or sends Delete PIN Request (GPSI, PIN ID) to the UDM/UDR. The GPSI indicates the PEMC. The List of PEGC includes GPSIs that identify the PEGCs in the PIN. The List of PEMC includes GPSIs that identify the additional PEMCs in the PIN.
4.	The UDM/UDR stores the PIN ID, PIN name, List of PEGC, List of PEMC as PIN data for the PIN identified by the PIN ID (for creation and update), or removes the PIN information (for deletion) and responds to the PINMF.
[bookmark: _Toc100925367][bookmark: _Toc100925737][bookmark: _Toc104235344][bookmark: _Toc104539696]3.	The PINMF responds to the PEMC with the allocated PIN ID for the PIN. If the UE identified by the additional PEMC GPSI is not authorized to be a PEMC, the response includes the corresponding error information. If the PEMC is behind a PEGC, the message is encapsulated in PIN2 and PIN4 interfaces as described in step 7 of clause 6.8.2.1.1.
6.8.2.1.3	Update a PIN
The procedure describes how a PEMC updates a PIN without adding or removing PINE/PEGC.


Figure 6.8.2.1.3-1: Update a PIN
Precondition:
-	The user may subscribe Trust Members as describe in clause 6.8.2.1.2.
1.	[Optional] The PEMC may perform PIN List Information Query procedure as described in clause 6.8.2.1.5 and/or PIN Information Query procedure as described in clause 6.8.2.1.6. An example usage of this step is that when the user changes cell phone for acting PEMC.
2.	The PEMC sends Update PIN Request (PEMC ID, PIN ID, [PIN name], [PIN description], [Duration], [additional PEMC GPSIs]) to the PINMF. If the PEMC is behind a PEGC, the message is encapsulated in PIN2 and PIN4 interfaces as described in step 1 of clause 6.8.2.1.1.
3.	[Optional] The PINMF determines whether the PEMC is allowed to manage the PIN. If yes, when additional PEMC GPSIs are received, the PINMF determines whether there’re newly added PEMCs, if so, the PINMF checks with UDR whether the newly added PEMCs are included in Trust Members of the PEMC identified by the PEMC ID, the PINMF removes the PEMCs of the PIN that not identified by the additional PEMC GPSIs. The interaction between PINMF and UDR is via UDM or NEF. The NEF shall verify whether the PINMF is the one that registered with the Trust Member Group.
4.	The PINMF responds to the PEMC. If the PEMC is behind a PEGC, the message is encapsulated in PIN2 and PIN4 interfaces as described in step 7 of clause 6.8.2.1.1.
6.8.2.1.4	Delete a PIN
The procedure describes how a PEMC deletes a dynamically created PIN that does not include any PINE/PEGC.


Figure 6.8.2.1.4-1: Delete a PIN
1.	The PEMC sends Delete PIN Request (PEMC ID, PIN ID) to the PINMF. If the PEMC is behind a PEGC, the message is encapsulated in PIN2 and PIN4 interfaces as described in step 1 of clause 6.8.2.1.1.
2.	The PINMF determines whether the PEMC is allowed to manage the PIN. If yes, the PINMF removes the storage information related to the PIN. The PINMF responds to the PEMC. If the PEMC is behind a PEGC, the message is encapsulated in PIN2 and PIN4 interfaces as described in step 7 of clause 6.8.2.1.1.
6.8.2.1.5	Query PIN list information
The procedure describes how a PEMC queries the PINMF to obtain the information of PINs that pre-configured or dynamically created by the PEMC or other PEMCs that are trust members of the PEMC. An example usage of this procedure is that when the user changes cell phone for acting PEMC.


Figure 6.8.2.1.5-1: Query PIN list information
Precondition:
-	The user may subscribe Trust Members as describe in clause 6.8.2.1.2.
1.	The PEMC sends PIN List Information Query (PEMC ID) to the PINMF. If the PEMC is behind a PEGC, the message is encapsulated in PIN2 and PIN4 interfaces as described in step 1 of clause 6.8.2.1.1.
2.	[Optional] The PINMF may interact with the UDR to query the trust members of the UE. The PINMF finds out the PINs that managed by the PEMC and its trust members. The interaction between PINMF and UDR is via UDM or NEF. The NEF shall verify whether the PINMF is the one that registered with the Trust Member Group.
3.	The PINMF responds to the PEMC with the list of PIN information, which includes PIN ID, PIN name, PIN description, and optionally contains Duration. If the PEMC is behind a PEGC, the message is encapsulated in PIN2 and PIN4 interfaces as described in step 7 of clause 6.8.2.1.1.
6.8.2.1.6	Query PIN information
The procedure describes how a PEMC queries the PINMF to obtain the information of a PIN that pre-configured or dynamically created by the PEMC or other PEMCs that are trust members of the PEMC. An example usage of this procedure is that when the user changes cell phone for acting PEMC. If the PEMC is not a manager of the PIN, it is not able to modify or delete the PIN.


Figure 6.8.2.1.6-1: Query PIN information
Precondition:
-	The user may subscribe Trust Members as describe in clause 6.8.2.1.2.
1.	The PEMC sends PIN Information Query (PEMC ID, PIN ID) to the PINMF. If the PEMC is behind a PEGC, the message is encapsulated in PIN2 and PIN4 interfaces as described in step 1 of clause 6.8.2.1.1.
2.	[Optional] The PINMF determines whether the PEMC is one of the managers of the PIN, or one of the trust members of the PIN manager. The interaction between PINMF and UDR is via UDM or NEF. The NEF shall verify whether the PINMF is the one that registered with the Trust Member Group.
3.	The PINMF responds to the PEMC with the PIN information, which includes PIN name, PIN description, List of Device Info, Association Info, and optionally includes PEMC GPSIs and Duration. The Device Info is described in clause 6.8.2.2.3, the Association Info is described in clause 6.8.2.3.1. If the PEMC is behind a PEGC, the message is encapsulated in PIN2 and PIN4 interfaces as described in step 7 of clause 6.8.2.1.1.
Editor's note:	For the case that PINMF is 3rd party AF, how the PEMC verifies that the information stored in and returned from the PINMF, which is received from a PEMC by the PINMF, is not tempered needs coordination of SA3.
6.8.2.2	Management of PEGC and PINE
6.8.2.2.1	Registration of PINE
The procedure describes how a PEMC registers the PINE into PINMF. An example usage of this procedure is that when initial discovery and initial direct connection establishment between the PEMC and the PINE have been done.


Figure 6.8.2.2.1-1: Registration of PINE
1.	The PEMC sends Registration Required Request () to the PINE via direct connection. If the PINE has not been registered into PINMF (i.e., no PINE ID is provisioned), the PINE responds OK, otherwise the PINE responds failure.
2.	The PINE sends Registration Request (Device Metadata) to the PEMC. The Device Metadata includes MAC address, vendor name, device description, PINE Function Address. If the PINE is able to be an announcer, the Device Metadata includes Connection Info, which contains, e.g., SSID/BT ID, password. The Device Metadata may include Service Characters Info, which can be, e.g., Recommend QoS Info. The Service Characters Info is used by PINMF to determine, based on the agreement between the PINMF and the operator, the DNN/S-NSSAI related information for the relay path established by PEGC.
Editor's note:	For the case that PINMF is 3rd party AF, exposing password WiFi/BT to the PINMF has privacy concern, and if user want to hide SSID, exposing SSID to the PINMF also has privacy concern, how to secure protect the password from the PINMF needs coordination of SA3.
3.	The PEMC sends Registration Request (PEMC ID, Device Metadata) to the PINMF. If the PEMC is behind a PEGC, the message is encapsulated in PIN2 and PIN4 interfaces as described in step 1 of clause 6.8.2.1.1.
4.	The PINMF determines the registered device is PINE (GPSI is not included in the Device Metadata), it responds to the PEMC with the allocated PINE ID. If the PEMC is behind a PEGC, the message is encapsulated in PIN2 and PIN4 interfaces as described in step 7 of clause 6.8.2.1.1.
5.	The PEMC sends Registration Response (PINE ID) to the PINE.
6.8.2.2.2	Registration of PEGC
The procedure describes how a PEMC registers the PEGC into PINMF. An example usage of this procedure is that when initial discovery and initial direct connection establishment between the PEMC and the PEGC have been done.


Figure 6.8.2.2.2-1: Registration of PEGC
1.	The PEMC sends Registration Required Request () to the PEGC via direct connection. If the PEGC has not been registered into PINMF (i.e., no PEGC ID is provisioned), the PEGC responds OK, otherwise the PEGC responds failure.
2.	The PEGC sends Registration Request (Device Metadata) to the PEMC. The Device Metadata is described in clause 6.8.2.2.1 with following exceptions:
-	The PINE is replaced with PEGC, the PINE Function Address is replaced with PEGC Function Address.
-	GPSI of the PEGC is included.
-	Service Characters Info is not included.
-	PLMN ID may be included.
3.	The PEMC sends Registration Request (PEMC ID, Device Metadata) to the PINMF. If the PEMC is behind a PEGC, the message is encapsulated in PIN2 and PIN4 interfaces as described in step 1 of clause 6.8.2.1.1.
Editor's note:	For the case that PINMF is 3rd party AF, exposing password of WiFi/BT to the PINMF has privacy concern, and if user want to hide SSID, exposing SSID to the PINMF also has privacy concern, how to secure protect the password from the PINMF needs coordination of SA3.
4.	The PINMF determines the registered device is PEGC (GPSI is included in the Device Metadata), the PINMF interacts with the UDR to query the Trust Members of the PEMC. The interaction between PINMF and UDR is via UDM or NEF. The NEF shall verify whether the PINMF is the one that registered with the Trust Member Group.
Following steps 5-9 and 11 are for the case when the PEGC is not included in the Trust Members.
5.	[Optional] If the UE identified by the GPSI is not a PEMC’s trust member that acts as a PEGC, the PINMF should determine whether the PEGC is in the same PLMN as the PEMC, if they are not, the authorization is failed and the PINMF shall reject the Registration request and inform the PEMC to disconnect with the PEGC, otherwise the PINMF responds to the PEMC with Registration URI. If the PEMC is behind a PEGC, the message is encapsulated in PIN2 and PIN4 interfaces as described in step 7 of clause 6.8.2.1.1.
6.	[Optional] The PEMC responds to the PEGC with the Registration URI. 
7.	[Optional] The PEGC may close direct connection with PEMC, or the PEMC close the direct connection based on the rejection from PINMF.
8.	[Optional] The PEGC connects to 5GS if in CM-IDLE state.
9.	[Optional] The PEGC sends Registration Request (GPSI) to the PINMF over a PDU Session according to the Registration URI. The PINMF verifies the registration.
10.	No matter whether steps 5-9 are performed or not, the PINMF sends UP Configuration Request (PEMC GPSI/Trust Member Group ID, PEGC GPSI, List of Service Mapping Rule, [Address Allocation Rule]) to the PCF (optionally via NEF). 
The Service Mapping Rule includes <Service Type/Default, association information>. The association information may be source IP Ranges, SSIDs, BT IDs, Packet filters, or combination of them. If Default is used, only one Service Mapping Rule is sent.
The Address Allocation Rule includes IP Ranges or DHCP Server Address, the IP Ranges are used by the PEGC to assign IP addresses for PINEs, the DHCP Server Address is used by the PEGC to relay the DHCP messages between PINEs and the DHCP Server. With IP Ranges option, the PINEs behind different PEGCs are able to be within different IP domains. 
The NEF shall verify whether the PINMF is the one that registered with the PEMC GPSI/Trust Member Group.
11.	The PCF queries UDR to obtain the subscribed service types of the PEMC or the Trust Member Group. The PCF generates List of PDU Session Selection Rule according to the List of Service Mapping Rule and the subscribed services. The PDU Session Selection Rule includes < {DNN, S-NSSAI, PDU Session Type, SSC mode}, association information>. 
With DHCP Server Address option for Address Allocation Rule and association information for the PDU Session Selection Rule including source IP Ranges, the PINMF is able to act as a DHCP Server and allocate IP address for the PINE according to the PINE’s Device Metadata (e.g., Recommend QoS Info, pre-configured DN information, device service type, etc.), then the PEGC can map the traffic of the PINE with the corresponding PDU Session according to the PDU Session Selection Rules.
12.	The PCF invokes Namf_Communication_N1N2MessageTransfer (SUPI of PEGC, List of PDU Session Selection Rule, [Address Allocation Rule]) to the AMF. 
13.	The AMF sends the parameters via N1 message to the PEGC.
14.	If the UE supports PEGC, the UE sends result to the AMF.
15.	If the result from the UE is received, or timed out for receiving the result from UE (i.e. the UE does not support PEGC), the AMF invokes Namf_Communication_N1MessageNotify to the PCF.
16.	The PCF responds to the PINMF, which indicates whether the UE supports PEGC.
17.	[Optional] If steps 5-9 are performed and PINMF is informed that the UE supports PEGC during step 16, the PINMF responds to the PEGC over 5GS with allocated PEGC ID, and the PINMF sends PEMC Event Notification (PEGC ID) to the PEMC. If the PEMC is behind a PEGC, the PINMF sends PEGC Event Notification (PEMC Event Notification) to the PEGC, and the PEGC sends PEMC Event Notification to the PEMC.
18.	If steps 5-9 are not performed and PINMF is informed that the UE supports PEGC during step 16, the PINMF responds to the PEMC with allocated PEGC ID, the PEMC responds to the PEGC with the PEGC ID. If the PEMC is behind a PEGC, the message is encapsulated in PIN2 and PIN4 interfaces as described in step 7 of clause 6.8.2.1.1.
6.8.2.2.3	Query device list information
The procedure describes how a PEMC queries the PINMF to obtain the information of PINEs/PEGCs that has been registered into the PINMF by the PEMC or other PEMCs that are trust members of the PEMC. An example usage of this procedure is that when the user change cell phone for acting PEMC.


Figure 6.8.2.2.3-1: Query device list information
Precondition:
-	The user may subscribe Trust Members as describe in clause 6.8.2.1.2.
1.	The PEMC sends Device List Information Query Request (PEMC ID) to the PINMF. If the PEMC is behind a PEGC, the message is encapsulated in PIN2 and PIN4 interfaces as described in step 1 of clause 6.8.2.1.1.
2.	[Optional] The PINMF queries the UDR to obtain trust members of the PEMC. The PINMF finds out the devices that has been registered into the PINMF by the trust members. The interaction between PINMF and UDR is via UDM or NEF. The NEF shall verify whether the PINMF is the one that registered with the Trust Member Group.
3.	The PINMF responds to the PEMC with the List of Device Info, which includes PINE ID/PEGC ID, MAC address, type (PEGC of PINE), vendor name, device description, PINE/PEGC Function Address. If the PINE/PEGC is able to be an announcer, the Device Info includes Connection Info, which contains, e.g., SSID/BT ID, password. If the PINE has active association in a PIN, the Device Info includes IP address(es) and association information (e.g., direct, PEGC routable, 5GC routable, etc.). If the type is PEGC, the Device Info includes IP address(es) and association information (e.g., direct, inner, 5GC routable, etc.). If the PEMC is behind a PEGC, the message is encapsulated in PIN2 and PIN4 interfaces as described in step 7 of clause 6.8.2.1.1.
Editor's note:	For the case that PINMF is 3rd party AF, how the PEMC verifies that the Device Information stored in and returned from the PINMF, which is received from a PEMC by the PINMF, is not tempered needs coordination of SA3.
6.8.2.2.4	Add/Update/Remove PINEs for a PIN
The procedure describes how a PEMC adds/updates/removes PINEs for a PIN.


Figure 6.8.2.2.4-1: Add/Update/Remove PINEs for a PIN
1.	[Optional] The PEMC performs PINE Registration procedure as described in clause 6.8.2.2.1, or Device List Information Query procedure as described in clause 6.8.2.2.3, or PIN List Information Query procedure as described in clause 6.8.2.1.5, or PIN Information Query procedure as described in clause 6.8.2.1.6.
For adding/updating PINE, if the PEMC is able to interact with the PINE (i.e. the PEMC is able to setup direct connection with the PINE, or the Device Info of the PINE includes IP address), the following steps are performed, otherwise stops. For removing PINEs, the following steps are performed.
2.	For adding PINEs, the PEMC sends Create PIN Request (PEMC ID, PIN name, PINE ID, device name, [Connection Info], [RAT Info], [Discovery Info]) or Update PIN Request (PEMC ID, PIN ID, PINE ID, device name, [Connection Info], [RAT Info], [Discovery Info]) to the PINMF. For updating PINEs, the PEMC sends Update PIN Request (PEMC ID, PIN ID, PINE ID, device name, [Connection Info], [RAT Info], [Discovery Info]) to the PINMF. For removing PINEs, the PEMC sends Update PIN Request (PEMC ID, PIN ID, PINE ID) or Delete PIN Request (PEMC ID, PIN ID) to the PINMF. If the PINE is able to be an announcer, the Connection Info may be included to replace the one that already registered in PINMF. The RAT Info and Discovery Info may be included, which are described in clause 6.8.2.2.5 step 9. If the PEMC is behind a PEGC, the message is encapsulated in PIN2 and PIN4 interfaces as described in step 1 of clause 6.8.2.1.1.
Editor's note:	For the case that PINMF is 3rd party AF, exposing password of WiFi/BT to the PINMF has privacy concern, and if user want to hide SSID, exposing SSID to the PINMF also has privacy concern, how to secure protect the password from the PINMF needs coordination of SA3.
3.	The PINMF responds to the PEMC. For create/update PIN, the response includes PIN ID. For adding PINEs, the response includes Device Info as described in clause 6.8.2.2.3 with exception that the Connection Info is related to the PIN. For adding PINEs, if the PINE is not reachable according to the IP address(es) in the Device Info, and the PEMC has no direct connection with the PINE, the PEMC performs Remove PINEs procedure and stops. If the PEMC is behind a PEGC, the message is encapsulated in PIN2 and PIN4 interfaces as described in step 7 of clause 6.8.2.1.1.
4.	For adding PINEs, the PEMC sends Create PIN Information Request (PIN ID, PINE ID, [Connection Info], [RAT Info], [Discovery Info]) to the PINE over direct connection, or sends PINE Notification (PEGC ID, PINE ID, Create PIN Information Request) to the PINMF then PINMF sends PEGC Event Notification (PINE ID, Create PIN Information Request) to the PEGC according to the PEGC ID, and the PEGC sends Message Transfer Request (Create PIN Information Request) to the PINE according to the PINE ID. For updating PINEs, the PEMC sends Update PIN Information Request (PIN ID, PINE ID, [Connection Info], [RAT Info], [Discovery Info]) to the PINE or requests PINMF to route the messages as described above. If the PINE is able to be an announcer and the PEMC determines to make the PINE announcer, the Connection Info is included. The RAT Info and Discovery Info may be included. For removing PINEs, the PEMC sends Delete PIN Information Request (PIN ID) to the PINE or requests PINMF to route the message as described above. If the PEMC is behind a PEGC, the message sent to the PINMF is encapsulated in PIN2 and PIN4 interfaces as described in step 1 of clause 6.8.2.1.1.
5.	The PINE responds to the PEMC, or sends Message Transfer Request (PEMC ID, Create/Update/Delete PIN Information Response) to the PEGC, and PEGC sends PEMC Notification (PEMC ID, Create/Update/Delete PIN Information Response) to the PINMF, then PINMF sends Event Notification (Create/Update/Delete PIN Information Response) to the PEMC.
6.8.2.2.5	Add/Update/Remove PEGCs for a PIN
The procedure describes how a PEMC/PINMF adds/removes a PINE or PEGC for into/from a PIN, and how 5GC authorizes the PEGC to joining into the PIN for query RAT and Discovery parameters to serving the PIN.




Figure 6.8.2.2.5-1: Add/Update/RemoveManagement of PEGCs for a PIN and PINE
Precondition:
-	The user has subscribed PIN service and may subscribe additional tTrust mMembers as describe in clause 6.8.2.1.2.
-	The user may change a PEGC with a new one without updating the associated PINE before the replacement, and request the network to reuse the PIN parameters of the old PEGC for the new one.
1.	[Optional] The PEMC performs PEGC Registration procedure as described in clause 6.8.2.2.2, or Device List Information Query procedure as described in clause 6.8.2.2.3, or PIN List Information Query procedure as described in clause 6.8.2.1.5, or PIN Information Query procedure as described in clause 6.8.2.1.6.
2.	For adding PEGCs, the PEMC sends Create PIN Request (PEMC ID, PIN name, PEGC ID, device name, [Connection Info], [RAT Info], [Discovery Info]) or Update PIN Request (PEMC ID, PIN ID, PEGC ID, device name, [old PEGC ID], [Connection Info], [RAT Info], [Discovery Info]) to the PINMF. If the PEGC is able to be an announcer, the Connection Info may be included to replace the one that already registered in PINMF. The RAT Info and Discovery Info may be included, which are described in step 9. If the old PEGC ID is provided, the Connection Info, RAT Info, and Discovery Info are not needed, the PINMF uses the corresponding parameters of the old PEGC for the PEGC.
For removing PEGCs, the PEMC sends Update PIN Request (PEMC ID, PIN ID, PEGC ID) or Delete PIN Request (PEMC ID, PIN ID) to the PINMF. 
If the PEMC is behind a PEGC, the message is encapsulated in PIN2 and PIN4 interfaces as described in step 1 of clause 6.8.2.1.1.
Editor's note:	For the case that PINMF is 3rd party AF, exposing password of WiFi/BT to the PINMF has privacy concern, and if user want to hide SSID, exposing SSID to the PINMF also has privacy concern, how to secure protect the password from the PINMF needs coordination of SA3.
1.	[Optional] The PEGC or PINE may establish direct connection, e.g. the PEGC/PINE powered on with WiFi hotspot, and PEMC uses an third-party APP to scan the bar code on the PINE/PEGC to have the parameters for connecting to the PEGC/PINE.
2.	[Optional] The PEMC may query device information from PEGC over application layer by using the third-party APP. The parameters for visiting the application in the PEGC may be documented via the bar code.
3.	[Optional] The PEMC interacts with PINMF over application layer, e.g., via web portal, to indicate adding/deleting/updating the information for the PEGC/PINE.
4-5.	The PINMF sends PIN configuration to the PEMC and to the PINE/PEGC via the PEMC over application layer. The configuration may include the PIN name/ID. For PINE, the configuration may include access information to discover/select and visit PEGCs, e.g. the allowed SSIDs, corresponding passwords, and PIN APP visiting parameters of PEGC, the SSID of the PINEs, etc. For PEGC, the configuration may include parameters such as SSID, password, parameters for visiting PINMF, etc.
6.	[Optional] The PEGC/PINE may close direct connection with PEMC.
	For PINE management, the procedure stops. For PEGC management, the following steps are performed.
7.	The PEGC connects to 5GS.
8.	For dynamic PEGC addition, the PEGC registers to the PINMF over application layer using the configured parameters obtained in step 5. For static PEGC addition, the PINMF authorizes the PEGC as described in step 2 of clause 6.8.2.1.
Following steps 3-8 are for PIN Access Policy Provisioning.
39.	The PINMF sends Create/Update/Delete PIN Request (GPSI of PEMC, PIN ID, SUPI/GPSI of PEGC, [Connection Info], [RAT Info], [Discovery Info]) to the PCF UDM/UDR. The RAT Info includes RAT configuration information, e.g. whether the SSID is hidden or not when device is announcer, activated RAT types (e.g. WiFi, BT), etc. The Discovery Info includes discovery configuration, e.g., open/restrict when device is announcer methods (e.g. WiFi for open - accept connection for PIN1 and/or PIN2 interaction even when the connection is requested from one that is not in block and allowed MAC list, BT for restrict - accept connection only when the connection is requested from one that is in allowed MAC list), the allowed list or forbidden list of device information (e.g. MAC address, IP address) for authorization of the PINE discovering PEGC, etc. The interaction between PINMF and PCF may be via NEF. The PCF may store the parameters into UDR.
410.	The UDM/UDR stores the PIN related information received from the PINMF and PCF invokes Nudm_SDM_Notification Namf_Communication_N1N2MessageTransfer (SUPI of PEGC, PIN ID, [Connection Info], [RAT Info], [Discovery Info]) to the AMF. The SUPI indicates the PEGC.
511.	The AMF sends the PIN ID, Connection Info, RAT Info, and Discovery Info to the PEGC.
Editor's note:	For the case that PINMF is 3rd party AF, how the PEGC authorize that the Connection Info, RAT Info, and Discovery Info are configured by a PEMC needs coordination of SA3.
612.	If the UE supports PEGC, the UE sends result to the AMF.
713.	If the result from the UE is received, or timed out for receiving the result from UE (i.e. the UE does not support PEGC), the AMF invokes Nudm_SDM_Info Namf_Communication_N1MessageNotify to the PCF UDM. The UDM/UDR stores the status of the gateway UE whether the gateway UE supports PIN or not, which is used for authorization of the gateway UE to act as PEGC.
814.	The UDM/UDR PCF responds to the PINMF, which indicates whether the UE supports PEGC.
915.	[Optional] For creating/updating PIN, Tthe PINMF responds to the PEMC with PIN ID and Device Info of the PEGC may update PIN configuration to the PEMC over application layer. For deleting PIN, the PINMF responds to the PEMC with PIN ID. The information in the Device Info is related to the PIN. If some configuration is not accepted by the PEGC during steps 3-8, the Device Info is included to reflect the update. If the UE does not support PEGC, the Device Info is not included. If the PEMC is behind a PEGC, the message is encapsulated in PIN2 and PIN4 interfaces as described in step 7 of clause 6.8.2.1.1.
6.8.2.3	Management of association between PEGC and PINE
6.8.2.3.1	Create/Remove association between PEGC and PINE
The procedure describes how an association between PEGC and PINE is created or removed established and managed. One PINE can associate with multiple PEGCs, which means, without block indication, the PINE can setup direct connection with any of those PEGCs when they are close each other.




Figure 6.8.2.3-1: Create/Remove Management of association between PEGC and PINE
Precondition:
-	The PEGC and PINE have been added into the PIN.
For creating association with block indication and in case the PINE is announcer, or for creating association without block indication, if the PEMC is able to interact with the PINE (i.e. the PEMC is able to setup direct connection with the PINE, or the Device Info of the PINE includes IP address), the following steps are performed.
1.	The PEMC sends Create/Remove Association Request (PEMC ID, PIN ID, Association Info, [Lifetime]) to the PINMF. The Association Info includes List of <PEGC ID, PINE ID, [block indication]>, and for association creation, the Association Info may include block indication to indicate the direct connection is not allowed to be setup. The Lifetime indicates the duration of the association. If the PEMC is behind a PEGC, the message is encapsulated in PIN2 and PIN4 interfaces as described in step 1 of clause 6.8.2.1.1.
Editor's note:	For the case that PINMF is 3rd party AF, exposure of the Association Info to the PINMF has privacy concern, how to secure protect the Association Info from the PINMF needs coordination of SA3.
1.	The PEGC has established PDU Session.
2.	The PINE establishes direct connection with the PEGC, e.g., using the parameters obtained in procedure described in clause 6.8.2.2, or using the user input information.
3.	The PINE sends connection request over application layer to the PEGC.
4.	If the PEMC does not have direct connection with the PEGC, the PEGC relays the request over application layer to the PINMF and the PINMF relays the request to the PEMC. If the PEMC has direct connection with the PEGC, the PEGC relays the request over application layer to the PEMC directly. The third party APP in the PEMC handles the connection request.
5.	The PEMC sends update PIN request to the PINMF over application layer, e.g., via a web portal.
Following steps 2-7 are for PIN Association Policy Provisioning.
6.	The PINMF sends Update PIN Request as described in step 9 of clause 6.8.2.2.
72-712.	These steps are for PIN Association Policy Provisioning, which is Same similar as described in steps 310-815 of clause 6.8.2.2.5 with following exception:.
-	The Association Policy is sent from PINMF to PEGC. The Association Policy includes <allowed MAC addresses> and/or <block MAC addresses> if the PEGC is announcer, and/or <allowed Link Info> and/or <block Link Info>, the Link Info includes SSID/BT ID and password of PINEs, if the PEGC is listener, and may include Lifetime. 
[bookmark: _Toc100925369][bookmark: _Toc100925739][bookmark: _Toc104235346][bookmark: _Toc104539698]Editor's note:	For the case that PINMF is 3rd party AF, how the PEGC authorize that the Association Policy is configured by a PEMC needs coordination of SA3.
8.	The PINMF responds to the PEMC with Device Info of PEGC and PINE with the exception that the Connection Info is related to the PIN. If the PEMC is behind a PEGC, the message is encapsulated in PIN2 and PIN4 interfaces as described in step 7 of clause 6.8.2.1.1.
The following steps are for creating association with block indication and in case the PINE is announcer, or for creating association without block indication. 
9.	[Optional] The PEMC may setup direct connection with the PINE.
10.	[Optional] For creating association without block indication, the PEMC sends Association Create Request (PIN ID, List of <PEGC ID, PEGC Function Address, [Connection Info], [Link Info], [MAC address of PEGC]>) to the PINE. When the PINE is announcer, the Connection Info is included, which is included in the received Device Info of PINE, and MAC addresses of PEGCs may be included to indicate the PINE only accept the direct connection with the PEGCs corresponding to the MAC addresses. 
For creating association with block indication and in case the PINE is announcer, the PEMC sends Association Create Request (PIN ID, MAC addresses, block indication) to the PINE, the PINE will not accept the direct connection from the devices corresponding to the MAC addresses. 
For removing association, the PEMC sends Association Remove Request (PIN ID, [PEGC IDs], [MAC Addresses]) to the PINE, the PINE will remove the MAC addresses from the allowed list or block list, and remove PEGC Function Address, Connection Info, and MAC address corresponding to the PEGC IDs.
The PINE response to the PEMC.
NOTE:	The Association Remove Request can be performed by the PEMC to install block list of devices other than PEGC into PINEs.
11.	The PINE may perform Activate association procedure as described in clause 6.8.2.3.2.
6.8.2.3.2	Activate association
The procedure describes how an association between PEGC and PINE is established after creation. When the PINE is close to a PEGC that direct connection is allowed to be setup, the procedure is performed. 


Figure 6.8.2.3.2-1: Activate association
1.	[Optional] The PINE and PEGC setup direct connection.
2.	[Optional] If the PINE is a guest (has not registered into PINMF or has not been added into the PIN), the PINE sends Association Activate Request (PIN ID, [PINE ID], [Device Metadata]) to the PEGC. When the PINE has registered into PINMF, the PINE ID is included, otherwise Device Metadata is included.
3.	When the PEGC receives Association Activate Request from PINE, or the PEGC establishes direct connection with a PINE, the PEGC sends the Association Activate Request to the PEMC directly, or sends PEMC Notification (PEGC ID, Association Activate Request) to PINMF and PINMF sends PEMC Event Notification (PEGC, Association Activate Request) to the PEMC.
If PINE ID is not registered by the PEMC and not registered by the trust member of the PEMC (Device List Information Query procedure as described in clause 6.8.2.2.3 may be performed after step 3 for this purpose), the procedure stops.
4.	[Optional] If Device Metadata is received and the PEMC allows the PINE joins into the PIN, the PEMC performs steps 2-4 of PINE Registration procedure as described in clause 6.8.2.2.2.
5.	[Optional] If the PINE is a guest, the steps 1-8 of Create Association procedure as described in clause 6.8.2.3.1 are performed. 
6.	The PEMC responds to the PEGC, which includes the PIN ID, PINE ID. The PEMC sends the response directly or sends PEGC Notification (PEMC ID, PEGC ID, Association Activate Response) to PINMF and PINMF sends PEGC Event Notification (PEMC ID, Association Activate Response) to the PEGC.
7.	The PEMC sends Event Notification (PEMC ID, Association Info, Active indication) to PINMF. The Association Info does not include block indication, the Active indication indicates the related association is active.
8.	The PEGC sends Association Activate Response to the PINE.
6.8.2.3.3	Deactivate association
The procedure describes how an active association between PEGC and PINE is deactivated. 


Figure 6.8.2.3.3-1: Deactivate association
1.	If the PEGC detects the direct connection between PINE and the PEGC is lost (e.g., lost heartbeat between PEGC Function and PINE Function over direct connection), the PEGC sends the Association Deactivate Request to the PEMC directly, or sends PEMC Notification (PEGC ID, Association Activate Request) to PINMF and PINMF sends PEMC Event Notification (PEGC ID, Association Activate Request) to the PEMC.
Device List Information Query procedure as described in clause 6.8.2.2.3 may be performed after step 1, e.g., the PEMC Function is recovered from dump.
2.	The PEMC responds to the PEGC, which includes the PIN ID, PINE ID, and PEGC ID. The PEMC sends the response directly or sends PEGC Notification (PEMC ID, PEGC ID, Association Deactivate Response) to PINMF and PINMF sends PEGC Event Notification (PEMC ID, Association Deactivate Response) to the PEGC.
3.	The PEMC sends Event Notification (PEMC ID, Association Info, Deactive indication) to PINMF. The Association Info does not include block indication, the Deactive indication indicates the related association is deactive.
6.8.2.4	Activate/Deactivate a PIN
The procedure describes how to activate or deactivate a PIN.


Figure 6.8.2.4-1: Activate/Deactivate a PIN
1.	The PEMC sends PIN Activate/Deactivate Request (PEMC ID, PIN ID) to the PINMF.
2.	The PINMF authorize whether the PEMC is able to manage the PIN, if authorization succeeds, the PINMF sends PIN Activate/Deactivate Request (PIN ID) to the PINEs via PEGCs. The PINEs stop traffic handling and respond to the PINMF via PEGC.
3.	The PINMF sends PIN Activate/Deactivate Request (SUPI/GPSI, PIN ID) to the PCF per the PEGC in the PIN. The interaction between PINMF and PCF may be via NEF.
4.	The PCF performs steps as described in steps 3-8 of clause 6.8.2.2.5 with indicator that instructs the PEGC to activate/deactivate D2D Routing Rule and D2N Routing Rule that described in solution #12, as well as open/close non-3GPP access radio if the PEGC is listener.
5.	The PCF responds to the PINMF. The interaction between PINMF and PCF may be via NEF.
6.	The PINMF responds to the PEMC.
6.8.2.4	Parameters provisioned to PEMC
The parameters provisioned to PEMC is over application layer, c.f. step 4-5 in clause 6.8.2.2. The parameters provisioned via application layer may include following:
-	PIN name and PIN ID, as well as the PIN description.
-	Characteristic of PIN, e.g. wearable, smart home, smart office, etc.
-	List of PEGC:
-	Device Info, e.g. GPSI, IP address, name, description.
-	Access RAT info, e.g. WiFi open/close, BT open/close, PC5 open/close, SSID hidden, etc.
-	Discovery Info:
-	Connection parameters, e.g. SSID and Password for WiFi.
-	Discovery method, e.g. monitor, announcer, open, restrict, etc.
-	Restrict discovery info, e.g. list of allowed PINE info, list of forbidden PINE info.
-	List of PINE associated with the PEGC:
-	Service type, e.g. printer, TV, etc.
-	Allowed peer info or forbidden peer info.
-	Access RAT info.
-	Discovery Info.
-	List of PINE not associated with any PEGC:
-	Service type, e.g. printer, TV, etc.
-	Access RAT info.
-	Discovery Info.
[bookmark: _Toc100925370][bookmark: _Toc100925740][bookmark: _Toc104235347][bookmark: _Toc104539699]6.8.2.5	Parameters provisioned to PINE
The parameters provisioned to PINE is over application layer, see steps 4-5 in clause 6.8.2.2. The parameters provisioned via application layer may include following:
-	PIN ID.
-	List of PEGC:
-	Access RAT info.
-	Discovery Info:
-	Connection parameters, e.g. SSID and Password for WiFi.
-	Discovery method, e.g. monitor, announcer, open, restrict, etc.
-	List of PINE allowed to have direct communication:
-	Discovery Info.
[bookmark: _Toc100925371][bookmark: _Toc100925741][bookmark: _Toc104235348][bookmark: _Toc104539700]6.8.2.6	Parameters provisioned to PEGC
The parameters provisioned to PINE is over 5GC control plane, see step 11 in clause 6.8.2.2 and step 8 in clause 6.8.2.3. The parameters provisioned via 5GC control plane may include following:
-	PIN ID.
-	Access RAT info, e.g. WiFi open/close, BT open/close, PC5 open/close, SSID hidden, etc.
-	Discovery Info:
-	Connection parameters, e.g. SSID and Password for WiFi.
-	Discovery method, e.g. monitor, announcer, open, restrict, etc.
-	Restrict discovery info, e.g. list of allowed PINE info, list of forbidden PINE info.
[bookmark: _Toc100925372][bookmark: _Toc100925742][bookmark: _Toc104235349][bookmark: _Toc104539701]6.8.3	Impacts on Existing Nodes and Functionality
PINMF:
-	Support PIN ID assignment.
-	Support PEMC and PEGC authorization operation.
-	Support PIN management operations.
[bookmark: _GoBack]-  Support the ability of authorizing PEGC by PLMN.
UDM:
-	Support PEMC authorization.
-	Support trust members queryPIN management operations with PINMF.
UDR:
-	Support PIN related information storage.
NEF:
-	Support exposure of PIN operations.
-	Support interaction with UDR or PCF for PIN operations.
PCF:
-	Support PIN Parameters creation/update/removal.
UE (support PEGC):
-	Support PIN Parameters provisioning over NAS.
Editor's note:	Additional impacts are FFS.
* * * * End of changes * * * *
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