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Introduction 

Currently, work is being done in the IETF to define IPv6 transition mechanisms (e.g., Next Generation Transition (ngtrans) Working Group).  Because the R00 IM Subsystem and R00 UE must support IPv6 for IM services, it is imperative that interworking points are provided in order to communicate with IPv4 networks and hosts.  Various scenarios are presented in order to identify interworking points necessary for the IM Subsystem and to support user data paths for an R00 UE.  The intent is not to specify a specific implementation for interworking between IPv4 and IPv6, rather to make sure mechanisms are in place in order to utilize existing and future mechanisms defined by the IETF for inter-domain communications.

Discussion

To be added as new Section 4.3.6 in 3G TS 23.228.

4.3.6 Interworking Scenarios

This section introduces various scenarios for interworking between IPv4 and IPv6.  Currently, work is being done in the IETF to define IPv6 transition mechanisms (e.g., Next Generation Transition (ngtrans) Working Group).  Because the R00 IM Subsystem and R00 UE must support IPv6 for IM services, it is imperative that interworking points are provided in order to communicate with IPv4 networks and hosts.  

The UMTS bearer is not addressed in these scenarios (i.e., GTP transport may be IPv4 or IPv6).  As such, these scenarios do not specifically address inter-PLMN cases.  

Depending on the PS Domain Backbone, there may need to be an interworking point between the GGSN and IM Subsystem (e.g., at the Gi reference point between the GGSN and CSCF).  This would be needed, for example, if the GGSN resided in an IPv4 based PS Domain Backbone (i.e., packets leaving the GGSN -- via Gi -- are IPv4 packets).  Since the IM Subsystem exclusively supports IPv6, some form of interworking needs to take place.  Logically, this interworking point could be part of the GGSN but it may be considered separate.  So for the case where the interworking point is separate from the GGSN, the GGSN could tunnel IPv6 over IPv4 to the interworking point, where the IPv6 packets would then be routed to the IM Subsystem. 

The location of the interworking point between the GGSN and IM Subsystem is FFS.
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Figure 4-5: Interwork Scenario Context

Standard IETF transition mechanisms are recommended for the interworking points discussed in this section.  However, current IETF drafts should be monitored as well.  As they are finalized, other transition mechaisms will be standardized for implementation.

For further description on transition techniques, refer to the following:

[1] 
IETF RFC 2185: “Routing Aspects of IPv6 Transition”

[2]
IETF RFC 2765: “Stateless IP/ICMP Translation Algorithm (SIIT)”

[3]
IETF RFC 2766: “Network Address Translation - Protocol Translation (NAT-PT)”

[4]
IETF RFC 2767: “Dual Stack Hosts using the Bump-In-the-Stack Technique (BIS)”

[5]
IETF RFC 2893: “Transition Mechanisms for IPv6 Hosts and Routers”

[6]
IETF draf-ietf-ngtrans-translator-03.txt: “Overview of Transition Techniques”

[7]
IETF draft-ietf-ngtrans-6to4-06.txt: “Connection of IPv6 Domains via IPv4 Clouds without Explicit Tunnels”

[8]
IETF draft-ietf-ngtrans-dstm-02.txt: “Dual Stack Transition Mechanism (DSTM)”

[9]
IETF draft-ietf-ngtrans-tcpudp-relay-01.txt: “An IPv6-to-IPv4 Transport Relay Translator”

Note: Interworking for a UE using a CS connection to the IM subsystem is FFS.
4.3.6.1 Interworking Scenarios for IM-Subsystem Control Path

The scenarios in this section focus on the connection between the IM Subsystem and external networks in order to identify the various interworking points. If the PS Domain Backbone is IPv4 based, it is assumed in this section that the GGSN performs the necessary IPv4-IPv6 interworking in order to send IPv6 packets to the IM Subsystem.  A separate interworking point is FFS.

An end-to-end view is represented in this section.  However, the actual path that the packets take is broken into multiple segments.  For example, from the UE, IP packets are destined for the CSCF.  The CSCF, in turn, relays the control information over the Mm reference point.  The IP address fields in these packets are not necessarily the same addresses used on the Gm reference point (UE-CSCF).  Application level control information is, however, passed end-to-end between the UE and Host.

4.3.6.1.1 Control Path Scenario 1 - IPv6 UE to IPv4 Host over IPv4 Network

In Figure 4-6, the UE supports IPv6 only but is communicating via the IM Subsystem and Internet/Intranet to an IPv4-only Host.  The Internet/Intranet includes Mulitmedia IP Networks and is IPv4 based in this scenario.  This scenario is intended to represent the early stages of IPv6 transition in which most of the external networks and nodes are IPv4 based.

Since the UE is sending IPv6 packets to the IM Subsystem, the GGSN does not have to perform any interworking for the Gi interface between the GGSN and IM Subsystem (e.g., CSCF).  However, before packets can be routed out to the Internet/Intranet, the IM Subsystem must interwork the IPv6 packets to IPv4.  In this specific scenario, there is no IPv6 router that the IM Subsystem can connect to in order to reach the Host, therefore the IPv6 packet must pass through an interworking point before reaching the Internet/Intranet.  At this interworking point, a dual stack could be implemented in order to convert IPv6 packets to IPv4 packets (and vice versa), however the actual interworking mechanism is an implementation decision. 

Note: The term “IPv4-IPv6 Conversion” used in the figure is intended to represent mechanisms such as:[image: image1.wmf]PS Domain Backbone

UE

RAN

SGSN

GGSN

Internet

Intranets

IM Subsystem

Gi

 Dual Stack (draft-ietf-ngtrans-dstm-02.txt), NAT-PT (RFC 2766), SIIT (RFC 2765), etc.

[image: image2.wmf]MT

IPv4 over

UMTS bearer

Intranet

IPv6

Host

IPv6

TE

IPv4

GGSN

IPv4

PDP Context Type:  IPv4

Gi connection: IPv6

IPv4-IPv6

Conversion

IPv4/IPv6 Interworking point

Key:

Figure 4-6: Control Path Scenario 1 - IPv6 UE to IPv4 Host over IPv4 Network

4.3.6.1.2 Control Path Scenario 2 - IPv6 UE to IPv6 Host over IPv4 Network

In Figure 4-7, the UE supports IPv6 only and is communicating via the IM Subsystem and Internet/Intranet to an IPv6-only Host. The Internet/Intranet includes Mulitmedia IP Networks and is IPv4 based in this scenario.  This scenario is intended to represent a somewhat later stage in IPv6 transition, in which more IPv6 nodes are reachable but the Internet/Intranet is still predominately IPv4 based.

Since the UE is sending IPv6 packets to the IM Subsystem, the GGSN does not have to perform any interworking for the Gi interface between the GGSN and IM Subsystem (e.g., CSCF).  However, before packets can be routed out to the Internet/Intranet, the IM Subsystem must interwork the IPv6 packets to IPv4.  

In this specific scenario, the IM-Subsystem has connectivity with an IPv4/IPv6 router in the Internet/Intranet therefore it can tunnel IPv6 over IPv4.  If the Host is reachable using an IPv4-compatible address, then automatic tunneling may be used between the IM-Subsystem and the IPv4/IPv6 router.  Otherwise, a configured tunnel may be used to send IPv6 packets over the IPv4 Internet/Intranet. 

The use of tunneling is one mechanism defined by IETF and is shown in Figure 4-7 as an example only. The actual interworking mechanism used is an implementation decision.
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Figure 4-7: Control Path Scenario 2 - IPv6 UE to IPv6 Host over IPv4 Network

4.3.6.1.3 Control Path Scenario 3 - IPv6 UE to IPv4 Host over IPv6 Network

In Figure 4-8, the UE supports IPv6 only but is communicating via the IM Subsystem and Internet/Intranet to an IPv4-only Host. The Internet/Intranet includes Mulitmedia IP Networks and is IPv6based in this scenario.  This scenario is intended to represent late stages in IPv6 transition where networks are predominately IPv6 based.  However, it is still likely that a small number of IPv4 nodes are present in these networks.

Since the UE is sending IPv6 packets to the IM Subsystem, the GGSN does not have to perform any interworking for the Gi interface between the GGSN and IM Subsystem (e.g., CSCF).  In addition, the IM Subsystem has no interworking requirements since it has connectivity to an IPv6 network.  IPv6 packets are passed over the Mm interface.

The interworking that takes place between the IPv6 Internet/Intranet and the IPv4 Host is outside the UMTS network and is not a consideration for the IM Subsystem.  Translation is shown in Figure 4-8 as an example of what could be implemented, but it is likely that this inteworking point is implemented as a IPv4/IPv6 router.
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Note: The term “IPv4-IPv6 Conversion” used in the figure is intended to represent mechanisms such as: Dual Stack (draft-ietf-ngtrans-dstm-02.txt), NAT-PT (RFC 2766), SIIT (RFC 2765), etc.

Figure 4-8: Control Path Scenario 3 - IPv6 UE to IPv4 Host over IPv6 Network

4.3.6.2  Interworking Scenarios for User Path

The scenarios in this section focus on interworking points between the PS Domain and external networks (i.e. Gi reference point). The requirements for interworking are driven by the IP version for the end to end connection and the external network type.

When a UE initiates a PDP context with the IP context type, the GGSN must support the IP version identified for the context.  It must also support the IP version used on the next-hop route to the destination.  When these IP versions are not the same, the GGSN must provide some form of interworking between the two.  The type of interworking used is dependent on the route to reach the destination.  The interworking route from the GGSN to the external destination IP address could be:

· A translation between the IP version of the PDP context and the IP version of the packet network (e.g, SIIT, NAT/PT, etc); or

· A tunnel to carry the IP version of the PDP context over the IP version of the packet network (i.e. IPv4 over IPv6 or IPv6 over IPv4).

When the UE establishes a PPP context type, the GGSN uses the native IP version for the network it routes the traffic onto.  No IP version interworking is required for the PPP context type.

When the mobile endpoint is a TE, the MT does not use an IP stack for the connection.  It may use PPP or other layer 2 protocol to manage the R reference point (see 3GPP TS 29.061, Section 11), however no IP requirements are placed on the MT in these scenarios.

In these scenarios, the TE and MT are shown separately for IPv4, and an integrated UE is shown for IPv6.  The reverse configurations are also applicable when a TE uses an IPv6 stack or an integrated UE uses an IPv4 stack.  Note: it is not a requirement for an integrated UE to support IPv4.  As an option, the UE may contain a dual IPv4/IPv6 stack or it could be a R99 UE with IPv4 only.
4.3.6.2.1 User Path Scenario 1 – IPv4 TE to IPv6 Host over IPv4 Network
Figure 4-10 includes access from an IPv4 TE to an IPv6 host over an IPv4 connection path.  IPv4-IPv6 translation is required to interwork between the IPv6 host and the rest of the connection path. The UMTS bearer (Uu and GTP-U) hides the version of the IP traffic from all UMTS network elements until the traffic reaches the PDN interworking point, the GGSN.

Because the Gi reference point is an IPv4 connection in this scenario, this translation is outside of the scope of the UMTS network.  Depending on the implementation, the interworking could occur in an IPv4/IPv6 router or it could be implemented in the Host if it supported IPv4 and IPv6.  This has no impact on the UMTS network.

Note: The term “IPv4-IPv6 Conversion” used in the figure is intended to represent mechanisms such as: Dual Stack (draft-ietf-ngtrans-dstm-02.txt), NAT-PT (RFC 2766), SIIT (RFC 2765), etc.
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Figure 4-10: User Path Scenario 1 – IPv4 TE to IPv6 Host over IPv4 Network

4.3.6.2.2 User Path Scenario 2 – IPv4 TE to IPv6 Host over IPv6 Network

Figure 4-11 is similar to the previous one except that the network connection is now IPv6.  This pushes responsibility for IPv4-IPv6 translation into the UMTS network.  

This translation is dependent on pre-configured IPv4 addressing for each supported IPv6 host.  Such configured address translation would generally not apply to the broader scope of the Internet.  So it is shown as an Intranet environment in the figure below.

Note: The term “IPv4-IPv6 Conversion” used in the figure is intended to represent mechanisms such as: Dual Stack (draft-ietf-ngtrans-dstm-02.txt), NAT-PT (RFC 2766), SIIT (RFC 2765), etc.
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Figure 4-11: User Path Scenario 2 – IPv4 TE to IPv6 Host over IPv6 Network

4.3.6.2.3 User Path Scenario 3 – IPv4 TE to IPv4 Host over IPv6 Network
In Figure 4-12, both endpoints are using IPv4, but the network service used to access the host is IPv6.  This scenario requires either translation twice or the use of an IPv4 over IPv6 tunnel.  A tunnel is the most efficient method. Tunneling also avoids potential problems with end to end security (e.g., IPSec).  

To support this scenario, the UMTS network would provide one tunnel endpoint and the second tunnel endpoint would exist in the external network (or in the Host, if it supported IPv4 and IPv6).
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Figure 4-12: User Path Scenario 3 – IPv4 TE to IPv4 Host over IPv6 Network

4.3.6.2.4 User Path Scenario 4 – IPv6 UE to IPv6 Host over IPv4 Network
Figure 4-13 defines an IPv6 end to end connection with an IPv4 tunnel to the destination. The UMTS network provides one tunnel endpoint for interworking with the IPv4 network.  The other tunnel endpoint is outside of the scope of the UMTS network.  However, it could be implemented in an IPv4/IPv6 router or in the Host itself (if it supported both IPv4 and IPv6).
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Figure 4-13: User Path Scenario 4 – IPv6 UE to IPv6 Host over IPv4 Network

The UE in this scenario could be an integrated application environment on the mobile itself or it could be a separate TE using an IPv6 PDP context.

4.3.6.2.5 User Path Scenario 5 – IPv6 UE to IPv4 Host over IPv4 Network

In Figure 4-14, the end to end connection is IPv6 from the UE (or TE) to an IPv4 host.  The APN service requested is connected to an IPv4 network at the GGSN.  In this case, the UMTS network will be responsible for the IPv6-IPv4 translation.
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Note: The term “IPv4-IPv6 Conversion” used in the figure is intended to represent mechanisms such as: Dual Stack (draft-ietf-ngtrans-dstm-02.txt), NAT-PT (RFC 2766), SIIT (RFC 2765), etc.

Figure 4-14: User Path Scenario 5 – IPv6 UE to IPv4 Host over IPv4 Network

Proposal

It is recommended the discussion section be added as new Section 4.3.6 in 3G TS 23.228.
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