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FIRST CHANGE
5.6.10.2
Support of Ethernet PDU Session type

For a PDU Session set up with the Ethernet PDU Session type, the SMF and the UPF acting as PDU Session Anchor (PSA) can support specific behaviours related with the fact the PDU Session carries Ethernet frames.

Depending on operator configuration related with the DNN, different configurations for how Ethernet traffic is handled on N6 may apply, for example:

-
Configurations with a 1-1 relationship between a PDU Session and a N6 interface possibly corresponding to a dedicated tunnel established over N6. In this case the UPF acting as PSA transparently forwards Ethernet frames between the PDU Session and its corresponding N6 interface, and it does not need to be aware of MAC addresses used by the UE in order to route down-link traffic.

-
Configurations, where more than one PDU Session to the same DNN (e.g. for more than one UE) corresponds to the same N6 interface. In this case the UPF acting as PSA needs to be aware of MAC addresses used by the UE in the PDU Session in order to map down-link Ethernet frames received over N6 to the appropriate PDU Session. Forwarding behaviour of the UPF acting as PSA is managed by SMF as specified in clause 5.8.2.5.
NOTE 1:
The "MAC addresses used by the UE" correspond to any MAC address used by the UE or any device locally connected to the UE and using the PDU Session to communicate with the DN.

Based on operator configuration, the SMF may request the UPF acting as the PDU Session Anchor to respond to ARP/IPv6 Neighbour Solicitation requests based on local cache information, i.e. the mapping between the UE MAC address to the UE IP address, and the DN where the PDU Session is connected to, or to redirect the ARP traffic from the UPF to the SMF. Responding to ARP/IPv6 ND based on local cache information applies to ARP/IPv6 ND received in both UL and DL directions.
NOTE 2:
Responding to ARP/ND from a local cache assumes the UE or the devices behind the UE acquire their IP address via in-band mechanisms that the SMF/UPF can detect and by this link the IP address to the MAC address.

NOTE 3:
This mechanism is intended to avoid broadcasting or multicasting the ARP/IPv6 ND to every UE.

Ethernet Preamble and Start of Frame delimiter are not sent over 5GS:

-
For UL traffic the UE strips the preamble and frame check sequence (FCS) from the Ethernet frame.

-
For DL traffic the PDU Session Anchor strips the preamble and frame check sequence (FCS) from the Ethernet frame.

Neither a MAC nor an IP address is allocated by the 5GC to the UE for a PDU Session.

The traffic forwarding in the PSA may be based on SMF provided N4 rules, or based on IEEE 802.1Q [98] mechanisms, as further discussed in clause 5.8.2.5.3. 
The UPF handles VLAN tags (addition/removal) as instructed by the SMF via PDR (Outer header removal) and FAR (UPF applying Outer header creation of a Forwarding policy). For example:

-
The UPF may insert (for uplink traffic) and remove (for downlink traffic) a S-TAG on N6 interface on top of the C-TAG of the UE.
-
The UPF may insert (for uplink traffic) and remove (for downlink traffic) a VLAN tag on the N6 interface while there is no VLAN in the traffic to and from the UE.
NOTE  4:
This can be used for traffic steering to N6-LAN but also for N6-based traffic forwarding related with 5G-VN service described in clause 5.29.4

Apart from specific conditions related to the support of PDU sessions over W-5GAN defined in TS 23.316 [84], the UPF shall not remove VLAN tags sent by the UE and the UPF shall not insert VLAN tags for the traffic sent to the UE.

PDU(s) containing a VLAN tag shall be switched only within the same VLAN by a PDU Session Anchor.

The UE may acquire from the SMF, at PDU Session Establishment, the MTU of the Ethernet frames' payload that the UE shall consider, see clause 5.6.10.4.

NOTE 5:
The UE may operate in bridge mode with regard to a LAN it is connecting to the 5GS, thus different MAC addresses may be used as source address of different frames sent UL over a single PDU Session (and destination MAC address of different frames sent DL over the same PDU Session).
NOTE 6:
Entities on the LAN connected to the 5GS by the UE may have an IP address allocated by the DN but the IP layer is considered as an application layer which is not part of the Ethernet PDU Session.
NOTE 7:
In this Release of the specification, only the UE connected to the 5GS is authenticated, not the devices behind such UE.
NOTE 8:
5GS does not support the scenario where a MAC address or if VLAN applies a (MAC address, VLAN) combination is used on more than one PDU Session for the same DNN and S-NSSAI.

NOTE 9:
This Release of the specification does not guarantee that the Ethernet network remains loop-free. Deployments need to be verified on an individual basis that loops in the Ethernet network are avoided.

NOTE 10:
This Release of the specification does not guarantee that the Ethernet network properly and quickly reacts to topology changes. Deployments need to be verified on an individual basis how they react to topology changes.

Different Frames exchanged on a PDU Session of Ethernet type may be served with different QoS over the 5GS. Thus, the SMF may provide to the UPF Ethernet Packet Filter Set and forwarding rule(s) based on the Ethernet frame structure and UE MAC address(es). The UPF detects and forwards Ethernet frames based on the Ethernet Packet Filter Set and forwarding rule(s) received from the SMF. This is further defined in clauses 5.7 and 5.8.2.

When a PDU Session of Ethernet PDU type is authorized by a DN as described in clause 5.6.6, the DN-AAA server may, as part of authorization data, provide the SMF with a list of allowed MAC addresses and/or a list of allowed VIDs for this PDU Session; the list is limited to a maximum of 16 MAC addresses and/or a maximum of 16 VIDs accordingly. When such list(s) have been provided for a PDU Session, the SMF sets corresponding filtering rules in the UPF(s) acting as PDU Session Anchor for the PDU Session. The UPF discards any UL traffic that does not contain one of these MAC addresses as a source address if the list of allowed MAC addresses is provided. The UPF discards any UL traffic that does not contain one of these VIDs if the list of allowed VIDs is provided.

In this Release of specification, the PDU Session of Ethernet PDU Session type is restricted to SSC mode 1 and SSC mode 2.

For a PDU Session established with the Ethernet PDU Session type, the SMF may, upon PCF request, need to ensure reporting to the PCF of all Ethernet MAC addresses used as UE address in a PDU Session. In this case, as defined in clause 5.8.2.12, the SMF controls the UPF to report the different MAC addresses used as source address of frames sent UL by the UE in the PDU Session.

NOTE 11:
This relates to whether AF control on a per MAC address is allowed on the PDU Session as defined in TS 23.503 [45] clause 6.1.1.2.
The PCF may activate or deactivate the reporting of the UE MAC address using the "UE MAC address change" Policy Control Request Trigger as defined in Table 6.1.3.5-1 of TS 23.503 [45].

The SMF may relocate the UPF acting as the PDU Session Anchor for an Ethernet PDU Session as defined in clause 4.3.5.8 of TS 23.502 [3]. The relocation may be triggered by a mobility event such as a handover, or may be triggered independent of UE mobility, e.g. due to load balancing reasons. In order to relocate the PSA UPF, the reporting of the UE MAC addresses needs to be activated by the SMF.

NEXT CHANGE
5.8.2.5.3
Support of Ethernet PDU Session type

Traffic forwarding in the UPF may be based on SMF provided N4 rules, or by configuring an UPF acting as PSA for an Ethernet PDU Session Type and the SMF instructing the UPF to route the traffic based on IEEE 802.1Q [98] mechanisms as follows.
-
The Ethernet PDU Sessions correspond to ports of the bridge. The UPF internally binds a PDU Session to a port of the bridge so that outgoing Ethernet frames on the port are sent downlink on the given PDU Session and uplink Ethernet frames on the given PDU Session are incoming frames on the given port. 

NOTE 1:
It is out of scope of this specification how the binding of PDU Sessions to bridge ports are implemented. The Ethernet bridge in the UPF is a logical entity which does not limit UPF implementation and operations.
-
N6 interfaces also correspond to ports of the bridge. 

-
The bridge performs Ethernet bridge forwarding, including MAC learning if applicable as specified by IEEE Standard 802.1Q [98]. The bridge may support multiple VLANs.












For ARP/IPv6 Neighbour Solicitation traffic, a SMF's request to respond to ARP/IPv6 Neighbour Solicitation based on local cache information or to redirect such traffic from the UPF to the SMF overrules other traffic forwarding rules.

NOTE 2:
Local policies in UPF associated with the Network Instance can prevent local traffic switching in the UPF between PDU Sessions either for unicast traffic only or for any traffic. In the case where UPF policies prevent local traffic switching for any traffic (thus for broadcast/multicast traffic) some mechanism such as responding to ARP/ND based on local cache information or local multicast group handling is needed to ensure that upper layer protocol can run on the Ethernet PDU sessions.

The SMF may ask to get notified with the source MAC addresses used by the UE.

In order to request the UPF to act as a bridge based on 802.1Q [98] mechanisms, the SMF may, for each PDU Session corresponding to a Network Instance, set an Ethernet PDU Session Information in a DL PDR that identifies all (DL) Ethernet packets matching the PDU session. Alternatively, when traffic forwarding is determined by SMF provided N4 rules, the SMF may provide UPF with dedicated forwarding rules which can be based on MAC addresses notified by the UPF.

NEXT CHANGE

5.8.2.13.0
General

5G-VN group communication may be achieved in two models. The first model is based on SMF-programmed PDRs/FARs  as documented in the rest of 5.8.2.13.0 through 5.8.13.3. The second model is the bridging model as documented in 5.8.2.13.4 in case of Ethernet PDU session.
The SMF may configure the UPF(s) to apply different traffic forwarding methods to route traffic between PDU Sessions for a single 5G VN group. For example, depending on the destination address, some packet flows may be forwarded locally, while other packet flows are forwarded via N19 and other packet flows are forwarded to N6.

NEXT CHANGE

5.8.2.13.4
5G-VN based on IEEE 802.1 Ethernet Bridging
5.8.2.13.0 through 5.8.2.13.3 document the group communication model based on SMF-programmed PDRs/FARs. Another model is treating 5G-VN Ethernet PDU sessions and N6 interfaces as logical ports of a virtual bridge  for the corresponding 5G-VN. The latter corresponds to 5.8.2.5.3.

With this bridging model, 5GS is responsible for establishing the 5G-VN PDU sessions and associating them with corresponding Network Instances for 5G-VNs, and IEEE 802.1Q [98] bridging procedures are responsible for determining where to forward traffic. 

NOTE 1:
Note: even with the bridging model, rules can still be configured over N4 on top of Ethernet bridging. For example, traffic of different flows to the same destination could be forwarded with different QoS treatment. 
When N19 tunnels are established between UPFs, the N19 interface also corresponds to logical ports of the bridge. 
1. 





2. 
NEXT CHANGE
5.29.3
PDU Session management

Session management as defined for 5GS in clause 5.6 is applicable to 5G-LAN-type services with the following clarification and enhancement:

-
A UE gets access to 5G LAN-type services via a PDU Session of IP PDU Session type or Ethernet PDU Session type.

-
A PDU Session provides access to one and only one 5G VN group

-
A dedicated SMF is responsible for all the PDU Sessions for communication of a certain 5G VN group and SMF selection is described in clause 6.3.2. 
-
During PDU session establishment procedure, SMF retrieves UE subscriber data related to 5G-LAN type service from the UDM based on the DNN provided by the UE. In order to realize N19 traffic routing, SMF correlates the PDU sessions for the same DNN, corresponding to the 5G VN group.

-
For the first model of group communication as specified in 5.8.2.13.0 through 5.8.2.13.3, when generating the corresponding group-level N4 session rules, SMF creates the FAR and PDR based on the PDU session contexts of other group member UEs. SMF provisions the FAR and PDR for 5G VN communication to the UPF acting as PSA.

NOTE 1:
The network is configured so that the same SMF is always selected for a certain 5G VN group.

NOTE 2:
Having a dedicated SMF serving a 5G VN does not contradict that redundancy solutions can be used to achieve high availability.

NEXT CHANGE
5.29.4
User Plane handling

User Plane management as defined for 5GS in clause 5.8 is applicable to 5G LAN-type services with the following clarifications:

-
For the first model of 5G VN communication documented in 5.8.2.13.0 through 5.8.2.13.3, there are three types of traffic forwarding methods for 5G VN communication:

-
N6-based, where the UL/DL traffic for the 5G VN communication is forwarded to/from the DN;

-
N19-based, where the UL/DL traffic for the 5G VN group communication is forwarded between PSA UPFs of different PDU sessions via N19. N19 is based on a shared User Plane tunnel connecting PSA UPFs of a single 5G VN group.
-
Local switch, where traffic is locally forwarded by a single UPF if this UPF is the common PSA UPF of different PDU Sessions for the same 5G VN group.

· For the second model of 5G VN communication documented in 5.8.13.2.4, the UPF is configured to associate a PDU session, an N6 or N19 interface with a bridge port and forward traffic based on IEEE 802.1Q [98] procedures.
-
The SMF handles the user plane paths of the 5G VN group, including:

-
The SMF may prefer to select a single PSA UPF for as many PDU sessions (targeting the same 5G VN group) as possible, in order to implement local switch on the UPF.

-
Establishing N19 tunnels between PSA UPFs to support N19-based traffic forwarding.

-
For Ethernet PDU Session, the SMF may instruct the UPF(s) classify frames based on VLAN tags, and to add and remove VLAN tags, on frames received and sent on N6, as described in clause 5.6.10.2.

NOTE 1:
For handling VLAN tags to traffic on N6, TSP ID could also be used as described in clause 6.2.2.6 of TS 23.503 [45].
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�It may be possible to remove these if we add appropriate references to IEEE


�This entire clause 5.8.2.13.4 is new


�This entire clause 5.8.2.13.4 is new





