

SA WG2 Temporary Document
Page 3

SA WG2 Meeting #138	S2-200xxxx
20-24 April 2020, e-Meeting	(revision of S2-200xxxx)

Source:	InterDigital
Title:	Connectivity setup for C2 communication and association between UAV and UAV-C
Document for:	Approval
Agenda Item:	8.x
Work Item / Release:	[FS_ID_UAS] / [Rel-17]
Abstract: This contribution proposes a solution to KI#6 and KI#7.
1. Discussion

2. Proposal
It is proposed to capture the following solution proposal in TR 23.754.
* * * * First Change * * * *

[bookmark: _Toc26520138][bookmark: _Toc26530876][bookmark: _Toc26530926][bookmark: _Toc26530975][bookmark: _Toc519004414]6.X	Solution #X: Connectivity setup for C2 communication and association between UAV and UAV-C 
[bookmark: _Toc26520139][bookmark: _Toc26530877][bookmark: _Toc26530927][bookmark: _Toc26530976]6.X.1	Introduction
This solution addresses Key Issue #6 and #7, i.e.:
· How are an UAV and an UAV-C associated as an UAS and how do the UAV and UAV-C receive the UAS association information?
· How does the UAV or UAV-C establish dedicated UP connection (UAV3 or UAV5) for C2 communication between each other?

[bookmark: _Toc26520140][bookmark: _Toc26530878][bookmark: _Toc26530928][bookmark: _Toc26530977]6.X.2	Functional Description
This solution assumes that the UAV and the UAV-C have established User Plane paths (UAV9) with the UTM and have successfully been authenticated and authorized by the UTM for UAV operations (based on KI#1,2 and 3 solutions).
The UAV and the UAV-C may be served by the same or different PLMNs and the solution is applicable to both EPS and 5GS network.
The main building blocks of the solution are:
1. Association Triggering: The association between the UAV and the UAV-C is triggered by the UAV or UAV-C issuing an Association Request to the UTM (application layer signaling). The Association Request may contain the peer device identifier (e.g., UAV ID). Alternaively, the UTM may detect that both the UAV and UAV-C are present in the network and may trigger the association procedure according to its internal logic (e.g., based on online presence and "ready" operational status). If available, a preferred or desired peer device identifier may be provided by UAV or UAV-C to USS/UTM during a prior Authentication and Authorization by UTM phase.
2. Association authorization: the UTM checks certain information to authorize the association. For example, the UTM may check that UAV ID requested by UAV-C above corresponds to an authorized and available UAV and the UAV’s owner/pilot certificate matches that of the UAV-C. If the association request is authorized, the UTM allocates a UAS ID identifying the UAV-UAV-C pairing and informs the UAV, the UAV-C and their serving network about the association information, such as the UAS ID.
3. UP path establishment for C2 communication: both UAV and UAV-C initiate the UP connection establishment (e.g. PDU Session establishment) for C2 communication with their serving network upon being informed that an association is authorized by USS/UTM. The UP connection establishment may include the indication that the establishment request is for C2 communication and may include the associated UAS ID. When the UP connection is successfully set up, the serving network may update the UTM with the UP connection information such as the transport information for C2 communication, e.g. IP address. At this point the UP connections are ready but the UAV or UAV-C can’t exchange C2 communication over it yet, they need to wait for further UTM authorization for C2 communication (e.g., obtain peer IP address after authorization of flight plan). 
In another alternative, the UE may pre-establish limited UP connections before the UAS association is requested and authorized. 
4. C2 communication authorization: when the UP connections of the UAV and UAV-C are established, the UTM may authorize the C2 communication and notify the UAV, UAV-C and their serving network (e.g., provide respective peer IP address). Upon this authorization, the serving network may modify the UP connection to make it fully functional for C2 communication. The UAV and the UAV-C can start exchanging C2 communication after this authorization.
The definition of phases above for pairing and controlling of connectivity between UAV and UAV Controller is needed to support various operational scenarios. For example, the UAV and UAV-C may come online and be authorized by USS/UTM at different times. In another scenario, it may be necessary to enable pairing and limited connectivity before a flight plan is finally submitted and authorized by USS/UTM to enable IP connectivity for C2 communication.
 
6.X.3	Procedures
In the procedure, it is assumed that the UAV and the UAV-C are served by the same UTM via different PLMNs which could be either EPC or 5GC. It is also assumed that the UAV and the UAV-C has successfully registered with the 3GPP network and established UP connectivity with the UTM.


[bookmark: _Hlk32310509]Figure 6.x.3-1: Procedure for UAV/UAV-C association and C2 communication path setup
1. [bookmark: _GoBack]The UAV and the UAV-C perform authentication and authorization procedure with the UTM. After successful authentication and authorization, the UTM maintains a context for the UAV and UAV-C respectively which may contain their identifiers, such as UAV UE ID (3GPP identifiers) and UAV ID (e.g. drone serial number).
2. The UAV-C initiates an Association Request and indicates the peer UAV ID in the request. Other information such as flight plan information may be submitted at this time or at a later stage.
3. The UTM checks whether the association request can be authorized, e.g. by checking whether the owner certificates match each other. If the association request is approved, the UTM allocates a UAS ID for the associated UAV and UAV-C.
4. The UTM sends an association notification message to the serving PLMNs of the UAV and UAV-C. The notification message may contain the UAV/UAV-C UE ID and the allocated UAS ID.
5. The UTM may also send an association notification message to the UAV and UAV-C via user plane. 
6. Upon receiving the association notification, the UAV and the UAV-C may initiate UP connectivity setup for C2 communication. In the connectivity request the UAV/UAV-C may indicate the connectivity is used for C2 communication and include the associated UAS ID. The serving network may accept the connectivity establishment but may indicate to the UAV and UAV-C that the connectivity is limited pending further authorization.
7. The serving PLMNs acknowledge the association notification to the UTM and may inform the UTM of the established UP connectivity info for C2 communication, such as the transport address (UAV/UAV-C IP addresses).
8. The UTM updates the UAS context with the received UP connectivity info for C2 communication.
9. At this point, the UTM may authorize the C2 communication between the UAV and UAV-C and send a notification message to the UAV and UAV-C’s serving PLMNs. 
10. The UAV and UAV-C’s serving PLMNs may modify the UP connectivity to make it fully functional for C2 communication.
11. The UTM may also send a notification via user plane to the UAV and UAV-C to inform them that they are now authorized for C2 communication.
12. The UAV and UAV-C may now start exchanging C2 communication.

6.X.4	Impacts on existing entities and interfaces
[bookmark: _Toc510607504][bookmark: _Toc28869884][bookmark: _Toc29021269]The solution has impacts in the following entities:
-	UE:
-	xxxx
-	xxxx 
-	xxxxx
-	
 
6.X.5	Evaluation
Editor's note:	This clause provides an evaluation of the solution.

* * * * End of Change * * * *
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