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Abstract of the contribution: This contribution proposes a solution for issues 5. 
1
Background
The solution proposes a mechanism for handling UAV in case of failed (re)authorization or revocation of authorization by the UTM, considering handling of UAV connectivity with UAV Controller and expected UAV behavior.
2. Proposal

It is proposed to include the following solution in TR 23.754.
* * * * First Change * * * *
6.0
Mapping Solutions to Key Issues

Table 6.0-1: Mapping of Solutions to Key Issues
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* * * * Second Change (all new) * * * *
6.X
Solution #X: Handling of PDU session established by UAV
6.X.1
Introduction

The solution defines a set of mechanisms to enable 3GPP and UTM to perceive the PDU session of UAV for flight or non-flight and to handle UAV in case of failed (re)authorization or revocation of authorization by the UTM, considering handling of UAV connectivity with UAV Controller and expected UAV behavior.
6.X.2
Functional Description
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Figure 6.x.2-1: Overview of user connectivity
Figure 6.x.2-1 shows the scenarios where UE may build user connectivity with UTM (Connectivity A), UAV controller (Connectivity B), or third application server (Connectivity C) simultaneously. 
For authorization aspect, 5GS shall enable UTM to be aware of that UAV has user connectivity with some other entity (third party AS or UAV controller) in the DN, e.g. notified by SMF&UPF. In addition, Connectivity-A with UTM shall always have the highest priority over the other connectivity. The path between UAV and UTM should be established before establishing other user plane path e.g. between UAV and UAVC, in case other unauthorized entity skip UTM authorization to control UAV via user plane. 5GS network shall enable UTM to selectively allow the PDU session establishment for some specific service type (flight or non-flight). 
The UTM may determine that previously established connectivity between, for example, between the UAV and UAVc is no longer authorised or permitted, and therefore revoke the previous authorization. If this occurs then the UTM may request 5GS to release specific PDU Session being used for UAS activity, e.g. flight control.
6.X.3
Procedures
This procedure enable UTM to handle the UAV connectivity with UAV Controller or third AS and expected UAV behavior in case of authorization revocation by UTM.













Figure 6.X.3-1: Procedure of Handling of PDU session established by UAV in case of authorization revocation
1. UAV register to network and is authorized as a UAV. The UTM might be involved in the authorization procedure.
2. UAV triggers and establish the PDU session with UTM and UAV controller in the DN.

Editor's note: The PDU Session establishment can reuse current PDU Session establishment procedure defined in clause 4.3.2.2 of TS 23.502 or refer to solution X in S2-XXXXXX.
3. Authorization revocation triggered by UTM, e.g. while Secondary authorization/authentication by UTM during the PDU Session establishment with UAV controller, or authorization fails when UTM authenticate the taking off request sent by UAV, or UTM find any abnormal UAV behaviour during flight then UTM triggers Authorization revocation.
4. UTM sends the UAV session management request to NEF to manage the user connectivity established by UAV with other entity, this request shall include UAV identity, and expected actions for core network. The session management operations applicable to established/upcoming PDU sessions or QoS flows between UAV and UAVC can be:

· No limitation when receiving the successful response from UTM.

· Disable target established/upcoming PDU sessions or QoS flows based on differentiated types of PDU sessions or QoS flows (e.g. indication in the PDU session establishment used to differentiate flight or non-flight purposes) when receiving the failed response from UTM;

· Disable target established/upcoming PDU sessions or QoS flows based on the white lists (e.g. allowed DNNs or IP addresses) when receiving the failed response from UTM;
5. NEF sends the UAV session management request to PCF.

6. PCF generate the session management policy and forward the policy to SMF

7. 5GS execute the session management required by UTM as described in step 4. For example, if the session management operations required by UTM is to release all the PDU sessions established by UAV only keep the one with UTM. SMF initiate Network requested PDU Session Release Procedure as defined in TS 23.502. 
8. SMF acknowledges the execution of the UAV session management to NEF.

9. NEF  acknowledges the execution of the UAV session management to UTM.

10. UTM may take over the UAV control immediately by C2 communication with UAV.

6.X.4
Impacts on existing entities and interfaces

Editor's note:
This clause describes impacts to existing entities and interfaces.
6.X.5
Evaluation

Editor's note:
This clause provides an evaluation of the solution.
* * * * End of Change * * * *
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8. UAV Session Management Response
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