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Abstract: This contribution proposes an update to the key issue for Indirect Communication via UE-to-Network Relay.
1. Background
In the key issue for indirect communication via UE-to-Network relay, nothing is mentioned about security and privacy. During the E-mail discussion about this key issue after SA2#135, the text that had been proposed in S2-1910702 related to security and privacy was taken out, using the argument that it was not clear what the security and privacy requirements entail.

Since UE-to-Network relays can be used for transmitting any type of data, including highly sensitive and highly private data (such as health data), it would be unacceptable to consider solutions that would allow a UE-to-Network Relay UE to have any ability to decrypt, understand or manipulate the data, or gain access to privacy sensitive aspects of the data.
TS 22.261 and TS 22.278 have several requirements related to security and privacy that apply either in general or specifically to UE-to-Network relays, such as:
· The 5G system shall support a secure mechanism to protect relayed data from being intercepted by a relay UE.
· The 5G system shall support a mechanism to verify the integrity of a message as well as the authenticity of the sender of the message.
· The privacy of the contents, origin, and destination of a particular communication shall be protected from disclosure to unauthorised parties.
· The Evolved Packet System shall be able to hide the identities of users from unauthorised third parties.
· The 3GPP network shall be able to ensure that the end-to-end confidentiality and integrity of data and signalling between an Evolved ProSe Remote UE and 3GPP core network when the Evolved ProSe Remote UE accesses the 3GPP network via an Indirect 3GPP Communication is comparable with when the Evolved ProSe Remote UE accesses the 3GPP network via a direct 3GPP communication.
During discussions in SA WG1 related to FS_REFEC these requirements were regarded as sufficiently complete and it was decided that there is no need to add new ones. Even though the last two requirements mention EPS, these requirements are included by reference in TS 22.261 Sections 5.1.2.2 and 6.9.2, and hence also apply to 5GS.
The solution for indirect communication via ProSe UE-to-Network Relay must consider the above requirements, and therefore should be reflected in the key issue.
2. Proposal

It is proposed to include the following change in TR 23.752:
* * * * First change * * * *

5.3
Key Issue #3: Support of UE-to-Network Relay

5.3.1
General description
According to TS 22.261 [3] and TS 22.278 [2], support for UE-to-Network Relay needs to be studied. In addition, the Rel-16 5G architectural design (e.g. flow-based QoS communication over PC5/Uu interface) shall be taken into consideration as well.

Therefore, 5G ProSe needs to support UE-to-Network Relay. In particular, the following aspects need to be studied:

-
How to establish a connection between Remote UE and a UE-to-Network Relay to support connectivity to the network for the Remote UE.

-
How to support end-to-end requirements between Remote UE and the network via a UE-to-Network Relay, including QoS (such as data rate, reliability, latency) and the handling of PDU Session related attributes (e.g. S-NSSAI, DNN, PDU Session Type and SSC mode).

-
How to transfer data between the Remote UE and the network over the UE-to-Network Relay, taking into account data confidentiality, data integrity and authenticity, and privacy protection (incl. origin and destination of the data).
NOTE: SA2 will make sure that security and privacy aspects are handled in coordination with SA3
-
How to (re)select a UE-to-Network Relay UE.

-
How to perform communication path switch between a direct Uu path and an indirect Uu path via a UE-to-Network Relay UE, or between two indirect Uu paths via different UE-to-Network Relay UEs. And how to guarantee service continuity during these communication path switch procedures.

NOTE:
Support of non-unicast mode communication (i.e. one-to-many communication/broadcast or multicast) between network and UE-to-Network Relay UE and between UE-to-Network Relay and Remote UE(s) depends on the result of FS_5MBS work.
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