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1
Discussion
SA3 has studied the handling of Signaling Overload by Malicious Applications on the UE in TR 33.861. This study has concluded that there is no need for normative work in SA3 in Rel-16. Malicious UEs can be identified by the NWDAF functionality specified in TS 23.288. They informed SA2 in S3-193844 about this and that SA3 would like to be involved in any potential future work related to NWDAF related DDoS protection functionality as it is within SA3 scope.
As stated in TS 23.288, the NWDAF sends the AMF or SMF notifications about risk based on abnormal behavior analytics, which may trigger the AMF or SMF to take actions, depending on the received exception IDs. Examples of these actions are given in [Table 6.7.5.3-2], with the cases ‘Unexpected wakeup’ and ‘Suspicion of DDoS attack’ also being mentioned. In these cases, suspicious behavior is detected upon which the SMF and AMF send back-off timers. 

TS 23.288, clause 6.7.5.3 Output Analytics

“The NWDAF services as defined in the clauses 7.2 and 7.3 are invoked to notify consumer NFs. A new Analytics ID named "Abnormal behaviour" is defined. 

Corresponding to the Analytics ID, the analytics result provided by the NWDAF is defined in Table 6.7.5.3-1. When the level of an exception trespasses above or below the threshold, the NWDAF shall notify the consumer of the exception with an appropriate exception ID if the exception has an identity within the list of exception IDs indicated by the consumer or matches the expected analytics type indicated by the consumer.

Table 6.7.5.3-1: Abnormal behaviour Analytics

	Information
	Description

	  UE ID 
	Could be SUPI, Internal-Group-Identifier, external UE ID, TAC which indicates UE being subject to the risk(s) identified by the Exception ID(s)

	Exceptions (1..max)
	

	  >Exception ID
	The risk detected by NWDAF

	  >Exception Level
	Measured level, compared to the threshold

	>Exception trend
	Measured trend (up/down/unknown/stable)

	>Additional measurement
	Specific information for each risk


If PCF subscribes notifications on "Abnormal behaviour", the NWDAF shall send the PCF notifications about the risk, which may trigger the PCF to update the AM/SM policies. 

The NWDAF also sends the notification directly to the AMF or SMF, if the AMF or SMF subscribes the notification, so that the AMF or SMF may, based on operator local policies defined on a per S-NSSAI or per (DNN,S-NSSAI), take actions for risk solving. The following Table 6.7.5.3-2 gives examples of AM/SM policies and corresponding actions for solving each risk.”

6.7.5.3-2: Examples of policies and actions for risk solving

	Exception ID and description
	AM/SM policy
	Actions of NFs

	Unexpected UE location
	Add the area of current UE location into mobility restriction
	PCF may extend the Service Area Restrictions. AMF may extend the mobility restriction

	Unexpected long-live/large rate flows
	Decrease the MBR for the related QoS flow
	SMF updates the QoS rule. 

PCF, if dynamic PCC applies for corresponding DNN, S-NSSAI, updates PCC Rules that triggers SMF updates the QoS rule.

	Unexpected wakeup
	Apply MM back-off timer to the UE
	AMF applies MM back-off timer to the UE

	Suspicion of DDoS attack
	Release the PDU session and Apply SM back-off timer
	PCF may request SMF to release the PDU session.

SMF may release the PDU session and applies SM back-off timer

	Wrong destination address
	Update the packet filter of the related QoS flow to block the wrong SDF
	PCF updates the packet filter in the PCC Rules that triggers the SMF to update the related QoS flow and configures the UPF

	Ping-pong stationary UE
	NWDAF notifies the AMF or AF (Service Provider)
	AMF may adjust UE registration area.



	Too frequent Service Access/Abnormal traffic volume
	NWDAF notifies AF (Service Provider)
	


TS 24.501, clause 6.3.3 Network-requested PDU session release procedure: 

“The purpose of the network-requested PDU session release procedure is to enable the network to release a PDU session.

In order to initiate the network-requested PDU session release procedure, the SMF shall create a PDU SESSION RELEASE COMMAND message. 

The SMF shall set the 5GSM cause IE of the PDU SESSION RELEASE COMMAND message to indicate the reason for releasing the PDU session.

The 5GSM cause IE typically indicates one of the following 5GSM cause values:

#8
operator determined barring;

#26
insufficient resources;
TS 24.501, clause 5.5.1.2.5 Initial registration not accepted by the network

If the initial registration request cannot be accepted by the network, the AMF shall send a REGISTRATION REJECT message to the UE including an appropriate 5GMM cause value.

If the initial registration request is rejected due to general NAS level mobility management congestion control, the network shall set the 5GMM cause value to #22 "congestion" and assign a back-off timer T3346.

The UE shall take the following actions depending on the 5GMM cause value received in the REGISTRATION REJECT message.

[…]

#22
(Congestion).

If the T3346 value IE is present in the REGISTRATION REJECT message and the value indicates that this timer is neither zero nor deactivated, the UE shall proceed as described below; otherwise it shall be considered as an abnormal case and the behaviour of the UE for this case is specified in subclause 5.5.1.2.7.
TS 24.501, clause 5.6.1.5 Service request procedure not accepted by the network

If the service request cannot be accepted, the network shall return a SERVICE REJECT message to the UE including an appropriate 5GMM cause value and stop timer T3517.
If the AMF needs to initiate PDU session status synchronisation or a PDU session status IE was included in the SERVICE REQUEST message, the AMF shall include a PDU session status IE in the SERVICE REJECT message to indicate which PDU sessions associated with the access type the SERVICE REJECT message is sent over are active in the AMF. If the PDU session status IE is included in the SERVICE REJECT message and if the message is integrity protected, then the UE shall perform a local release of all those PDU sessions which are active on the UE side associated with the access type the SERVICE REJECT message is sent over, but are indicated by the AMF as being inactive.

If the service request for mobile originated services is rejected due to general NAS level mobility management congestion control, the network shall set the 5GMM cause value to #22 "congestion" and assign a value for back-off timer T3346.
[…]

#22
(Congestion).

If the T3346 value IE is present in the SERVICE REJECT message and the value indicates that this timer is neither zero nor deactivated, the UE shall proceed as described below, otherwise it shall be considered as an abnormal case and the behaviour of the UE for this case is specified in subclause 5.6.1.7.

TS 23.501, clause 5.19.7 NAS level congestion control

 “NAS level congestion control may be applied in general (i.e. for all NAS messages), per DNN, per S-NSSAI, per DNN and S-NSSAI, or for a specific group of UEs.

NAS level congestion control is achieved by providing the UE a back-off time. To avoid that large amounts of UEs initiate deferred requests (almost) simultaneously, the 5GC should select each back-off time value so that the deferred requests are not synchronized. When the UE receives a back-off time, the UE shall not initiate any NAS signalling with regards to the applied congestion control until the back-off timer expires or the UE receives a mobile terminated request from the network, or the UE initiates signalling for emergency services or high priority access.

AMFs and SMFs may apply NAS level congestion control, but should not apply NAS level congestion control for procedures not subject to congestion control.”
Observation: If the example actions in the table (sending back-off timers) are performed, suspicious devices will be rejected by the network with insufficient resources or congestion cause codes. This will cause misleading performance management in the network (cause code counters) and may lead to incorrect remedy actions on the device side (congestion control actions).

Proposal: Add a paragraph, describing that whenever these actions are taken because of suspicious devices, the appropriate cause codes will be used.
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