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Abstract: this discussion paper analyses the connection between IPUPS and UPF.
1. Introduction
Last SA2 remains an issue on the connection between IPUPS and UPF:
Editor’s note:
In case of UPF dedicated to the IPUPS functionality, it is FFS whether the V-UPF / H-UPF sends traffic targeting the UPF dedicated to the IPUPS functionality or traffic targeting the H-UPF / V-UPF.
2. Discussion
There are two options for consider:

· Option1 (Transparent): V-UPF is not aware of the UPF supporting IPUPS, but connects to H-UPF like before (N9 tunneling is between V-UPF and H-UPF).

· Option 2(Hop-by-Hop): V-UPF sees UPF supporting IPUPS (SMF provide IPUPS (tunnel and/or IP) address to V-UPF).
Before deciding which option as a way forward, it is beneficial to revisit the requirements from SA3:

5.9.3.4
Requirements for User Plane Gateway Function (UPGF)

The UPGF is a transparent proxy function.

The UPGF receives GTP-U tunnel information (destination IP address and TEID) from the SMF. 

The interface between the UPGF and SMF shall be confidentiality, integrity and replay protected.

The UPGF that intercepts incoming GTP-U traffic on the N9 interface, shall only forward valid GTP-U packets to the concerned UPF inside the PLMN

· The UPGF shall check the destination IP address and the TEID in the received GTP-U packet and only forward those packets to the UPFs that are identified to be part of an active PDU session.

· The UPGF shall drop GTP-U packets that do not belong to any active PDU session.

The underlined texts talks about packet filtering. This is the functionality already supported by UPF (A-UPF/V-UPF):

· If the filtering is for checking destination GTP TEID and IP address of H-UPF, this is ensured that V-SMF provides the “correct” H-UPF F-TEID to the V-UPF;

· In the worst case, if V-UPF encapsulates the wrong F-TEID in the packet sending to the H-UPF, the packet will not be routed to the H-UPF, or even not to the HPLMN;

· If the filtering is for checking the source UE IP address in the packet, this is prevented by UPF logic (UL traffic verification); 

In summary, we don’t see a need for the IPUPS UPF to support packet filtering which is already supported by V-UPF in the UL and H-UPF in the DL.
Observation 1: SA3 requirement on packet filtering is not needed for study by SA2, as it is already supported by UPF.

Then SA3 requirements remains only: 
The interface between the UPGF and SMF shall be confidentiality, integrity and replay protected.

From SA2 point of view, this means IPUPS UPF supports secure transmission protocol like IPsec with the target UPIPS UPF in another PLMN. 
To enable secure transmission, usually security parameters are installed on both side (IPUPS) by means of local configuration.

Observation 2: security parameters are installed on both IPUPS by means of local configuration, but NOT provided by the SMF via N4 signalling.

Based on the above, following are the two proposals: 
Proposal 1:  There is no N4 interface between SMF and IPUPS UPF, as nothing needs to be provisioned.

Proposal 2:  IPUPS UPF is deployed on the path between V-UPF and H-UPF, and transparent to UPF, like a security gateway.

Below illustrates the protocol between UPF and IPUPS, crossing two PLMN.
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Next figure shows how UPF in one PLMN implement secure transmission to other PLMN.
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3. Conclusion and proposal(s)
Proposal 1:  There is no N4 interface between SMF and IPUPS UPF, as nothing needs to be provisioned.

Proposal 2:  IPUPS UPF is deployed on the path between V-UPF and H-UPF, and transparent to UPF, like a security gateway.
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