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Abstract of the contribution: This paper discusses the AMF reallocation possibility based on the input from previous SA3 LS and propose the way forward for rel-16. 
1 Discussion
1.1 SA3 Input on the AMF reallocation
The NAS Registration Request reroute via RAN issues has been discussed in SA3 #95-Bis and SA3#96. The latest LS S3-193197/S2-1908716 has the following:
1. Overall Description:
UE registration failures exist in AMF re-allocation via NG-RAN (option (B), in figure 4.2.2.2.3-1 of TS 23.502), when the initial AMF has sent a protected NAS message to the UE which establishes the secure exchange of NAS messages before triggering the AMF re-allocation. This causes the UE to drop any NAS messages from the target AMF for the rest of this connection, which prevents UE from registering to the network.

SA3 have further studied the issue, and have reached the following conclusions:
SA3 will make no changes to the UE in Rel-15 to solve the issues.
There is no issue with AMF re-allocation via a direct NAS reroute between the AMFs (option (A) in figure 4.2.2.2.3-1 of TS 23.502).

If UE and initial AMF have not exchanged secured messages, re-allocation via RAN is possible.

There is no way to solve the issue without signalling exchange between initial AMF and target AMF in Rel-15.

SA3 suggests that after UE and initial AMF have exchanged secure messages, there are two deployment alternatives for AMF re-allocation in Rel-15: 
·  (1): the Initial AMF always performs direct NAS reroute between AMFs (i.e., option A in figure 4.2.2.2.3-1 of TS 23.502)


·  (2): the initial AMF reallocates to the target AMF via a ‘well connected NF’ whose deployment satisfies the below description (or an equivalent deployment). 

A “well connected NF” is a deployment option in which a NF (or a set of NFs) allows securely passing the security context from initial to target AMF within the core network.
Alternative (1) requires that the Initial AMF is deployed to be able to connect with Target AMF, and no changes are needed to Rel-15. Alternative (2) requires the deployment of a ‘well connected NF’ and modifications to Rel-15 to allow extra message flows among the Initial AMF, the ‘well connected NF’, and the Target AMF.  

For Rel-16, the issue caused by option (B) will be revisited in SA3. SA3 will keep SA2 updated on progress if any.

1.2 Solution for Rel-15 vs Rel-16

During SA2 #135 meeting, the AMF reallocation issue is discussed, and it’s concluded that for Rel-15, AMF reallocation with option A (i.e. reallocation between AMFs directly) will be used in case of new security context is established between UE and initial AMF. A note is also added in 23.502 to indicate that the slice isolation cannot be achieved completely in Rel-15. This is documented in the agreed CR 1818 (S2-1910722).

Considering the UE backwards compatibility and slice isolation is mainly a network deployment issue, a solution with no UE impact shall still be preferred for rel-16 and using “well-connected” NF is still a valid approach.
1.3 Considerations for “well-connected” NF
When considering the candidates for a “well-connected NF”, the following is taking into consideration:
· The service needed for this well-connected NF is only a simple UE context relay without any storage requirement. The relay destination info (i.e. the target AMF info) shall be provided by the initial AMF.

· This well-connected NF shall be part of serving network, considering the roaming scenario.
· This well-connected NF provides connectivity to all AMFs in different slices.
1.4 Candidates NFs as “well connected” NF
The “well connected” can either be an independent service provided by an existing NF. The possible candidates NFs are:

· NSSF: 

It is well related to slice functionality. It has communication possibilities to all the slices. The NF is in serving network.  
Considering it’s mainly related to Initial UE Registration and no current NAS security context is available between UE and initial AMF, the traffic/load created by this transparent forward shall be limited. Thus, the NSSF is suitable for such functionality. It shall also be realized that one of goal of the SBA in 5GS is to scale individual service separately.  
· NRF:
It is related to slice functionality indirectly and there are possible hierarchical NRFs (e.g. used to select NF/services within a selected slice) which may lead to involvement of multiple NRFs. The NF is in serving network. 

· Default/ “Proxy” AMF:

A Default AMF is selected by RAN when not input parameter can be used for AMF selection. It has the AMF reallocation functionality. There is no requirement in current specifications that the default AMF shall have the direct communication to all the slices.
If we consider the transparent UE context relay function as a totally new service and an AMF can be deployed with only this service, then this AMF can communicate with all slices without violating the slice isolation which may be required by operators. This AMF can be called “proxy AMF” and has totally different services from the normal AMF services. 
· New logic NF (transfer proxy):

It’s also possible to define a new logic NF to provide such transparent context transfer service. And this logic NF and service operation for transparent context can be deployed together with any exiting NF that has communication capability to all the slices. It’s an operator deployment choice. 
Note: SA3 has discussed the NAS UE security context delivery through RAN. But due to the potential insecure environment of the RAN network and possible security layer violation, it is not recommended. The reason is the following. For the purpose of key separation, the AMF as a Core Network NF has different security keys than the RAN. Additionally, the two keys (KAMF and KgNB) are related to each other in a key hierarchy which imposes a causal relationship between security keys. The fact that AMF/SEAF security keys are higher in the key hierarchy than the RAN security keys, means that the RAN shall not have the information to generate higher layer security keys such as the AMF. If a security context data structure (containing an unprotected AMF key) is passed through the RAN, even if there are IPSec tunnels between AMF and RAN nodes, there is a possibility that a RAN node has access to an unprotected AMF key. In this case the RAN node has the information to generate subsequent higher layer keys for the AMF.  
2 Proposal
Based on the above discussion, we propose the following:

1) Agree that a service/operation can be used to transfer UE context transparently. 
2) Discuss and agree on which NF is the best “well connected” NF candidate to support this service operation. Based on the agreement to implement the CRs.
The two papers, S2-1911105 (23.501)/S2-19011106 (23.502), are based on consideration that NSSF is the “well connected” NF. They can be revised based on the outcome of the agreement.  
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