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Abstract: This contribution proposes a potential solution to UAV Remote Identification and Tracking.
1. Introduction/Discussion
This paper focuses on the potential solution on the UAV remote identification and tracking in key issue #4.
Issue 4 in technical issues is
-What information is required for the 3GPP system to provide UAV identification and tracking services, e.g., a target area, UAV identity, track duration?

2. Text Proposal

It is proposed to capture the following changes vs. TR 23.754.
* * * * First change * * * *

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[XX]
3GPP TS 22.125: "Unmanned Aerial System (UAS) support in 3GPP; Stage 1".
[YY]
3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[ZZ]
3GPP TS 23.273: "5G System (5GS) Location Services (LCS); Stage 2".
* * * * Second change * * * *
X.Y
Solution #Z: Identification of UAVs in a target area
X.Y.1
Introduction

This solution addresses the key issue #4.
Editor's note:
This solution applies only to 5GS.
Editor's note:
The reference to the specific requirements for this solution is FFS.
For live data acquisition by law enforcement, UTM may query the 3GPP system to identify whether there are any UAV in the target area.

The solution is based on the UTM definition and UAS model in 3GPP ecosystem as described in Figure X.Y.1-1, referred from TS 22.125 [XX].
“Unmanned Aerial System Traffic Management (UTM) is used to provide a number of services to support UAS and their operations including but not limited to UAS identification and tracking, authorisation, enforcement, regulation of UAS operations, and also to store the data required for UAS(s) to operate. It also allows authorised users (e.g., air traffic control, public safety agencies) to query the identity and metadata of a UAV and its UAV controller”.
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Figure X.Y.1-1: UAS model in 3GPP ecosystem in TS 22.125 [XX]

This procedure allows the UTM to ask for the list of UAV(s) present in the target area described by the UTM for further processing (e.g., tracking, statistics). The UTM asks for the authorized UAV(s) that the system knows within the area. The report that is provided by the network to the UTM shall include the list of authorized UAV(s) in the target area. The UTM can then initiate current location procedure defined in TS 23.273 [ZZ] for each UE in the list, and have a finer granularity information of the target UAV(s).
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Figure X.Y.2-1: Procedure for UAV Tracking

1.
UE registers to the network and is authorized as a UAV. The UTM might be involved in the authorization procedure. The authorized information is stored in the AMF as part of the UE context.
Editor's note:
Detailed procedure for UAV identification and authorization is FFS.
2.
UTM sends Nnef_EventExposure_Subscribe request to the NEF to subscribe the identity list of authorized UAV(s) in the target area as a Monitoring Event. Additionally, the target area information (e.g., list of cells, geographic area) is included.
3.
NEF identifies the AMF(s) based on the target area information, and subscribes the event exposure to AMF(s) indicating request for the identity list of authorized UAV(s) and the associating target area (e.g., list of cell(s), NG-RAN node(s) and/or TAI(s)).
4.
AMF acknowledges the execution of the subscription of NEF.
5.
NEF acknowledges the execution of Nnef_EventExposure_Subscribe.
6.
AMF collects the list of authorized UAV(s) in the target area based on the authorization information in step 1.

7.
AMF sends the event report by means of Namf_EventExposure_Notify message, and the event report includes the identity list of authorized UAV(s).
NOTE:
The event report can be an immediate or one-time reporting, periodic reporting or event based reporting.
Editor's note:
Which UE identity (e.g. GPSI) is used to indicate the identity list of UAV is FFS.
8.
The NEF combines the results from all the involved AMF(s), and forwards to the UTM the list of authorized UAV(s).
9.
After UTM receives the identity list of the authorized UAV(s), it may initiate the Location Procedure for each UAV in the list as defined in TS 23.273 [ZZ], where the periodic location can be used for tracking each UAV.

X.Y.3
Impacts on Existing Nodes and Functionality
The solution has impacts in the following entities:

AMF:

-
Needs to support the Monitoring Event “identity list of aerial UEs in the target area”. 
-
Needs to store the UAV related information.
-
Needs to notify the identity list of UAV(s) to NEF.
NEF:

-
Needs to support the Monitoring Event “identity list of aerial UEs in the target area”.
* * * * End of changes * * * *[image: image3.png]
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1. Configuration of keying material


1. Configuration of keying material


2. MCData clients initiate service in off-network


3. User requests transmission of a one-to-one SDS message to the terminating MCData user


4. Generate PCK, PCK ID for terminating MCData user and encrypt using UID of the terminating user


5. Generate MiKEY-SAKKE I_MESSAGE and sign


6. One-to-one SDS message (MCData specific elements, Encrypted user payload, MIKEY-SAKKE I_MESSAGE)
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