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Abstract of the contribution: This contribution proposes a set of technical issues for FS_ID_UAS-SA2.
1
Background
The document proposes a brief description of the key issues to be addressed in the study.
1.1 UAV Authorization and Authentication

Aerial vehicle authentication and authorization is a feature considered since Rel. 15. In Rel. 15, an indication in the UAV subscription has been added to indicate “subscription-based aerial UE identification”, i.e. that the UE corresponding to the UAV is authorized for aerial operations.
When such feature was added, a long liaision exchange took place between SA2 and RAN2.

Specifically, we should consider the key RAN2 questions in S2-176869 and the answer from SA2: 
-
RAN2 Question: Specifically, for certification/license/authorization issue, RAN2 thinks that is out of the RAN2 expertise and would kindly like to consult SA2 whether it is feasible to signal “certificate/licence/authorization” information of a UE to be used as an aerial UE from CN to the eNB.

SA2 Response: Certification/licensing aspects related to devices, SA2 understands that it is not SA2 responsibility. SA2 can provide means to indicate if a user is allowed to have such devices, if such devices are identified as a 3GPP “UE” belonging to a subscriber associated with an operator’s PLMN. Such information, depending on RAN2 investigation and its requirement(s) can be provided as part of user’s subscription information but the actual certification/licensing aspects are outside of SA2 expertise. 

However, such UAV identification does not satisfy SA1 and regulatory requirements since such authorization only indicates that the subscriber is authorized for aerial operations, and not the specific UAV. Thus, by moving the SIM card, a non-legitimate UAV may be put in operations (e.g. user X subscribes for UAV operations for a 250 grams UAV, but places the SIM card in a 5 Kg UAV which is subject to very different regulations). Therefore, support for UAV authorization and authentication by UTM with involvement by the MNO to ensure that both the subscription and the UAV are authorized for aerial operations is essential. 
2. Proposal

It is proposed to include the following key issue in TR 23.754. All the text is new.
* * * * First Change * * * *
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The following issues will investigate architectural changes to address the following issues:

Issue 1: UAV identification
-    What identities are associated to and how are they used by an UAV and/or a UAV Controller in the 3GPP system, and what identities are exchanged with parties outside the 3GPP system (e.g. third party authorized entities for UAV identification) to enable 3GPP system to provide support for UAV authorization, authentication, identification, and tracking of UAVs

NOTE: UAV identification excludes UAV detection, e.g. by the RAN, and focuses on the assignment and usage of UAV identities in the 3GPP system.

-     how does the 3GPP system interact with the UTM to enable UAV identification

Issue 2: UAV authorization by UTM
-    how are UAVs authorized for operation in the 3GPP system to enable UAV tracking and identification once the UAV is authorized for flight by the UTM
Issue 3: UAV Controller identification and authorization/authentication
-
whether and how UAV Controllers need to be authenticated and authorized as part of UAS authentication and authorization, UAV Controller and UAV(s) associated, and UAV Controller to UAV(s) communications authorized.

-
this includes identification and authorization/authentication of UAV pilot, UAV controller(s), UAV operator

Issue 4: UAV and UAV Controllertracking
-
What information is required for the 3GPP system to track the UAV and the UAV Controller , e.g., a target areaand  track duration?
Issue 5: UAV authorization revocation and (re)authorization failures
-
How are UAV handled in case of failed (re)authorization or revocation of authorization by the UTM, considering handling of UAV connectivity with UAV Controller and expected UAV behavior.
Issue 6: UAV Controller and UAV association

-
How are an UAV Controller and a (set of) UAV(s) associated and considereda UAS, e.g. to enable UTM flight mission authorization for the UAS, and to what extent is the 3GPP system involved in the association?
Issue 7: User Plane Connectivity for UAVs
-
How UAV(s) and a UAV Controller establish connectivity in the 3GPP system for UAV operation.

* * * * End of Change * * * *
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