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1. Overall Description:

SA2 would like to thank SA3 for their LS on PC5 unicast and groupcast security protection including the following analysis and request regarding the link identifier update procedure defined in clause 6.3.3.2 of TS 23.287.
	SA3 update: 

SA3 has identified the following security problems for the following procedures:

· Link identifier update for a unicast link specified in clause 6.3.3.1 in TS 23.287

This procedure fails to mitigate trackability and linkability attacks from an eavesdropper who could link the old source L2 ID and the new source L2 ID of a participating UE by making an association with the Kd session ID and/or the destination L2 ID. These identities (Kd session ID and/or the destination L2 ID) are left unchanged and sent in cleartext before/during and after the procedure. For this reason, SA3 have concluded that changing the layer 2 identities and the shared identities (e.g. Key IDs) for both UEs at the same time as proposed in solution #1 in TR 33.836 is chosen as the basis for normative work for protecting the privacy of PC5 unicast connections. Since SA2 are specifying the Link identifier update procedure in TS 23.287, SA3 propose that they will capture the security requirement of changing both sets of identities in the same run of Link identifier update procedure and request SA2 to update the procedure in their specification to satisfy that requirement.




In our understanding, SA3 has requested SA2 to capture a new security requirement for changing sets of identities of both UEs (Layer 2 identities and shared identities, e.g., Key IDs) in the same run of Link identifier update procedure.
SA2 has agreed to capture the above security requirement and to update the Link identifier update procedure in TS 23.287 to satisfy the above requirement. The agreed SA2 CR is attached.
2. Actions:

To SA3 & CT1 
ACTION: 
SA2 kindly asks SA3 & CT1 to take the above information into account for their further work.
3. Date of Next SA WG2 Meetings:

SA WG2 Meeting #137

24 – 28 February 2020

New Delhi, India
SA WG2 Meeting #138

20 – 24 April 2020

Dubrovnik, HR

