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Abstract of the contribution: This proposes a new solution for key issue #4: UE Onboarding and remote provisioning
Discussion
In Key Issue#4: UE Onboarding and remote provisioning, the issues are listed below for the network and UE  

-
how does the UE discover and select the NPN before UE subscription is provisioned?
-
how does the network authenticate the UE before the UE’s subscription is provisioned?

Furthermore, after the network authenticates the UE, how does the network provide and update the subscription of the authorized UE to allow the UE to request connectivity to a desired NPN? Also, how to remotely provision the required new or updated information to the UE for enabling the UE to access the NPN using 5GS?

To consider the above the issues, the following factory scenario is used as the precondition:
-
Inside a factory, the IoT devices are provided by the IoT vendors to enable the functionalities operated to achieve the tasks required in the factory. However, most of those IoT devices are sealed and usually stay static when they are deployed. Furthermore, those IoT devices have no User Interfaces (UIs) for users to configure them. Therefore, those IoT devices cannot be manually configured one-by-one and thus an efficient mechanism is required to provide the subscriptions/credentials and to configure those IoT devices by the current NPN system. This mechanism shall be able to flexibly update the subscription information if necessary for those IoT devices. Also, they are usually grouped together and be provided by a batch manner.
In summary, everything in such IoT device is remotely managed and requires a Secure Element (SE) within such device for the storage, management and operations of the subscriptions. GSMA has developed an effective solution that is adequate for IoT devices inside a factory environment i.e. eSIM. It is proposed to use eSIM as a solution to solve KI#4: UE Onboarding and remote provisioning. 5GS can be used along with eSIM solution without any changes. Though eSIM and its specifications are outside 3GPP scope, it is relevant to document the use of eSIM as a potential solution.
Observation: GSMA eSIM solution can be applied as an efficient mechanism to remotely provision and update the NPN subscription without changing the current 5GS entities and procedures.
Proposal

According to the discussion listed above, it is proposed to solve Key Issue #4: UE Onboarding and remote to include the following solution in TR 23.700-07-020.
* * * Start of change * * * 

6.X Solution X: The Remote Factory-IoT Provisioning Mechanism
6.X.1
Introduction

Editor's Note: This clause lists the key issue(s) addressed by this solution, and briefly the main principles of the solution.
The solution is based on factory environment described as precondition:
-
Inside a factory, the IoT devices are provided by the IoT vendors to enable the functionalities operated to achieve the tasks required in the factory. However, most of those IoT devices are sealed and usually stay static when they are deployed. Furthermore, those IoT devices have no User Interfaces (UIs) for users to configure them. Therefore, those IoT devices cannot be manually configured one-by-one and they require an efficient mechanism to provide the subscriptions/credentials and to configure those IoT devices by the current NPN system. This mechanism shallbe able to flexibly update the subscription information if necessary for those IoT devices. Also, they are usually grouped together and be provided by a batch manner.
Based on the above factory scenario, the factory vendor (i.e. NPN operator) can deploy the NPN system as a Standalone NPN (SNPN) or a PLMN integrated NPN as described in clause 5.20.2 and clause 5.20.3 in TS 23.501 [xx].
6.X.2
Functional Description

Editor's Note: This clause further details the solution principles and any assumptions made.

Each IoT device is embedded with a eUICC (the secure element) and supports network access technologies such as E-URTA or NR. Furthermore, each IoT device has a default subscription in the eUICC to allow the IoT device to connect to the network when this IoT device turns on for the first time. Therefore, this deployed IoT device can obtain the IP connectivity after this IoT device is authenticated by the default operator.
NOTE 1: The default subscription in the embedded eUICC can be a PLMN operator. The IoT devices with default subscription can perform PLMN selection and register to the PLMN network based on the procedure specified in TS 23.122 [xx].
Besides, each IoT device shall support Bearer Independent Protocol (BIP) specified in ETSI TS 102 127 [xx] required in GSMA eSIM solution to enable the eUICC to set up the communication channel between eUICC and the eUICC platform via the  IoT device to receive the information as shown in Figure 1.
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Figure 1: BIP Channel established among eUICC, ME and eUICC platform.
Therefore, the eUICC can obtain initial NPN subscription by using the communication channel provided by BIP protocol via the IoT device. After installing the received NPN subscription into the eUICC inside the IoT device, the IoT device may deregister from the current network and initiate a PLMN selection procedure to register to a suitable NPN if the received NPN subscription is for a SNPN or a suitable CAG cell if the received NPN subscription is for a PNI NPN.
NOTE 2: the detailed operations of the interaction among the eUICC, IoT device and the eUICC platform are out of 3GPP scope.
If the NPN operator wants to update or replace the NPN subscription, as long as the BIP channel is still maintained, the eUICC platform can always update or send new NPN subscription toward the eUICC in the IoT device if necessary as shown in Figure 2. 
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Figure 2: the provisioning of new NPN subscription 
6.X.3
Procedures

Editor's Note: This clause describes procedures and information flows for the solution.

No changes to the current 5G procedures.
6.X.4
Impacts on existing entities and interfaces
Editor's Note: This clause lists impacts to existing entities and interfaces.

UE devices shall support the BIP protocol with eUICC.
* * * End of changes * * * 

3GPP

SA WG2 TD


IoT
eUICC




eUICC Platform






BIP Open Channel
OK (channel number)



Send (Data)






Data sent in TCP/IP packets
Data received in TCP/IP packets
The network connectivity provided by the default operator









IoT
The network connectivity provided by the NPN operator




eUICC Platform
New 
NPN subscription






New 
NPN subscription



