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Abstract: This contribution proposes to clarify some points related to security for the L2 relay architecture and remove the corresponding Editor’s Notes.
1 	Introduction
There are several open issues in the description of the proposal L2 UE-to-Network Relay architecture related to security and initial registration.  This contribution addresses some of them and proposes to close the corresponding Editor’s Notes.
2	Discussion
2.1	User-plane integrity
TR 23.752 contains an Editor’s Note indicating that the handling of user-plane integrity protection for the L2 relay architecture is FFS
	Editor's note:	How and where user plane integrity protection is enforced e.g. NG-RAN node or UE-to-Network Relay UE is FFS.
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This note is somewhat mysterious, since the end-to-end PDCP layer in the proposed L2 architecture (already described in section 6.7.2.8 immediately before the Editor’s Note) would naturally enforce user-plane integrity protection at the NG-RAN node and the remote UE as usual. Any enforcement of UP integrity at the UE-to-Network Relay UE would break the layering.
Furthermore, there seems no particular motivation to enforce UP integrity at the relay UE. The intention of UP integrity enforcement is to prevent attacks based on data injection by intercepting the spurious data at the PDCP layer and preventing it from propagating to other layers; the only gain from enforcing integrity checking at the relay UE would be to offload the checking from the NG-RAN node (uplink direction) or the remote UE (downlink direction), neither of which seems compelling. 
Proposal 1: Remove the Editor’s Note on UP integrity and clarify that end-to-end PDCP handles UP integrity along with other aspects of security.
2.2	Registration and authentication for OOC remote UE
When the remote UE starts operation out of coverage, it obviously still needs to go through registration and authentication, and this can only be done through the relay UE. It follows that the relay UE needs to pass NAS signalling for the remote UE before the remote UE is registered and authenticated with the network.  The procedure can be transparent to the core network, but requires the relay UE to exercise some constraints on its operation so that it does not arbitrarily pass traffic for unauthenticated UEs.
One reasonable possibility would be for the relay UE to pass NAS signalling only; that is, a UE-to-Network Relay UE will forward NAS signalling for any UE that pairs with it over PC5 and requests relaying. (Note that the remote UE would still need authorisation to use PC5—for the OOC case this would need to depend on preconfiguration). The details of how the relay UE recognises NAS signalling at this stage are subject to RAN2 decision (e.g., the bearer mapping could allow the remote UE’s SRB2 to be recognised and given distinguished treatment at the relay UE).
Proposal 2: In order to support initial registration and authentication, the UE-to-Network Relay UE forwards NAS signalling for the Remote UE.
Note that AMF selection for the remote UE does not need any special support—since the RRC signalling of the remote UE is visible to the NG-RAN node, existing procedures can be used. We therefore submit that the Editor’s Note on identification of the remote UE’s AMF can be removed and replaced with a statement that legacy procedures are used.
Proposal 3: Remove the Editor’s Note on how the NG-RAN node identifies the remote UE’s AMF, and clarify that existing procedures are used for this.
So that the relay UE recognises when it can begin forwarding traffic, it may be necessary to have the relay UE notified when a service request procedure completes. This functionality currently seems to be subsumed in step 7 of section 6.7.3: “For service request case, User Plane connection for PDU Sessions can also be activated.” Beginning to forward UP data for the PDU session requires some action on the part of the relay UE.
Proposal 4: After a successful service request by the Remote UE, the Remote UE’s AMF notifies the UE-to-Network Relay UE that the service request is complete. The details of the signalling (e.g. potential involvement of the UE-to-Network Relay UE’s AMF) are FFS.
2.3	Establishment of security between relay and remote UEs
An Editor’s Note currently states that “Details of security credentials to set up a security context for subsequent PC5 communication between the Remote UE and the UE-to-Network Relay UE are FFS.”  As stated, this seems to relate only to the credentials for operation on PC5, i.e. it does not discuss the Remote UE’s credentials that are necessary for it to obtain relayed service from the network.
Section 6.7.2.4 already addresses the subject of authorisation and provisioning and establishes that the parameters for operation as a remote or relay UE may be preconfigured in the ME, configured in the UICC, and/or provided by the PCF in the serving PLMN.  There is an Editor’s Note indicating that the need for preconfigured credentials for the out-of-coverage case is FFS.  This appears to address the configuration of security credentials for remote/relay UE operation, and we submit that the Editor’s Note in section 6.7.3 is not necessary to cover this issue.
What may be an issue for discussion is whether the remote UE’s PC5 credentials are checked directly by the relay UE or by the network (with subsequent notification to the relay UE so that it knows if the remote UE can be admitted).  This seems to be an SA3 topic; the Editor’s Note may be understood to cover it, but it should be clarified that this is dependent on SA3 work rather than an FFS for resolution in SA2.
Proposal 5: Reword the Editor’s Note on security credentials to clarify that the open point is checking of the credentials by the UE-to-Network Relay UE or the network, and that this can be determined by SA3.
3	Conclusions
This document promulgated the following proposals:
Proposal 1: Remove the Editor’s Note on UP integrity and clarify that end-to-end PDCP handles UP integrity along with other aspects of security.
Proposal 2: In order to support initial registration and authentication, the UE-to-Network Relay UE forwards NAS signalling for the Remote UE.
Proposal 3: Remove the Editor’s Note on how the NG-RAN node identifies the remote UE’s AMF, and clarify that existing procedures are used for this.
Proposal 4: After a successful service request by the Remote UE, the Remote UE’s AMF notifies the UE-to-Network Relay UE that the service request is complete.  The details of the signalling (e.g. potential involvement of the UE-to-Network Relay UE’s AMF) are FFS.
Proposal 5: Reword the Editor’s Note on security credentials to clarify that the open point is checking of the credentials by the UE-to-Network Relay UE or the network, and that this can be determined by SA3.
A matching pCR to TR 23.752 is supplied in the next section.
pCR 23.752
[bookmark: _Toc26173056][bookmark: _Toc26516380]6.7.2.8	Security
Security (confidentiality and integrity protection, including user-plane integrity protection) is enforced at the PDCP layer between the endpoints at the Remote UE and the gNB. The PDCP traffic is relayed securely over two links, one between the Remote UE and the UE-to-Network Relay UE and the other between the UE-to-Network Relay UE to the gNB without exposing any of the Remote UE's plaintext data to the UE-to-Network Relay.
Editor's note:	How and where user plane integrity protection is enforced e.g. NG-RAN node or UE-to-Network Relay UE is FFS.
NOTE:	Further analysis of security requirements will be done in SA WG3.
[bookmark: _Toc26173057][bookmark: _Toc26516381]6.7.3	Procedures


Figure 6.7.3-1: Connection Establishment for Indirect Communication via UE-to-Network Relay UE
0.	If in coverage, the Remote UE and UE-to-Network Relay UE may independently perform the initial registration to the network according to registration procedures in TS 23.502 [8]. The allocated 5G GUTI of the Remote UE is maintained when later NAS signalling between Remote UE and Network is exchanged via the the UE-to-Network Relay UE.
NOTE:	The current procedures shown here assume a single hop relay.
1.	If in coverage, the Remote UE and UE-to-Network Relay UE independently get the service authorization for indirect communication from the network.  If the Remote UE is out of coverage, authorization for indirect communication depends on preconfiguration.
Editor's note:	Details Checking of security credentials to set up a security context for subsequent PC5 communication between the Remote UE and the UE-to-Network Relay UE are FFSby the UE-to-Network Relay UE or the network depends on decisions of SA3.
Editor's note:	It is FFS how to perform initial registration and update authorization information when the device has not been in coverage.
2-3.	The Remote UE and UE-to-Network Relay UE perform UE-to-Network Relay UE discovery and selection.
Editor's note:	The detailed solution depends on the output of discovery procedure for both cases where the Remote UE is out of coverage or in coverage.
Editor's note:	Which entities perform UE-to-Network Relay selection and what criterion are used for UE-to-Network Relay selection are FFS.
4.	Remote UE initiates a one-to-one communication connection with the selected UE-to-Network Relay UE over PC5, by sending an indirect communication request message to the UE-to-Network Relay.
5.	If the UE-to-Network Relay UE is in CM_IDLE state, triggered by the communication request received from the Remote UE, the UE-to-Network Relay UE sends a Service Request message over PC5 to its serving AMF.
	The Relay's AMF may perform authentication of the UE-to-Network Relay UE based on NAS message validation and if needed the AMF will check the subscription data.
	If the UE-to-Network Relay UE is already in CM_CONNECTED state and is authorised to perform Relay service then step 5 is omitted.
Editor's note:	Whether AMF needs to further interact with PCF is FFS.
Editor's note:	Potential interaction between the Relay UE's AMF and Remote UE's AMF is FFS.
6.	The UE-to-Network Relay UE sends the indirect communication response message to the Remote UE.
7.	Remote UE sends a NAS message to the serving AMF. The NAS message is encapsulated in an RRC message that is sent over PC5 to the UE-to-Network Relay UE, and the UE-to-Network Relay UE forwards the message to the NG-RAN. The NG-RAN derives Remote UE's serving AMF using legacy procedures (i.e. based on the contents of the RRC message) and forwards the NAS message to this AMF. The UE-to-Network Relay UE passes the corresponding NAS signalling to the Remote UE’s AMF without confirmation of the Remote UE’s authentication status.
Editor's note:	How the NG-RAN derives the Remote UE's AMF is FFS.
NOTE:	It is assumed that the Remote UE's PLMN is accessible by the UE-to-Network Relay's PLMN and that UE-to-Network Relay UE AMF supports all S-NSSAIs the Remote UE may want to connect to.
Editor's note:	Interaction between the Relay UE's AMF and Remote UE's AMF is FFS.
	If Remote UE has not performed the initial registration to the network in step 0, the NAS message is initial registration message. Otherwise, the NAS message is service request message.
Editor's note:	How the UE-to-Network Relay UE forwards the message to the NG-RAN depends on RAN specified L2 relay method.
	If the Remote UE performs initial registration via the UE-to-Network relay, the Remote UE's serving AMF may perform authentication of the Remote UE based on NAS message validation and if needed the Remote UE's AMF checks the subscription data.
	For service request case, User Plane connection for PDU Sessions can also be activated. The other steps follow the clause 4.2.3.2 in TS 23.502 [8].
7a.	In the service request case, the Remote UE’s AMF notifies the UE-to-Network Relay UE that the UP connection for the PDU Session can be activated.
Editor's note:	Signalling details between the Remote UE’s AMF and the UE-to-Network Relay UE and involvement of the UE-to-Network Relay UE’s AMF are FFS.
8.	Remote UE may trigger the PDU Session Establishment procedure as defined in clause 4.3.2.2 of TS 23.502 [8].
9.	The data is transmitted between Remote UE and UPF via UE-to-Network Relay UE and NG-RAN. The UE-to-Network Relay UE forwards all the data messages between the Remote UE and NG-RAN using RAN specified L2 relay method.
Editor's note:	How to handle the PDU Session related attributes (e.g. S-NSSAI) regarding the relay scenario is FFS.
Editor's note:	How the NG-RAN releases the Remote UE's resources when the Relay UE disconnects is FFS.
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