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1. Introduction
CT4 LS S2-1911943 / C4-195471 was postponed in SA2 #136 in the absence of contributions that would address the comments made by CT4. This document analyses the issues brought up by the LS. 
The following main problems are identified in the Exception Data Rate Control procedure:
1. PGW generates charging data, but UPF does not (it's done by SMF based on information received from UPF)
2. Exception Data is likely to be dropped incorrectly, due to "MO Exception Data Indication" arriving at UPF after the exception data packet.
3. The end condition for the MO Exception Data in the UPF is not specified. 
Proposed corrections to enhance the existing solution for 5GS are shown in clause 2.
2. Identified problems
2.1 PDU session release (home-routed roaming case)
3a.	(UE or HPLMN initiated release) The H-SMF prepares the SM Release PDU Session Command message and initiates the PDU Session Release towards the UE by invoking the Nsmf_PDUSession_Update Request service operation towards the V-SMF. The Nsmf_PDUSession_Update Request contains necessary information to build the SM Release PDU Session Command by the V-SMF towards the UE (for example a Release Cause or PCO).
	If the UPF included Small Data Rate Control Status in step 2 then the SMF includes Small Data Rate Control Status in the request to the AMF.
CR 23.502 #1808r3 (S2-1911505) deletes the Small Data Rate Control Status and APN Rate Control Status parameters from Nsmf_PDUSession_Update. 
Observation 1: The highlighted sentence must be deleted as the Rate Control Status parameter is not present in Nsmf_PDUSession_Update service operation any longer. 
2.2 N26 Procedures
2) Clause 4.11.1.1 of TS 23.502 specifies:
During interworking from 5GS to EPS, as a PDU Session may be released while the UE is served by EPS, if Small Data Rate Control is used the PGW-C+SMF obtains the Small Data Rate Control Status from the PGW-U+UPF in the N4 Session Modification procedure and passes it in the PDU Session Context Response to the AMF, for the AMF to store. The time to store the Small Data Rate Control Statuses is implementation specific. If the UE and PGW-U+UPF have stored APN Rate Control parameters and optionally APN Rate Control Status they are only applied when the UE is served by EPS.
Clause 4.11.1.2.1 of TS 23.502 specifies, for a 5GS to EPS handover using N26, for a HR PDU session: 
2.	…
	In the case of HR roaming, the AMF by using Nsmf_PDUSession_Context Request requests the V-SMF to provide SM Context that also includes the mapped EPS Bearer Contexts. The AMF provides the target MME capability to SMF in the request to allow the V-SMF to determine whether to include EPS Bearer context for Ethernet PDN Type or non-IP PDN Type or not. …
	
NOTE 3:	In home routed roaming scenario, the UE's SM EPS Contexts are obtained from the V-SMF.
These requirements do not allow the AMF to retrieve the rate control status from the H-SMF (or SMF for a PDU session with an I-SMF). New signalling interactions are required between the V-SMF and H-SMF, to enable the V-SMF (or I-SMF) to retrieve the rate control status from the H-SMF (or SMF).

Note: TS 29.502 supports a RetrieveSmContext service operation over N11 to support the above  "Nsmf_PDUSession_Context Request", but no similar service operation is supported over N16. 
Observation 2: in 23.502 clause 4.11.1.2.1 step 2a the AMF must be able to retrieve the Small Data Rate Control related information (when Small Data Rate Control applies). Three cases must be considered:
1. Non-roaming / LBO, step 2a goes all the way to PGW-C / SMF and the PGW-C / SMF provides back Small Data Rate Control related information, if Small Data Rate Control applies.
2. Home-routed case without Small Data Rate Control, step 2a (Nsmf_PDUSession_Context Request).
stops at V-SMF
3. Home-routed with Small Data Rate Control, in step 2a V-SMF receives Nsmf_PDUSession_Context Request, and in addition, V-SMF must fetch Small Data Rate Control Status from PGW-C / H-SMF.
The V-SMF needs to disambiguate between case 2 and case 3 above while the H-SMF is the entity that knows whether Small data rate control applies to the PDU Session. For this purpose, it is proposed that the H-SMF provides the V-SMF with an indication whether Small data rate control applies to the PDU Session and the V-SMF uses this indication when it receives Nsmf_PDUSession_Context Request in 23.502 clause 4.11.1.2.1 step 2a, but only for context request for EPS PDN Connection. 
The H-SMF provides the V-SMF with an indication whether Small data rate control applies to the PDU Session as follows: 
· The H-SMF provides this indication in N16 Create Response at PDU Session establishment
· The H-SMF provides this indication to the new V-SMF at V-SMF change in Update Response

For affected 23.502 clauses, ensure that when ETSUN applies, the I-SMF shall support the above V-SMF role, and the SMF shall support the above H-SMF role.

The same principle applies also on idle mode mobility in Registration procedure. 
2.3 Exception data rate control principles 
23.501 CR1666R3 (S2-1910639) "Corrections to Small Data Rate Control and Exception Reporting", agreed at SA2#135, specifies:
For NB-IoT the AMF maintains an "MO Exception data counter" which is incremented when the RRC establishment cause "MO exception data" is received from NG-RAN, and reports the "MO Exception data counter" to all (H-)SMFs which have PDU Sessions that are subject to Small Data Rate Control. Each (H-)SMF reports the "MO Exception data counter" to each UPF for each PDU Session to which Small Data Rate Control applies. PDUs transferred during an RRC Connection established for "MO Exception data" are considered to be exception data for Small Data Rate Control purposes.
CT4 assumption has been that UPF does not know which packets are exception data and simply counts any packets exceeding the normal small data rate control rate as "exception data". 
CT4 assumption on UPF being not able to distinguish between normal packets and MO Exception Data packets is correct. UPF need not determine by traffic analysis which packets belong to “Exception data". After receiving the "MO Exception Data" indication from the SMF, the UPF considers all packets as "Exception Data" 
"MO Exception Data Counter" is sent to SMF in order to inform it that subsequent UL/DL packets are considered as MO Exception Data in terms of rate control and charging. Since the SMF generates the charging information, the counter is not relevant for the UPF. After receiving "MO Exception Data Counter" from the AMF, the SMF sends an "MO Exception Data Indicator" to UPF to tell it to consider all subsequent data packets as MO or MT Exception Data.  
Upon receiving the "MO Exception Data Indicator", the UPF increments the 'maximum allowed rate' (see TS 23.501 clause 5.31.14.3) from 'number of packets allowed per time unit' to 'number of packets allowed per time unit' + 'number of additional allowed exception report packets per time unit'.
2.4 Problem with the Exception Data Rate Control solution
Handling of Exception data rate control assumes the capability to signal to the UPF whether traffic exchanged over a PDU Session corresponds to an RRC connection established for normal data or established for exception data. This is intended to guide the UPF to differentiate "normal data" from "exception data". Information on the nature (normal / exception related) of RRC connection used by UL traffic of a PDU Session is transferred over CP (N11, N4 and possibly N16(a)). 
The "MO Exception Data" indication (shown blue in Figure 1) and the User Plane packet data (shown red in Figure 1) take different routes and different transport protocols (i.e. HTTP over TCP for N11 and N16(a), PFCP over UDP for N4, GTP-U over UDP over N4 and N9), and consequently, it is very likely that the Exception Data packet exceeding the Small Data Rate Control limit may arrive to UPF before the AMF originated "MO Exception Data" indication. In such case, the UPF is not yet aware that the packet is Exception Data, the UPF considers it normal data and can drop the packet. 
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Figure 1, UPF terminated CP CIoT 5GS Optimisation signalling and small data path
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Figure 2', UPF terminated UP CIoT 5GS Optimisation signalling and small data paths

Observation 4: If exception data packet (red) arrives in UPF before the corresponding indication of "MO Exception Data Indication" (blue) arrives from the SMF, then the UPF will drop the exception data packet if the Small Data Rate Control quota has been reached even if this packet should have been accepted as an Exception Data. 
For UPF and NEF anchored small data, the current solution requires that the network termination point receives "MO Exception Data Indication" before any corresponding data packet. Possible solutions to achieve it include:
1. UPF terminated Control Plane CIoT 5GS Optimisation: V-SMF forwards "MO Exception Data Counter" to H-SMF and waits for N16 acknowledgement from the H-SMF before passing on the user data packet. H-SMF sends N16 acknowledgement after getting the N4 acknowledgement (i.e. after UPF is updated with the MO Exception Data indication).
2. UPF terminated User Plane CIoT 5GS Optimisations: V-SMF holds back the N3 UP establishment (answering to AMF request for UP/N3 re-establishment) only after it has received an acknowledgement that the UPF has received the indication of "MO Exception Data" over N4. The V-SMF/I-SMF need to wait for an acknowledgement from H-SMF/S-MF that it has updated the PSA (the UPF enforcing the Small Data Rate Control) with the indication of RRC connection established for exception data.
3. NEF terminated Control Plane CIoT 5GS Optimisation: According to item 1 above, the AMF sends "MO Exception Data Counter" to all affected NEFs as part of the UP UL Small Data procedure in TS 23.502 clause 4.24.1. Steps 0 – 4 of this UPF anchored CP MO data are re-used by reference in NEF anchored MO Data in clause 4.25.4, so the "MO Exception Data Counter/Indication" travels along the same path before the first related Exception Data packet in step 2 of clause 4.25.4. 
2.5 Detection of DL Exception Data in UPF / NEF
The PDU session network termination point needs some criteria to determine when to apply MT Exception Data Rate Control instead of the normal Small Data Rate Control. Possible alternatives could be:
1. Event Driven: If "MO Exception Data" indication is received but no indication of "Normal Data" has been received, all DL data is considered MT Exception Data. This may require the AMF to send a "Normal Data" indication to the SMF and UPF/NEF, when an RRC connection for exception data is released, to avoid the UPF/NEF to count "normal" DL packets that may arrive later as exception data. 
2. Event Driven: If "MO Exception Data" indication is received, and the corresponding N3 tunnel has not been released yet, all DL data is considered MT Exception Data. This only works over UP. 
3. Timer based: After "MO Exception Data" indication is received, all DL data is considered as MT Exception Data
The originators propose to adopt alternative 1, the AMF explicitly indicating "Normal Data" to SMF and UPF and NEF to end the Exception Data Rate Control procedure.
3. Conclusions
CR correcting issues identified above is in S2-2000394 and S2-2000395. LS replying back to CT4 and explaining also Observation 3 is in S2-2000392. 
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