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Abstract of the contribution: This contribution proposes a solution for KI#2 on Edge Relocation Improvements and seamless change of application server for stateful applications.
1
Background
Key Issue #2 considers various scenarios with respect ot UE mobility and edge application server relocation due to EAS/LDN congestion, outage and DNAI change. The various assumptions and solution direction is explained in the description section – 6.Y.1, procedures are in 6.Y.2.
2. 


Proposal

It is proposed to include the following solution in TR 23.748.
* * * * Start of Change * * * *
6.Y
Solution #Y: Seamless Change of EAS for Stateful Applications
6.Y.1
Description

Editor's Note: This clause will describe the solution principles and architecture assumptions for corresponding key issue(s). Sub-clause(s) may be added to capture details. 

This solution builds on 6.X – Solution #X: EAS Discovery using DNS /IP Anycast and addresses the issues on Edge Relocation (Key Issue #2). It is designed to provide 5GS/network support such that it is applicable across a wide range of application architectures, hosting models and works with all the DNS/anycast modes when server is relocated.
A general assumption is that change of UE IP address (i.e., change of UPF-PSA) and change of EAS for stateful applications are independent that cannot always be coordinated. For example, when a UE moves to a new location/UPF-PSA, the EAS/LDN closest maybe heavily overloaded or the application domain is applying some policy to mitigate DDoS attacks, or a variety of other reasons. Conversely, even if the UE has not moved at all, non-5GS factors such as site maintenance or others may require a change of EAS/LDN. This is determined by the orchestration layer of the application domain and are out of scope of this solution. 
The solution also assumes that when a more suitable UPF-PSA should be selected, 5GS could do so without necessarily coordinating with the edge application domain. The aim in 6.X - Solution #X: EAS Discovery using DNS/IP Anycast – and this solution is that the N3 path (gNB – UPF) is short, with QoS/slice guarantees from the routed transport underlay. The entire path across N3, N6 has minimum data path touch points - thus low queuing delays and high robustness. Overlay control mechanisms (including AF influenced) react slower to congestion or failure. 

UE mobility that results in selection of new UPF-PSA inevitably experiences some jitter. When selecting a new UPF-PSA, the UE may rely on URSP or configured information to inform 5GC to select appropriate UPF. PDU sessions with SSC mode 3 can minimize packet loss as a result of UPF relocation but may incur some out of order packet delivery. End-system buffers at UE and reliable transport protocols (QUIC, TCP) can address reordering with minimum E2E latency. With QUIC, zero RTT IP transport re-establishment with a new IP address (new UPF-PSA) is standard. 
This solution considers the case when an stateful EAS should be relocated as a result of UE moving further away.
Stateless applications do not need any additional procedures to cope with change of UPF-PSA or DNAI. DNS and anycast procedures continue to forward to one in set of EAS/LDN for the application.
Stateful applications have UE context and data in selected EAS and should be served by the same EAS until the application domain orchestration decides that a change is needed. Procedures to make the EAS “sticky” while also being resilient to server/site failure is described in 6.Y.2.1. 

When the UE moves further than desired from the initially selected EAS, the application domain makes the decision to relocate the EAS. The application domain uses 5GS measurement information at DNAI and N6 vantage points along with other service aspects, costs and policies for this decision. This solution only considers the connectivity aspects of 5GS and N6 to be in scope and is further described in 6.Y.2.2.
6.Y.2
Procedures

Editor's Note: This clause describes high-level procedures and information flows for the solution.

Procedures for handling EAS for Stateful Applications (6.Y.2.1) and Edge Relocation (6.Y.2.2) are described below. 
6.Y.2.1
EAS for Stateful Applications
The procedure in this section assumes that following a UE’s IP address change (UPF-PSA change), stateful applications may continue to be served by the same EAS (that has UE context and data). Application domain orchestrators may consider UE change of IP address along with other criteria such as server load, DDoS mitigation, etc and decide on EAS reselection (see 6.Y.2.2 for Edge Relocation). 
Since IP anycast routing from the new UPF-PSA does not have flow state, a new EAS may be selected without the procedure proposed here. To enable continued forwarding to the selected EAS, the edge application domain can configure a set of global URLs/IP anycast addresses and a set of local URLs/IP anycast addresses. The initial EAS selection is based on global URL/IP anycast i.e., only one URL/IP anycast configuration is needed globally. For example, a global FQDN (e.g., app.net) is translated to a single anycast address (e.g., A-IP) regardless of where the UE attaches. An application request with anycast destination address A-IP is forwarded to one out of a set of EAS/LDN (e.g., EAS1, IP address E1). The initially selected EAS issues a redirect with local URL (e.g., ldn1.op1.app.net) which DNS translates to a different anycast address (e.g. L1-IP). This anycast address always prefers the selected destination (EAS1, IP address E1) except in case of site failures. Details are shown in the figure and description that follows.
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Figure 6.Y.2.1-1: EAS for Stateful Applications
1.    UE attaches, establishes PDU session to UPF-PSA and launches application. DNS query for application results in an anycast address A-IP.  
DNS translates this query and may use client subnet identifier [RFC 7871] to select the anycast address A-IP. This anycast address represents one of a set of EAS/LDN possible for selection.

2.    UE sends application message with anycast destination address (A-IP). Routers in N6 network select EAS1 /LDN1 (one of of the set of LDNs for A-IP) and forwards the packet. N6 routers forward it to EAS1 (assume IP address E1 is actual address of EAS1).
3.    The application is stateful; EAS1 issues a redirect with URL (ldn1.op1.app.net) configured in DNS.
This redirect/URL translation is designed to direct network to select EAS1 for all subsequent packets, except in case of failure or other explicit redirect from application domain.
4.    UE sends DNS query for domain name ldn1.op1.app.net; and gets the answer with A record including L1-IP. L1-IP is an anycast address that N6 translates to EAS1/LDN1 unless there is a site failure (in which case, other LDN in the set are options).

5.    UE sends application messages with anycast destination address (L1-IP). Routers in N6 network select EAS1 /LDN1 (preferred address for L1-IP) and forwards the packet.  N6 routers forward it to E1 as L1-IP is programmed to forward to EAS1/LDN1.
6.    UE hands over to new (R)AN and UPF-PSA using procedures in TS 23.502. The UE now has IP address UE-IP2.

7.    UE continues to send application messages with anycast destination address (L1-IP). Routers in N6 network do not have flow state, but since EAS1 /LDN1 is preferred address for anycast destination L1-IP, packets are forwarded to this destination. 
The application domain may initiate Edge Relocation sequence at any point as described in 6.Y.2.2.
6.Y.2.2
Edge Relocation

When a UE moves further from the initially selected EAS/LDN, it may be necessary to relocate the edge – i.e., select a new EAS/LDN. The application domain is in the best position to make this decision since it is responsible for handling the end-to-end application flows. For making this decision, the application domain orchestrators take the service aspects, application domain aspects and connectivity. 
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Figure 6.Y.2.2-1: UE Mobility with Edge Relocation
1.    AF is notified periodically with measurement reports for N6 paths as described in solution 6.X (Solution #X: EAS Discovery using DNS and IP Anycast).
2.    UE attaches, establishes PDU session to UPF-PSA with address UE-IP1 and launches application, DNS translation with anycast address, and redirect (steps 1 – 4 in 6.Y.2.1).
3.    UE sends application message with anycast destination address (L1-IP). Routers in N6 network select EAS1 and forwards the packet.
4.    EAS1 notifies AF of UE’s IP address using some application domain signaling (details are out of scope here).
If the AF evaluates that there is a better EAS than the initially selected (EAS1 in this case), the AF may start server relocation procedures.
5.   UE handover to new (R)AN and UPF-PSA using procedures in TS 23.502. The UE now has IP address UE-IP2.

6.    The UE continues to send application messages with new IP address (UE-IP2) and anycast destination address L1-IP. 
For request-response sequences, the EAS gets UE-IP2 address and responds accordingly. If the application pattern is notifications or downstream biased (e.g., multicast video delivery), the UE should send a new request (subscribe, multicast status report change, etc) to initiate redirection to the new UE location/new UPF-PSA. Seamless change can be achieved using SSC mode 3 as described in TS 23.502, 4.3.5.2.
7.    EAS1 notifies AF of UE’s new IP address (UE-IP2) using some application domain signaling (details are out of scope here). AF re-evaluates EAS/LDN and in this case initiates relocation to EAS2.

8.    AF, EAS1 and EAS2 initiate mechanisms to transfer UE context and related data (details are out of scope).

9.    When EAS2 has mirrored application state, EAS1 sends application layer redirect message with URL of new EAS/LDN (EAS2).

10. UE requests DNS to translate URL. DNS returns anycast address L2-IP. 

11. The UE sends application messages with source IP address UE-IP2 and destination address L2-IP. L2-IP is programmed in N6 to route to EAS2 unless there is a site or other large failure. Thus, N6 routers forward packets to EAS2. 
6.Y.3
Impacts on Existing Nodes and Functionality
Editor's Note: This clause captures impacts on existing 3GPP nodes and functional elements.
* * * * End of Change * * * *
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