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Introduction

Incoming LS S2-1904878 is still unanswered. The issues raised in the LS include questions how the 'Downlink data delivery status' (buffered, transmitted, discarded) is detected by the SMF and how packet filters are handled in this context. The LS also suggest that for the 'Availability after DDN Failure' event, the detection in the SMF is the same as for the 'Downlink data delivery status discarded" event.
This paper aims to analyse those questions and to compare some possible solutions. Related change requests are in S2-1906946 (TS 23.501), S2-1907002, S2-1907003 (TS 23.502), S2-1907004, (TS 23.503), and a suggested reply LS is in. S2-1907005.
Buffering at UPF or SMF

TS 23.501, subclause 5.8.3, allows buffering either at UPF or SMF (with support of UPF buffering being mandatory). This is also reflected in the TS 23.502, subclause 4.2.3.3 (Network Triggered Service Request).
Buffering for High Latency communication

TR 23.724 concluded for key issue 3 (high latency communication) that the UPF forwards incoming packets to the SMF. The SMF then uses the Namf_Communication_N1N2MessageTransfer service to send them forward to the AMF
If the UE is in power saving state and temporarily unreachable, the Namf_Communication_N1N2MessageTransfer reply requests downlinks buffering The SMF can then buffer the packets itself or configure the UPF accordingly. The SMF becomes aware of the first buffered packet in that manner.

If buffering in the UPF is used, the SMF then configures the UPF to buffer packets (rather than forwarding them to the SMF).

If buffering at the SMF is used, no re-configuration of the UPF is required and the SMF continues to receive all downlink packets and buffers them.
Detection of Events

Detection of Buffered Packets at the SMF

As outlined above, the SMF is deciding to apply buffering. As it receives all incoming downlink packets while buffering, it can easily detect if any packets from a given source are buffered.

Detection of Buffered Packets at the UPF
For low latency communication the SMF will directly become aware of the need for buffering, see above, and a notification seems only required is source-specific reporting is required.

With the existing functionality it is however not possible for the SMF to detect whether packets of a given source are buffered at the UPF, unless separate packet detection rules are configures for each source; if the packets from several sources are combined via wildcarded filters in one packet detection rule, only the first buffered packet of any source will be reported without identification of the source:

TS 23.501, subclause 5.8.3.2, and related stage 3 already contains a way how the SMF can configure the UPF to send a notification about the first buffered packet for a packet flow, as identified by a packet detection rule: The SMF identifies the packet flow via a packet detection rule and associates a forwarding action rule with action "buffer" and a request for notification of the first buffered packet. The notification identifies the packet flow via the packet detection rule identifier. Thus:

+ Packet filters are provided as part of the configuration from the SMF in the packet detection rule. Packet detection rules are evaluated in a precedence order to resolve overlapping filters. This information is typically derived from PCC rules.
+ There is only a notification about the first buffered packet. The notification does not contain packet filter describing the packet but a reference to the packet detection rule
Detection of Discarded Packets at the SMF
If the buffering is at the SMF, no UPF interaction is required and the SMF can identify the source(s) of the discarded packets.
Detection of Discarded Packets at the UPF

Existing Functionality:

The SMF can instruct the UPF to drop buffered (and subsequent incoming) packets.

But the UPF can also autonomously start to discard buffered and incoming packets based on timers or the amount of buffered downlink data. But for this case, there is no existing mechanism for a notification of discarded packets, and the N4 interface will require extensions.
Possible solutions:

A. Similar to existing detection of buffered packets:
The SMF identifies the packet flow via a packet detection rule and associates a forwarding action rule with action "buffer" and a request for a new notification of the first discarded packet. The notification identifies the packet flow via the packet detection rule identifier.
B. As currently assumed in TS 23.502, subclause 4.15.3.2.3, step 6e (for availability after DDN failure):
When the SMF is informed that the UE is unreachable, the SMF interacts with the UPF to remove the buffered packets and requests the UPF to report the traffic information (e.g. Source IP address, Source port number) of the discarded packets. 

This assumes that the SMF does not configure the UPF to buffer but to immediately discard packets. It is existing N4 functionality to associate an action "drop" rather than "buffer" with a packet detection rule.
However, there is no Notification of discarded packets due to the "drop" action. None seems required, as traffic filters are configured by the SMF in the Packet detection rule. If wildcarded filters are assumed in the packet detection rule, more detailed notifications about dropped packets could be introduced:
B1. A notification about every dropped packet:
B2: UPF analyses dropped packets to detect flows with same source and destination, and only notifies when a new flow is detected.

Recommendations

Options B1 would lead to a high signalling load and is thus not recommended.
Option B2 would require new complex functionality in the UPF and is thus not recommended.
If the SMF configures the UPF to drop packets, a notification seems not required, as suitable packet detection rules can be used.

But It seems a drastic policy not suited for infrequent high latency communication (that motivated the related procedures) to immediately drop packets when the UE is not reachable.

Option A meets the requirements under the assumption that separate packet detection rules are used. Thus, Option A is recommended.
Detection of Transmitted Packets

The SMF can obtain a Notification if the UE is in CM-CONNECTED state via the Namf_EventExposure_Notify service operation. It can then transmit packets it buffered or configure the UPF to do so.
SMF/UPF configuration for High Latency communication and related Event detection
Initial configuration

The SMF needs to configure the UPF to forward incoming packets before high latency communication can start, i.e. at the establishment of the PDP session. Doing such a configuration only when a subscription for related event notification is received seems not appropriate because the basic functionality of buffering packets can be applied independent of any such subscription.

On the other hand, the event subscription can provide packet filters for downlink packets from specific AFs. It seems very complicated to have configured information matching those packet filters before the AF communicated them, and a more generic configuration with wildcarded packet filters at the UPF should thus be assumed to be applied at the establishment of the PDP session.
The SMF could be triggered to do this configuration either based on PCC control or the user profile.

In TR 23.724, for key issue 3 (High Latency communication), it was concluded to use solutions 11, 25 and 39 as the basis for normative work. Solution 25 assumes PCC control: PCC provides the Policy information for extended buffering to the SMF during Session Management Policy Establishment/Modification. Solutions 11 and 39 do not consider that aspect.
It can be assumed that it depends on operator policy whether to use PCC control for UEs with high latency communication.

Configuration for event detection if PCC is not used:

When receiving a subscription for downlink delivers status, the SMF acts as follows:

If buffering is done at the SMF, the SMF can analyse each downlink packet and can easily report detected subscribed events also if packet filters are supplied in the subscription. Under the assumption that a wildcarded packet detection rule for forwarding downlink packets is already installed, no corresponding UPF configuration is required
If buffering is done at the UPF, and packet filters are supplied as part of the subscription, it seems necessary that specific packet detection rules matching those packet filters are installed. The corresponding logic in the SMF would need to also consider other already installed packet detection rules and their priorities and thus replicate policy control functionality that is normally assigned to the PCF.
Configuration for event detection if PCC is used:

It seems necessary that the PCF is aware of a subscription for 'Downlink data delivery status' events, as the PCF would need to install a suitable PCC rule with packet filters matching those received in the subsection and an instruction to apply extended buffering. Note that the PCF is not aware whether buffering is done in SMF or UPF.
Signalling for event subscription from the NEF to SMF:
Status quo:

The following signalling paths are described In TR 23.724:

· Solution 25: NEF to PCF using Npcf_EventExposure_Subscribe, and PCF to SMF using Nsmf_EventExposure_Subscribe.
· Solution 39: NEF to UDM using Nudm_EventExposure_Subscribe, and PCF to SMF using Nudm_EventExposure_Subscribe.
Both solutions have been transferred to TS 23.502, the subscription via PCF for the 'Downlink data delivery status' event, and the subscription via UDR for the 'Availability after DDN Failure' event.

Discussion:

Differences between the events do not justify the different subscription paths. In particular, considerations for PCC control in this paper apply for both events.

The signalling path via PCF requires that PCC is applied and is not suitable if an operator desires to avoid using PCC for UEs with high-latency communication.
The signalling path via UDM seems to rule out that PCC is applied for affected UEs.

But the NEF may not be aware whether PCC is applied for a given UE and select the signalling path based on that.

Proposal:

The UDM signalling path is used.

If PCC is used, the SMF notifies the PCF via a new Policy Control Request Trigger about the subscription to the 'Downlink data delivery status' events. The PCF then installs or updates suitable PCC rules with matching packet filters and a new "AF subscription to downlink data delivery status events IE" (similar to the existing Information on AF subscription to UP change events IE).
Proposals

1. For High Latency communication buffering both at UPF and SMF should be supported.
2. To support buffering at the UPF, a new notification from UPF to SMF about discarded packets is required.

3. Usage of PCC should be optional for High Latency communication.

4. PCC rules for high latency communication need to contain a new "extended buffering" IE.
5. The UDM signalling path is used.

6. If PCC is used, the SMF notifies the PCF via a new Policy Control Request Trigger about the subscription to the 'Downlink data delivery status' events. The PCF then installs or updates suitable PCC rules with matching packet filters and a new "AF subscription to downlink data delivery status events IE"
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