

	
3GPP TSG-SA WG2 Meeting #134	S2-1906903
Sapporo, Japan, June 24 - 28, 2019
	CR-Form-v12.0

	CHANGE REQUEST

	

	
	23.501
	CR
	1456
	rev
	-
	Current version:
	16.1.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	Determining trust relation dynamically

	
	

	Source to WG:
	BlackBerry UK Ltd.

	Source to TSG:
	S2

	
	

	Work item code:
	5WWC
	
	Date:
	June 12, 2019

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-16

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	[bookmark: OLE_LINK1]Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
Rel-12	(Release 12)
Rel-13	(Release 13)
Rel-14	(Release 14)
Rel-15	(Release 15)
Rel-16	(Release 16)

	
	

	Reason for change:
	Clause 4.1.4 of TS 23.402 includes:
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During initial attach or handover attach a UE needs to discover the trust relationship (whether it is a Trusted or Untrusted Non-3GPP Access Network) of the non-3GPP access network in order to know which non-3GPP IP access procedure to initiate. The trust relationship of a non-3GPP access network is made known to the UE with one of the following options:
1)	If the non-3GPP access supports 3GPP-based access authentication, the UE discovers the trust relationship during the 3GPP-based access authentication.
2)	The UE operates on the basis of pre-configured policy in the UE.

It is unclear if the trust indication indicated during “3GPP-based access authentication” (i.e. when there are PLMNs with which "AAA connectivity" is supported) is considered by a UE capable of accessing tutsed non-3GPP access with 5GC.

Furthemore, TS 24.502 currently contains:

Editor's note:Stage 2 does not consider the WLAN dynamically indicating whether it is considered trusted or untrusted. Usage of this indicator in this specification is FFS.
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*** First change ***
[bookmark: _Toc5026034]4.2.8.1	General Concepts to Support Trusted and Untrusted Non-3GPP Access
The 5G Core Network supports connectivity of UEs via non-3GPP access networks, e.g. WLAN access networks.
Only the support of non-3GPP access networks deployed outside the NG-RAN (referred to as "standalone" non-3GPP accesses) is described in this clause.
The 5G Core Network supports both untrusted non-3GPP access networks and trusted non-3GPP access networks (TNANs).
An untrusted non-3GPP access network shall be connected to the 5G Core Network via a Non-3GPP InterWorking Function (N3IWF), whereas a trusted non-3GPP access network shall be connected to the 5G Core Network via a Trusted Non-3GPP Gateway Function (TNGF). Both the N3IWF and the TNGF interface with the 5G Core Network CP and UP functions via the N2 and N3 interfaces, respectively.
A non-3GPP access network may advertise the PLMNs for which it supports trusted connectivity and the type of supported trusted connectivity (e.g. "5G connectivity"). Therefore, the UEs can discover the non-3GPP access networks that can provide trusted connectivity to one or more PLMNs. This is further specified in clause 6.3.12 (Trusted Non-3GPP Access Network selection).
During authentication a UE discovers the trust relationship (whether it is a trusted or untrusted non-3GPP access) of the non-3GPP access network in order to know which non-3GPP IP access procedure to initiate. The trust relationship of a non-3GPP access network is made known to the UE with one of the following options:
1)	if the non-3GPP access supports "AAA connectivity" with PLMNs, the UE discovers the trust relationship during the 3GPP-based access authentication;
2)	the UE operates on the basis of pre-configured policy in the UE; or
3)	tThe UE decides to use trusted or untrusted non-3GPP access for connecting to a 5G PLMN by using procedures not specified in this document. Examples of such procedures are defined in clause 6.3.12.1.
When the UE decides to use untrusted non-3GPP access to connect to a 5G Core Network in a PLMN:
-	the UE first selects and connects with a non-3GPP access network; and then
-	the UE selects a PLMN and an N3IWF in this PLMN. The PLMN/N3IWF selection and the non-3GPP access network selection are independent.
When the UE decides to use trusted non-3GPP access to connect to a 5G Core Network in a PLMN:
-	the UE first selects a PLMN; and then
-	the UE selects a non-3GPP access network (a TNAN) that supports trusted connectivity to the selected PLMN. In this case, the non-3GPP access network selection is affected by the PLMN selection.
A UE that accesses the 5G Core Network over a standalone non-3GPP access shall, after UE registration, support NAS signalling with 5G Core Network control-plane functions using the N1 reference point.
When a UE is connected via a NG-RAN and via a standalone non-3GPP access, multiple N1 instances shall exist for the UE i.e. there shall be one N1 instance over NG-RAN and one N1 instance over non-3GPP access.
A UE simultaneously connected to the same 5G Core Network of a PLMN over a 3GPP access and a non-3GPP access shall be served by a single AMF in this 5G Core Network.
When a UE is connected to a 3GPP access of a PLMN, if the UE selects a N3IWF and the N3IWF is located in a PLMN different from the PLMN of the 3GPP access, e.g. in a different VPLMN or in the HPLMN, the UE is served separately by the two PLMNs. The UE is registered with two separate AMFs. PDU Sessions over the 3GPP access are served by V-SMFs different from the V-SMF serving the PDU Sessions over the non-3GPP access. The same can be true when the UE uses trusted non-3GPP access, i.e. the UE may select one PLMN for 3GPP access and a different PLMN for trusted non-3GPP access.
The PLMN selection for the 3GPP access does not depend on the PLMN that is used for non-3GPP access. In other words, if a UE is registered with a PLMN over a non-3GPP access, the UE performs PLMN selection for the 3GPP access independently of this PLMN.
A UE shall establish an IPsec tunnel with the N3IWF or with the TNGF in order to register with the 5G Core Network over non-3GPP access. Further details about the UE registration to 5G Core Network over untrusted non-3GPP access and over trusted non-3GPP access are described in clause 4.12.2 and in clause 4.12.2a in TS 23.502 [3], respectively.
It shall be possible to maintain the UE NAS signalling connection with the AMF over the non-3GPP access after all the PDU Sessions for the UE over that access have been released or handed over to 3GPP access.
N1 NAS signalling over standalone non-3GPP accesses shall be protected with the same security mechanism applied for N1 over a 3GPP access.
User plane QoS differentiation between UE and N3IWF is supported as described in clause 5.7 and TS 23.502 [3] clause 4.12.5. QoS differentiation between UE and TNGF is supported as described in clause 5.7 and TS 23.502 [3] clause 4.12a.5.

