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1.
Summary
To addresses Key Issue #4.1: 5GLAN Group Management, Key Issue #4.2: Service Discovery, Selection, and Restrictions and Key Issue #5: Support of 5GLAN communication, we propose a new solution. This solution re-uses the existing 5GC network architecture for 5G LAN Group Management and Communication.

To support 5G LAN Group management, the NEF exposes a new API for the group management to the admin subscriber based on the operator’s authorization. When authorized, the NEF uses the UDM service operation to manipulate the UDR records on the Group Subscription Data and Domain Subscription Data. In order to restrict the admin user to manage to the groups, we introduce a concept of domain, within which, a member of the admin group can manage the user groups and their membership.
To support the provisioning of the 5GLAN communication, the NEF exposes a new API for provisioning to the admin subscriber based on the operator’s authorization. When authorized, the NEF may instantiate a dedicated network resources including NF, configure parameters for the appropriate NFs, or modify the policy or subscription data for the member belonging to the user group based on the requested provisioning parameters.
To support activation of the 5GLAN communication session, the NEF exposes a new API for managing 5GLAN communication session to the admin subscriber based on the operator’s authorization. When authorized, the NEF manipulate the UDR records to trigger the appropriate operations as follows:

1. The NEF updates the UE policy data for the group of the UEs so that the UDR triggers the PCF to deliver the UE policy to the UE.

2. The NEF updates the SM policy data for the group of the UEs so that the UDR triggers the SMF to modify the established PDU Session.

We model a 5G LAN Communication Session as a PDU Session identified by a tuple of S-NSSAI and DNN in order to re-use the existing useful mechanisms defined in Rel-15.
3.
Proposal
It is proposed to be add the following texts in TR 23.734.

*** New text ***
6.X
Solution #X: 5G LAN Group Management using the existing network architecture
6.X.1
Description

The solution addresses key issue #4 and #5.
A proposed architecture for 5G LAN Group Communications described in the figure 6.X.1-1. 
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NEF provides the following capabilities to the AF

1. Group Membership Management

   A. Create/Delete a Group

   B. Add/Delete a member to/from the Group

2. Provisioning of Group Communication Session

3. Activation of Group Communication Session

   A. using a PDU Session Establishment (DNN)

   B. using a PDU Session Modification (VLAN Tag)


Fig 6.X.1-1. Re-using the existing 5GS architecture with addition of functionalities
The proposed architecture re-uses the existing Rel-15 architecture with required functional additions to support 5G LAN Communications. In this architecture, we propose to re-use the existing functionalities of UDM, UDR, PCF, SMF, AMF and UE.
A 5GLAN Group Communication Session is identified by a tuple of S-NSSAI and DNN. In case of supporting VLAN tags for 5G LAN communications, it is identified by a tuple of S-NSSAI, DNN and VLAN Tag.
The granularity of the 5G LAN service restriction is achieved by restricting the PDU Session establishment for the tuple of S-NSSAI, DNN. In addition, the area restriction of the 5G LAN service is done by configuring the DNN as the LADN DNN with LADN service area (i.e. list of Tracking Areas).
The UE connects to a virtual network that connects the number of UEs within the group as described in the Figure 6.X.1-2. In addition, it is possible to connect a Data Network as well. Whether it can be connected to the physical DN or not is a configuration option of the 5G LAN Group Communication Session.
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Fig 6.X.1-2. User Plane Architecture for 5G LAN Group Communication

The proposed architecture re-uses the existing Rel-15 user plane architecture with required functional additions to support 5G LAN Communications. In this architecture, we propose to re-use the existing functionalities of SMF, UPF (i.e. PSA-UPF and I-UPF). This solution assumes there is one SMF for a 5G LAN Communication Session.
Editor’s note:
It is FFS how to support the case PDU sessions targeting the same 5GLAN group communication are not handled by the same SMF.
PSA-UPF is traversing every 5G LAN communication packets. PSA-UPF is responsible for enforcement of group AMBR, Group Quota as well as individual UE’s AMBR or QoS enforcement. PSA-UPF can be functionally collocated with I-UPF. The SMF checks the total number of established and activated PDU Sessions.

For the subscriber group management, it re-uses the UE group as defined as a list of the subscription list in Table 5.2.3.3.1-2: Group Subscription data types of TS23.502 with additional fields i.e. “Group Type” and “Domain Identifier”.
	Subscription data type
	Field
	Description
	Comment

	Group Subscription Data
	External Group Identifier
	Identifies external group of UEs that the UE belongs to as defined in TS 23.682 [23]
	Existing attributed in Table 5.2.3.3.1-2 of TS 23.502

	
	(Optional) Internal Group Identifier
	Identifies internal group of UEs that the UE belongs to as defined in TS 23.501 [2]
	

	
	SUPI list
	Corresponding SUPI list for input External Group Identifier
	

	
	Group Type
	Indicates the usage of the Group. For example, a value of this field can be “5GLAN User Group” or “5GLAN Admin Group” 
	Proposed in this solution

	
	Domain Identifier
	Identifies a logical administrative area.

A member of the admin group can manage the user groups and their membership within the domain.
	Proposed in this solution


Table 6.X.1-1. Group Subscription Data

Editor's note:
It is FFS whether the details of group management (e.g. group type and domain identifier) are beyond the scope of this study.
An admin user (i.e. a UE which belongs to the 5GLAN Admin Group) is able to request the addition/deletion of the 5GLAN User Group and add (or delete) a member to the 5GLAN User Group.

An UE can belong to a limited number of groups and the subscription data for the UE in UDR associates the subscriber with groups. An Internal-Group Identifier in UDR identifies a group.

A group management can be defined as a management functionality on manipulating the UDR records. For example, creating a group with list of group members can be implemented as creating a record of Group Subscription data (defined in Table 5.2.3.3.1-2 of TS23.502). In addition, adding or deleting a member in the group also can be defined as adding or deleting the SUPI in the Group Subscription data.

A domain is a logical administrative area within which a member of the admin group can manage the user groups and their membership. A domain is can be used to refer a tenant (e.g. a customer of 5G LAN service provided by the operator). A domain is composed of a domain identifier, an admin group identifier and multiple group identifiers where each group identifier can identify a group as defined in Table 6.X.1-1. An example of the Domain Subscription Data is illustrated as in the Table 6.X.1-2.

	Subscription data type
	Field
	Description
	Comment

	Domain Subscription Data
	Domain Identifier
	Identifies a domain that consists of a admin group and one or multiple user groups.
	Proposed in this solution

	
	Admin Group Identifier
	An external or internal group identifier of the admin group which belongs to the domain. A member of the group can manage (i.e. create/delete the user group or add/delete a member of the admin/user group.
	Proposed in this solution

	
	List of User Group Identifier
	A list of external or internal group identifiers of the user groups that belong to the domain.
	Proposed in this solution


Table 6.X.1-2. Domain Subscription Data
Editor's note:
It is FFS whether the details of group management (e.g. domain subscription data) are beyond the scope of this study.

Fig 6.X.1-3 illustrates the relationship of domain, admin group and user group for 5G LAN group. A domain can include an admin group and multiple user groups. A user in the admin group can manage the user group and membership of the admin/user group in the domain and manage (i.e. provision, activate or deactivate) the 5GLAN Communication Session. A user can belong to multiple groups (e.g. a user 2 is a member of admin group, a member of user group A.1 and a member of user group A.2 as shown in the Fig 6.X.1-3). An admin user in one domain is not able to manage groups in another domain.
Editor's note:
It is FFS whether there is a need for a cross domain group communication.
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Fig 6.X.1-3. 5G LAN Domain and Group Structure
NOTE 1:
The purpose of Figure 6.X.1-3 is to illustrate the relationship among the 5G LAN domain, admin group and user group. In the normative phase, this figure may not be needed in normative phase.

6.X.2
Procedures

In the proposed architecture, the NEF provides the set of service operations for supporting Group Management and Group Communication Management to the AF (i.e. admin user).

Editor’s note:
It is FFS whether provisioning aspects of 5G LAN group membership management are beyond the scope of SA WG2.


1. 
2. 


















6.X.2.1
Group Communication Session Management
For the Group Communication, the NEF provides the following service operations to the AF (i.e. admin user) for 

activation of the Group Communication Session





· 
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6.X.2.1.1
Activation of a Group Communication Session

6.X.2.1..1
Activation of Group Communication Session by establishing a PDU Session
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Figure 6.X.2.1.1.1-1: Activation of Group Communication Session (PDU Session Establishment)

Editor's note:
It is FFS whether step 1 to 3 are beyond the scope of this study.

Step 1. The AF (i.e. admin subscriber) requests the NEF to activate the Group Communication Session that is provisioned as described in 6.X.2.2 procedure. The request includes the UE identifier of the requestor with the authorization information.
Editor’s Note: How the AF is provided with the authorization information is defined by SA3.
Step 2. The NEF checks if the requestor is authorized to activate the Group Communication Session. 
Step 3. The NEF retrieves the list of the UE identifiers of the Group and updates the UE policy for each UE in the group

Step 4. The UDR notifies the PCF for updating the policy data since the PCF subscribed the UDR on the change of the policy data

Step 5. The PCF initiates the UE Policy delivery procedure. In order for the UE to establish the PDU Session immediately after the UE policy is delivered, the URSP may include a policy enforcement parameter that indicates the immediate establishment of the PDU Session.

Step 6. After the UE receives the UE policy and if it includes the immediate establishment of the PDU Session, the UE performs the PDU Session Establishment procedure with the configured parameters as encoded as Route Selection Components in the URSP rules. 

6.X.1.1.1.2
Activation of Group Communication Session using PDU Session Modification
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Figure 6.X.2.1.2-1: Activation of Group Communication Session (using PDU Session Modification)

Editor's note:
It is FFS whether step 1 to 3 are beyond the scope of this study.

Step 1. The AF (i.e. admin user) request the NEF to activate a Group Communication that is provisioned as described in 6.X.2.2 procedure. The request includes the UE identifier of the requestor with the authorization information.

Editor’s Note: How the AF is provided with the authorization information is defined by SA3.
Step 2. The NEF checks if the requestor is authorized to activate the Group Communication Session. 
Step 3. The NEF retrieves the list of the UE identifiers of the Group and updates the UE policy for each UE in the group

Step 4. The UDR notifies the PCF for updating the policy data since the PCF subscribed the UDR on the change of the policy data

Step 5. The PCF performs the SM policy control update notification procedure to deliver the update policy information for the established session for example, the addition of VLAG TAG. 

Step 6. The SMF initiates the PDU Session Modification procedure to send the VLAN TAG to the UE.

6.X.2.1.1.3
PDU Session Establishment (Join procedure to the activated Group Communication Session)

This procedure describes the joining procedure to the activated group communication session by using the PDU Session Establishment procedure.
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Figure 6.X.2.1.3-1: PDU Session Establishment (Join procedure to the activated Group Communication Session)
Step 1. The UE initiates the PDU Session Establishment procedure to join the group communication session with the group session identification information (e.g. the tuple of S-NSSAI, and DNN).

Step 2. The AM selects the approaate the SMF using the group communication identification information (in this example, it is a combination of S-NSSAI and DNN)

Step 7. The SMF retrieves the policy information of the group communication session that includes the Group AMBR and Group Quota information.

Step 10a/b. The SMF selects the Group PSA-UPF and provides the group policy data to the UPF.

Step 10c/d. The SMF may add an I-UPF to connect the (R)AN and the Group PSA-UPF if the (R)AN is not able to connect the N3 tunnel directly to the PSA-UPF based on the topology.

Step 11. If necessary, the SMF may send the VLAN-TAG to the UE.
6.X.3
Impacts on Existing Nodes and Functionality
Editor's note:
This clause captures impacts on existing 3GPP nodes and functional elements.

6.X.4
Solution Evaluation

Editor's note:
This clause provides an evaluation of this solution.
*** New text ***
Annex Y:
UE Group Management and Provisioning with Solution X
Along with the solution 6.X, the informative procedures for group subscriber management and provisioning procedure are describe in this Annex to help readers understand the whole network architecture.
Y.1
Group Subscriber Management Procedures
Editor's note:
It is FFS whether the procedure described in this clause is in scope of SA WG2.
For the Group Management, the NEF provides the following service operations to the AMF (i.e. admin user):
3. Creation (or deletion) of a group.
4. Addition (or deletion) of a member (i.e. subscriber) to (or from) the group.
Y.1.1
Creation (or deletion) of a group by a admin subscriber
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Figure Y.1.1-1: Creation (or deletion) of a group by an admin subscriber

Step 1. The AF (i.e. the admin subscriber) requests the NEF to add (or delete) a group. It includes the Group External Identity, list of the GPSI(s), Requestor Identity, and Authorization Information.

Step 2. The NEF may record its request so that the operator allow or authorize the request. 

Step 3. When the operator authorize the request, the NEF proceeds to use the UDM’s service operations to request the UDM to create (or delete) a group with list of UE identities.

Step 4. UDM uses the UDR service operations to create (or delete) a group from the Group Records

Step 5. For each UEs in the group, UDM uses the UDR service operations to add (or delete) a Group identified by Internal/External Identifier.

Y.1.2
Addition/deletion of a member by a admin subscriber
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Figure Y.1.2-1: Addition (or deletion) of a member to (or from) the group by an admin subscriber

Step 1. The AF (i.e. the admin subscriber) requests the NEF to add (or delete) a member to (or from) the group. The message includes the Group External Identity, UE identity (GPSI or SUPI), Requestor Identity, and Authorization Information.

Step 2. The NEF may record its request so that the operator allow or authorize the request. 

Step 3. When the operator authorizes the request, the NEF proceeds to use the UDM’s service operations to request the UDM to add (or delete) the member to (or from) the group.

Step 4. UDM uses the UDR service operations to add (or delete) a member identified by the GPSI or SUPI from the group.

Step 5. For the UE, UDM uses the UDR service operations to add (or delete) the Group identified by the Internal/External Identifier.

Y.2
Provisioning of a Group Communication Session
Editor's note:
It is FFS whether provisioning of Group Communication Session is scope of SA WG5.
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Figure Y.2-1: Provisioning of a Group Communication Session by an admin subscriber

Step 1. The AF (i.e. Admin subscriber) requests the NEF to provision a Group Communication Session with provisioning parameters. The provisioning parameters are used by the NEF or OSS/BSS system to provision the NFs for the Group Communication Session. For example, it may include the following provisioning parameters for the SMF to establish the PDU Session for the Group Communication.

· Group Communication Identification Tuple: S-NSSAI, DNN, VLAN TAG

· PDU Session Type: IPv4, IPv6, IPv4v6, Ethernet or Unstructured data

· IP address allocation method: For IPv4, using DHCP or static IP address allocation for group member (i.e. per UE). For IPv6, using DHCPv6 or stateless address auto-configuration
· DN authorization method: No DN authorization, per UE authentication, per group authorization (i.e. group code shared with the group)

· PDU Session capability: Maximum number of the established PDU Session

· LADN indicator: Indicates whether the DNN is LADN DNN or not
· Geographical restriction area: 
· Service Area Restriction enforcement option: Indicates whether the PDU Session is deactivated or released when the SMF detects that the UE is out of the service area

· Group AMBR: The aggregated maximum bit rate for the Group Communication

· DNAI: An identifier of the UPF supporting the 5G LAN Group Communications.

Step 2. The NEF may record its request so that the operator allow or authorize the request.

Step 3a. The NEF may request the OSS/BSS to provision the appropriate NF resources (e.g. dedicated SMF and/or UPF) with the required configuration parameters.

Step 3b. The NEF may update the configuration parameters of the existing NF (e.g. LADN DNN and/or LADN Service Area)

Step 3c. The NEF may add or update the UE policy or SM/QoS policy

Step 4a/b. The instantiated NFs (e.g. SMF and/or UPF) may register itself to the NRF so that other NF (e.g. AMF) may discover and select the SMF based on the registered information (e.g. DNN, S-NSSAI, etc)
Step 5. After completion of provisioning NFs, updating the NF configuration and policy data, the NEF response the AF with the Group Communication Session Reference Identifier (GCS Reference Id).

*** End ***
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NEF provides the following capabilities to the AF
1. Group Membership Management
   A. Create/Delete a Group
   B. Add/Delete a member to/from the Group
2. Provisioning of Group Communication Session
3. Activation of Group Communication Session
   A. using a PDU Session Establishment (DNN)
   B. using a PDU Session Modification (VLAN Tag)



