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1
Introduction
This Home WLAN accessing solution is defined based on the 5G-capable UE behind a 5G-RG using wireline or wirless access architecture. The architecture is similar with the architecture defined in Solution #11, with the difference that the N3IWF/TNGF instead of the W-5GAN is used to support the 5G-capable UE accessing 5GC.
For the 3GPP capable UE behind the 5G-RG case, there is the following requirement defined in TR 23.716.
13
it shall be possible to offer different services to different categories of devices, for example for 5GC capable UE considered as host or guest of the local network of 5G-RG/HA 5G-RG , such as different QoS control, permission to use certain resources e.g. printer  in LAN or being allowed to get Internet access
Editor's note:
How the 5GC capable UE shall be consider as a host or guest is left to the description of solutions.

This paper proposed a solution to solve the above Editor’s note, including some key points:

-In 5GC, 5G-RG subscription data is extended to include the Host UE ID list, e.g. MSISDN list, which can be used to identify the UE role. It is the 5GC’s responsibility to confirm the UE role as Host or Guest.
-This solution is applicable on the 5G-RG in CM-CONNECTED state or the CM-IDLE state.    
As mentioned above, the host UE ID list is stored in the 5G-RG’s subscription data. In order to obtain the 5G-RG subscription data, the AMF shall get the 5G-RG SUPI. As the 5G-RG is in the RM-REGISTERED state when serving the 3GPP capable UE, the 5G-RG SUPI can be obtained from the 5G-RG context with more security than sending it by 5G-RG for every 3GPP capable UE. Therefore, the AMF just needs to get the 5G-RG GUTI. 
In this solution, the 5G-RG GUTI is sent to the AMF by the 3GPP capable UE via UE’s NAS message. The 5G-RG may configure the different SSID for the Host UE or Guest UE, and only the Host UE can receive the 5G-RG GUTI via EAP-5G message. If necessary (decided by the member of the family), the SSID for Host UE may only allow the access after the password or MAC address check to raise the security, the same mechanism as widely used today. 
2
Proposal 

It is proposed to agree the following P-CR to TR 23.716.
********************* start of changes ****************
6.x
Solution #x – Support 5GC-capable UEs via 5G-RG for wireline/wireless access network using N3GPP solutions
This solution is based on solution #11 with the differences described in this clause, in particular:
- the co-located scenario is not considered.











The interfaces used by the 5GC-capable UE to access a 5G-RG will leverage the untrusted/trusted N3GPP interfaces. The untrusted N3GPP interface is defined in 3GPP release 15. The trusted N3GPP interfaces are studied in this report. When these interfaces are not sufficient to accomplish the requirements for 5GC-capable UE accessing 5GC via 5G-RG case, enhancements on top of the untrusted and trusted solutions are described below.
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Figure 6.x.1-3: Architecture for the 5G-capable UE behind a 5G-RG with NG RAN/W-5GAN case

Figure 6.x.1-3 shows how 5GC-capable UE connects via 5G-RG which is using either NG RAN or fixed access. The NG-RAN or W-5GAN is providing the N2 and N3 interfaces for the 5G-RG. Furthermore, the 5GC-capable UE will not be affected if 5G-RG changes access. Note that even though the figure shows a 5G-RG connected to both NG-RAN and wireline access, it is not necessary that "simultaneous" hybrid access is applied, the 5G-RG can use either wireline access or NG-RAN.

When 5G-RG is using NG-RAN or W-5GAN access, the control and user plane packets of the 5GC-Capable UE is transported using a 5G-RG IP PDU session and then from PSA UPF of that PDU session to the N3IWF/TNGF. It is assumed that the IP endpoints in the N3IWF/TNGF is reachable from the UPF/DN of the 5G-RG IP PDU session, i.e. the N6 interface for the 5G-RG PDU Session carries traffic to the N3IWF/TNGF.

NOTE:
This assumes that the N3IWF/TNGF is reachable using IP from a 5G-RG PDU Session over NG-RAN or W-5GAN. The N3IWF selection is as defined in TS 23.501 subclause 6.3.6. The TNGF IP address is configured on the 5G-RG or queried through the DNS procedure. The 5GC-Capable UE received the IP address of TNGF during the EAP-5G signalling as defined in the subclause 7.1.3.3.












6.x.3
5GC-capable UE behind 5G-RG using 802.1x with 3GPP credentials

6.x.3.1
General

This sub-solution is applicable when 802.1x (EAP over LAN) and 3GPP credentials are used to associate with the WLAN. In this option, the solution for trusted N3GPP is used as baseline but with the additional property that the service is offered via a wireline access and a 5G-RG. FN-RG is not applicable for this case since changes may be needed in the RG (FN-RG is not supporting the role of EAP Authenticator). This option can typically be used in case a service provider offers services via wireline access to all the subscribers of the service provider. This solution can also distinguish the 5GC-capable UE role and apply the different policy for the different categories of devices, for example for 5GC capable UE considered as host or guest of the local network of 5G-RG/HA 5G-RG , such as different QoS control, permission to use certain resources e.g. printer  in LAN or being allowed to get Internet access. The member of the family decides on which 5GC capable UE considered as host (i.e. subscriber of the 5G-RG) and reports these 5GC capable UE IDs (e.g.MSISDN) to the operator via online or offline service. This is out of the scope of 3GPP. After that, it is the 5GC’s responsibility to maintain such information and decides the 5GC capable UE role based on it. 
· The combination of 5G-RG and W-5GAN will act as a trusted N3GPP access network from the 5GC-capable UE and 5GC perspective. Solution #1 described in clause 7.1 is used as baseline but it is expected that any solution selected for trusted N3GPP can be re-used/enhanced for this scenario as well.
6.x.3.2
Registration procedure

The registration procedure in 7.1.3.3 (solution #1) can be used where 5G-RG connects TNGF via wireline or wirless acess network by using the PDU connection. The 5G-RG acts as TNAP and is behaved as authenticator, the interface between the 5G-RG and W-5GAN is assumed an AAA interface. In similar manner the procedures proposed in 7.1.3.3 on how to complete the registration can be followed with the following addition. 
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Figure 6.x.3.2-1: Registration procedure
0. 5G-RG has successfully registered to the AMF1. 5G-RG obtained the 5G-RG GUTI from 5GC.

A layer-2 connection is established between the UE and the 5G-RG. In case of IEEE 802.11 this step corresponds to an 802.11 Association.
1a-1b. An EAP authentication procedure is initiated. EAP messages are encapsulated into layer-2 packets, i.e. into Ethernet-over-LAN packets.  The UE provides a NAI in the EAP-Res/Identity message.  This EAP-Res/Identity is encapsulated in the AAA message as defined in 7.1.3.3 step 3 by 5G-RG, the 5G-RG includes 5G-RG 5G-GUTI in the AAA message. The AAA message is encapsulated over IP layer, the source IP adderss is the 5G-RG’s IP address allocated by the 5GC in the PDU session established procedure via wireline or wirless access, the destination IP address is the TNGF IP address configured on the 5G-RG side or queried through the DNS procedure. 
Editor’s note: Whether the 5G-RG SUCI can be used to identify the 5G-RG in this step is FFS.

1c. An EAP-5G procedure is executed as specified in TS 23.502 and TS 33.501.  The W-5GAN sends the EAP-5G start message including the 5G-RG GUTI to the UE.  
1d. The UE sends the AN parameters (e.g. UE SUCI or the 5G-GUTI, Requested NSSAI, etc.) and NAS Registration request message (e.g. Registration type, UE SUCI or 5G-GUTI, Security parameters, Requested NSSAI, etc.) in the EAP-5G. In addition, in the NAS Registration request message, the UE includes the 5G-RG 5G-GUTI received from the EAP-5G start message. The 5G-RG 5G-GUTI is used by AMF to find the 5G-RG context and obtain 5G-RG SUPI.

2. W-5GAN selects the AMF2 for UE as specified in TS 23.502 subclause 4.2.2.2.2 with the UE 5G-GUTI or Requested NSSAI. This AMF2 may be the same or different from the AMF1.  

3-4. The AMF2 received the Registration request message and the UE authentication procedure is performed based on the UE 3GPP credential as defined in TS 23.502 and TS 33.501.

5-6. With the existing of 5G-RG GUTI, the AMF2 knows that the UE is accessing 5GC via 5G-RG. In order to obtain the 5G-RG SUPI, the AMF2 finds the 5G-RG context based on the 5G-RG 5G-GUTI. If there is no 5G-RG context in the AMF2, AMF2 requests the 5G-RG SUPI from AMF1. To be more specific, the AMF2 selects the AMF1 based on the 5G-RG 5G-GUTI and sends the request message to the AMF1 including the 5G-RG 5G-GUTI and SUPI requested indication. AMF1 finds the 5G-RG context based on the 5G-RG 5G-GUTI and replies the 5G-RG SUPI to the AMF2.

7-8. The AMF2 selects the UDM based on 5G-RG SUPI, and requests 5G-RG’s subscribed UE ID list from the UDM. The 5G-RG’s subscribed UE ID list may include more than one category. For example, the smartphone devices belong to the category 1, the IoT devices blong to the category 2, the IPTV/STB devices belong to the category 3, etc. The 5G-RG’s subscribed UE ID list includes the UE IDs, e.g. UE SUPI or UE MSISDN. If the UE ID sent by AMF2 to UDM belongs to the subscribed UE ID list, the UE is treated as the subscriber of the 5G-RG.  If the UE ID does not belong to the subscribed UE ID list and the 5G-RG only allows the subscribed UE, the UDM shall reject the UE. The UDM stores the serving AMF identity and will notify the AMF when the 5G-RG’s subscribed UE ID list is updated. 

9. The UDM sends the subscribed UE ID list to the AMF2. AMF2 stored the subscribed UE ID list and decides if the UE is the subscribed UE of the 5G-RG. If the UE is not the subscriber of 5G-RG and the 5G-RG only allows the subscribed UE, the AMF shall reject the UE.

Editor’s note: It is FFS on how to offer different services/policies to subscribed (e.g. for the different category) and non-subscribed UEs.
10-11. The AMF2 requests the policy from PCF. 

12-16. The same steps as defined in subclause 7.1.3.3 step 10 to 15.  

The protocol stack is defined in figure 6.x.3.2-2.
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Figure 6.x.3.2-2: Protocol stack for Registration procedure



********************* Next change ****************
6.x.4
5GC-capable UE behind 5G-RG using IKEv2 and IPsec based access procedures

6.x.4.1
General

In the second sub-solution, the WLAN association is assumed to have been carried out before the 5GC-capable UE does 5GC registration. How that is done is outside the scope of 3GPP. Services are only offered to 5GC-capable UEs that can both 1) associate to the WLAN of the 5G-RG and 2) register to the 5GC via the N3IWF as described below.

This sub-solution re-uses procedures defined for untrusted N3GPP solution in rel-15. 
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Figure 6.x.4.1-1: Architecture for the 5GC-capable UE behind 5G-RG with Broadband Wireline access using IKEv2 and IPsec based access procedures
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Figure 6.x.4.1-2: Architecture for the 5GC-capable UE behind 5G-RG with NG RAN access using IKEv2 and IPsec based access procedures
Figure 6.x.4.1-1 and Figure 6.x.4.1-2 shows the N1, N2 and N3 reference points of the 5GC-capable UE and that 5GC-capable UE is using IKE/IPsec (similar as 3GPP NWu reference point) functionality to connect to N3IWF.
After the registration procedure, NAS signalling is carried between 5GC-capable UE and N3IWF in IPSec SA.

Differences compared to Rel-15 untrusted N3GPP solution are:

-
The 5G-Capable UE obtains its local IP address from 5G-RG via LAN interface. The 5G-RG changs this local IP to WAN IP address, which is allocated in the 5G-RG’s IP PDU session establishment procedure. 
-
The UDP protocol is used between the 5G-Capable UE and N3IWF to enable NAT traversal for IKEv2 and IPsec traffic.The 5G-RG can distinguish the 5G-Capable UE by the differnet local IP address in LAN interface, and the different UDP port number in WAN interface.  






















********************* End of changes ****************
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