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Introduction

This paper proposes updates to solution 11 to more clearly align it with the untrusted non-3GPP access (form rel-15) and trusted non-3GPP access (as per solution #1 in clause 7.1 in TR 23.716). The solution enables the RG and W-5GAN to act as untrusted/trusted N3GPP access towards 5GC-capable UEs behind the RG, with minimal impact on 5GC.
The main changes to solution 11 in this paper is to describe the solution using clearer functional roles (FAGF, UPF and IWF) while enabling benefits when these functional roles are all collocated with W-5GAN.

This paper also proposes evaluations and conclusions for KI#9 (Support end user devices via 5G-RG/FN-RG for wireline access network)
Proposal

It is proposed to update TR 23.716 as follows

***** First Change *****

6.11
Solution #11 – Support 5GC-capable UEs via 5G-RG/FN-RG for wireline access network using N3GPP solutions
6.11.0 Overview

This solution is addresses scenarios 3 and 5 (5G-Capable UE behind 5G-RG/FN-RG) for key issue 9.

The solution is based on combining the solutions for untrusted N3GPP access (as per rel-15) and trusted N3GPP access (as per solution #1 in clause 7.1 in this TR) with solutions for PDU connectivity for 5G-RG/FN-RG accessing over wireline and FWA access as per solutions 2, 3, 13, 19 in this TR. The solution allows the RG and W-5GAN to act as untrusted/trusted N3GPP access towards 5GC-capable UEs behind the RG.

When 5G-RG is serving a 5GC-capable UE, the control and user plane packets of the 5GC-Capable UE is transported using a 5G-RG IP PDU session and then from PSA UPF of that PDU session to an IWF. A single 5G-RG IP PDU session can be used to serve multiple 5GC UEs. The IWF is a term used in this solution which could include one or both of the N3IWF function (as per rel 15) and a TNGF (as per solution #1 in clause 7.1) The Figure below illustrates the overall solution.
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Figure 6.11.0-1: Overall solution for UE behind RG

The enhancements to the above-mentioned solutions for trusted/untrusted N3GPP access and 5G-RG/FNRG access to 5GC is mainly to ensure that the IWF can be collocated with the W-5GAN. The UPF for the RG PDU Session can also be collocated with the W-5GAN, but a solution candidate for collocating UPF with W-5GAN is already captured in solution #13 and therefore not described here.
6.11.1
General Reference Architecture
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Figure 6.11.1-1: Architecture for the 5G-capable UE behind a 5G-RG using Broadband Wireline or NG-RAN access
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Figure 6.11.1-2: Architecture for the 5GC-capable UE behind a FN-RG using Broadband Wireline access



Figures 6.11.1-1 and 6.11.1-2 show the architectures used in this solution. The W-5GAN maintains N2 and N3 connections for 5G-RG/FN-RG and IWF maintains N2/N3 for the 5GC-capable UE. Consequently, the N1 connection from the 5GC-capable UE is independent from the FN-RG/5G-RG N1 connection.

Maintaining N1/N2/N3 connections for the 5GC-capable UE that are separate from the N1/N2/N3 connections of the 5G-RG will enable the 5GC-capable UE to keep the same AMF and UPF at mobility between 3GPP and 5G-RG/FN-RG access if the AMF/UPF used on 3GPP access is also reachable and usable from the W-5GAN. AMF change as well as I-UPF insertion/change/removal when moving to 3GPP access may be needed and is supported as for Rel‑15. Support for session continuity and that IP services are kept when moving between the accesses can then be provided by the 5GC-capable UE's 5GC nodes.

The same serving PLMN will be used for both the 5G-RG/FN-RG and the 5GC-capable UE and in case the 5GC-capable UE has a subscription for another PLMN, the 3GPP roaming model and interfaces are used.

Network slicing can be supported for 5GC-capable UEs via 5G-RG/FN-RG as described in TS 23.501 [2] clause 5.15 where the W-5GAN will need the similar network slicing related functionality as 3GPP RAN and N3IWF.
6.11.2
Collocated deployment

6.11.2.1 Introduction

The reference architecture in the previous clause shows the general functional architecture. However, as described in solution #13 there are benefits with collocated FAGF-U and UPF for the PDU Sessions of 5G-RG/FN-RG. In addition, there are benefits with collocating also the IWF with the FAGF-U and UPF to reduce the number of user plane hops. This possibility for colocation is a key part of this solution and described in this clause. 

6.11.2.1 Collocated FAGF-U and 5G-RG UPF

As described in solution #13, a deployment option is to collocate FAGF-U with UPF. This is possible when the PDU Session of the 5G-RG is established over wireline access. The figure below illustrates the architecture, where the RG can connect over either W-5GAN or NG-RAN.
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Figure 6.11.2.1-1. Architecture with collocated FAGF-U and 5G-RG UPF

6.11.2.2 Collocated FAGF-U, UPF and IWF

To further reduce the UP hops, and to enable coordinated handling of both RG and UE traffic in the W-5GAN, also the IWF can be collocated, as shown in the figure below.
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Figure 6.11.2.2-1. Architecture with collocated FAGF-U, UPF and IWF
In the collocated case, the W-5GAN and IWF will be enabled to support QoS flows for a 5GC-capable UE using 5G-RG/FN-RG access if the W-5GAN and IWF can coordinate the QoS profile(s) received over N2 to IWF for 3GPP UE with the QoS profile(s) received over N2 to FAGF-C for the 5G-RG/FN-RG. For example, a QoS profile which is setup for 5GC-capable UE can result in that the W-5GAN setup dedicated resources between 5G-RG/FN-RG and the W-5GAN. This requires that the W-5GAN can receive and coordinate requests for PDU Session QoS resources over multiple N2 connections to different logical functions (FAGF-C and IWF), corresponding to 5G-RG as well as 5GC-capable UEs behind the RG, and perform e.g. admission control and coordination of the QoS requests associated to the 5G-RG as well as 5GC-capable UEs behind the RG.
In the collocated case, the W-5GAN and IWF can be enabled to provide wireline location information (line identity) over N2 for the 5GC-capable UE, which could be especially useful in emergency cases.

NOTE: 
The 5GC-capable UE traffic is carried in same transport between 5G-RG/FN-RG and W-5GAN as an IP PDU session. The interfaces between FN-RG/5G-RG and W-5GAN to support a 5GC-capable UE is within BBF responsibility.

6.11.2.3
Additional architecture aspects
The interfaces used by the 5GC-capable UE to access a FN-RG/5G-RG will leverage the untrusted/trusted N3GPP interfaces. The untrusted N3GPP interface is defined in 3GPP release 15. The trusted N3GPP interfaces are studied in this report. When these interfaces are not sufficient to accomplish the requirements for scenario 3 and 5, enhancements on top of the untrusted and trusted solutions are described below.




The same interface between 5GC-capable UE and IWF (as described in clauses 6.11.3 and 6.11.4) is used independent of access used by the 5G-RG so for the 5GC-capable UE there is no difference if 5G-RG is using wireline or NG-RAN access. Furthermore, the 5GC-capable UE will not be affected if 5G-RG changes access. Note that even though the figure above shows a 5G-RG connected to both NG-RAN and wireline access, it is not necessary that "simultaneous" hybrid access is applied, the 5G-RG can use either wireline access or NG-RAN.










NOTE:
Support for 5GC capable UEs connecting via 5G-RG when RG is connecting via NG-RAN could be optional to implement it in the normative phase of the first release of WWC.
6.11.3
WLAN association options

There are two different scenarios supported within this solution:

1.
5GC-capable UE behind 5G-RG using Trusted N3GPP (IEEE 802.1x [33] with 3GPP credentials).

2.
5GC-capable UE behind FN-RG/5G-RG using Untrusted N3GPP (IKEv2 and IPSec based access procedures).

These two scenarios cover the common WLAN deployment models of using IEEE 802.1x [33]/EAPOL for access control as well as WLANs using open access or a local access control based on private keys.
A 5GC-capable UE can select between option 1 and 2 above using e.g. the following means:

-
A 5GC-capable UE can select to use 802.1x with 3GPP credentials based on:

-
ANQP information sent by the 5G-RG e.g., by using ANQP with the information element "3GPP cellular network".

-
Configuration in the 5GC-capable UE to use 802.1x for a certain WLAN SSID.

-
A 5GC-capable UE can select to use IKEv2 and IPsec based access procedures based on successful result of a normal N3IWF selection procedure.
6.11.4
5GC-capable UE behind 5G-RG using Trusted N3GPP
6.11.4.2
General

This sub-solution is applicable when IEEE 802.1x [33] (EAP over LAN) and 3GPP credentials are used to associate with the WLAN. In this option, the solution for trusted N3GPP is used but with the additional property that the service is offered via a wireline access and a 5G-RG. FN-RG is not applicable for this case since changes may be needed in the RG (FN-RG is not supporting the role of EAP Authenticator). This option can typically be used in case a service provider offers services via wireline access to all the subscribers of the service provider.
The combination of 5G-RG, W-5GAN and IWF will act as a trusted N3GPP access network from the 5GC-capable UE and 5GC perspective. Solution #1 described in clause 7.1 is used as baseline but it is expected that any solution selected for trusted N3GPP can be re-used/enhanced for this scenario as well.

6.11.3.2
Registration procedure

The registration procedure in clause 7.1.3.3 (solution #1) can be used where 5G-RG act as TNAP and IWF act as TNGF. In similar manner the procedures proposed in clause 7.1.3.4.2 (steps 1-15), clause 7.1.3.4.3 (steps 1-15) and clause 7.1.3.4.4 (step 0) on how to complete the registration can be followed.
For the collocated FAGF-U, UPF and IWF case, the IWF may provide line identity as location information for the 5GC-capable UE to the AMF.
The interface between 5G-RG and W-5GAN will be defined by BBF.

6.11.3.3
PDU session establishment procedure

The procedures in clause 7.1.3.4.2 (steps 20-24) or clause 7.1.3.4.3 (steps 20-25) or clause 7.1.3.4.4 (steps 1-8) can be followed depending on what option is selected where 5G-RG act as TNAP and IWF act as TNGF.

For the collocated FAGF-U, UPF and IWF case,, the IWF together with W-5GAN can setup QoS reservations for the 5G-RG when IWF receives the N2 PDU session request from AMF.

Interface between 5G-RG and W-5GAN will be defined by BBF. SA3/BBF needs to investigate if encryption and/or integrity protection is needed in all or some of the cases for UP between the 5GC-capable UE and W-5GAN.
6.11.3.3
User plane stacks

As proposed in clauses 7.1.3.4.2, 7.1.3.4.3 and 7.1.3.4.4 interface between 5GC-capable UE and IWF (acting as TNGF-UP) could use IP/ESP/GRE/PDU, IP/FFS/GRE/PDU data or IP/GRE/PDU data respectively.

6.11.4
5GC-capable UE behind FN-RG/5G-RG using Untrusted N3GPP 
6.11.4.1
General

In the second sub-solution, the WLAN association is assumed to have been carried out before the 5GC-capable UE does 5GC registration. How that is done is outside the scope of 3GPP. Services are only offered to 5GC-capable UEs that can both 1) associate to the WLAN of the 5G-RG/FN-RG and 2) register to the 5GC via the W-5GAN as described below.

This sub-solution re-uses procedures defined for untrusted N3GPP solution in rel-15 but put into a context of trusted W-5GAN. This enables supporting a 5GC-capable UE behind a legacy FN-RG at the same time as allowing the W-5GAN and IWF to act as a trusted N3GPP access network, supporting e.g. QoS enforcement and other features available in trusted N3GPP access.









For the collocated FAGF-U, UPF and IWF case the combination of these functional roles can in contrast to standalone N3IWF provision the access network specifically for the 5G capable UEs. For example, QoS flows could be setup in the access network to carry voice traffic for the 5GC capable UE.
Differences compared to rel-15 untrusted non-3GPP access procedures are described in clause 6.11.5 below. 





6.11.4.2
Registration

The 5GC registration will follow the untrusted N3GPP access registration procedure as defined in TS 23.502 [3] clause 4.12.2.2. To support the collocated FAGF-U, UPF and IWF case:

-
During N3IWF selection, the UE shall select an IKE/IPsec endpoint (i.e. IP address where to send the IKE signalling) in the collocated node. This can be solved by extending the N3IWF selection algorithm with an additional query which requests a N3IWF collocated with the W-5GAN nodes. It is also possible to use existing rel-15 N3IWF selection procedure and have a local DNS database for the FQDNs used to find the N3IWF.

-
The N2 message with the NAS registration request shall be adapted so it is supported to include fixed access location information.






6.11.4.3
PDU session establishment procedure and user plane transport
The PDU session establishment procedure for trusted access networks is using the UE Requested PDU Session Establishment via Untrusted non-3GPP Access as baseline, see clause 4.12.5 of TS 23.502 [3]. 

For the collocated FAGF-U, UPF and IWF case, the access network/IWF can coordinate the QoS profiles received in the N2 PDU session request with the QoS profiles assigned for the 5G-RG/FN-RG in the AGF.






















6.11.4.3
User plane protocol stacks

IP/ESP/GRE/PDU data (as defined for Non-3GPP in TS 23.501 [2] (Release 15)).






6.11.5
Impacts on Existing Functions

The untrusted and trusted N3GPP procedures are re-used as is with the following additions:

· N3IWF selection algorithm in UE should be enhanced to cater for the collocated FAGF-U, UPF and IWF scenario.

· N3IWF can provide wireline location information over N2

· For the collocated FAGF-U, UPF and IWF case, the access network/IWF shall be able to coordinate the QoS profiles received in the N2 PDU session request with the QoS profiles assigned for the 5G-RG/FN-RG in the AGF. The interface between F-AGF-U, UPF and IWF to accomplish this does not have to be specified but the specifications should not prevent to support it.
6.11.6
Solution evaluation

The solution is re-using untrusted and trusted N3GPP solutions to support UE behind 5G-RG and UE behind FN-RG scenarios. Apart from minor impacts to the possible content of existing information elements there is no impact to the procedures.

The 5GC-capable UEs will be identifiable by the 5GC with 3GPP credentials.

The 5GC network will have all relevant information regarding the UE to be able to implement QoS, charging and LI. 

It will be possible to support handover/service continuity for the 5GC capable UE between wireline and 3GPP access. Also, hybrid access solutions that are defined in the ATSSS solutions can be re-used for this scenario.

***** End of Changes *****

3GPP

SA WG2 TD


(R)AN
5G-RG
5G-cap. UE
IWF
PSA/UPF
Serving
AMF, SMF, UPF
for 5G capable UE
N2, N3 of 5G-cap. UE
N6 of 5G-RG PDU Session
5G-RG PDU session
Nwu/NWt
Regular 5G-RG PDN Connection over wireline or NG-RAN as per other solutions in the TR
N3 of  5G-RG  PDU  Session
5GC-capable UE accessing trusted/untrusted N3GPP access



AMF
N1
UPF
N3
FN-RG
N3
AMF
UPF
SMF
PCF
N1, N2
AMF
SMF
PCF
N2
5G-Capable UE
IWF
Legend:  - The underlined N1, N2, N3 refer to 5G-RG PDU Session
- The non-underlined N1, N2, N3 refer to 5GC-cap UE PDU Session
W-5GAN



N1
UPF
N3
N1
5G-RG
N3
AMF
UPF
SMF
PCF
N2
AMF
SMF
PCF
N2
(R)AN,  i.e. W-5GAN or NG-RAN
5G-Capable UE
IWF
Legend:  - The underlined N1, N2, N3 refer to 5G-RG PDU Session
- The non-underlined N1, N2, N3 refer to 5GC-cap UE PDU Session



5G-RG
5G-cap. UE
IWF
PSA/UPF
(5G-RG)
FAGF-U
W-5GAN
NG-RAN
FAGF-C
Wireline  AN
UPF
(5G-cap.UE)
N3
AMF
(5G-cap.UE)
SMF
(5G-cap.UE)
N2
AMF
(5G-RG)
SMF
(5G-RG)
N2



IWF
5G-RG
5G-cap. UE
PSA/UPF
(5G-RG)
FAGF-U
W-5GAN
NG-RAN
FAGF-C
Wireline  AN
UPF
(5G-cap.UE)
N3
AMF
(5G-cap.UE)
SMF
(5G-cap.UE)
N2
AMF
(5G-RG)
SMF
(5G-RG)
N2



5G-RG
5G-cap. UE
W-5GAN
PSA/UPF
5G-RG PDU session
Broadband Wireline Access
NG RAN Access
Serving
AMF, SMF, UPF
for 5G capable UE
N2, N3 of 5G-cap. UE
N6 of 5G-RG PDU Session



5G-RG
5G-cap. UE
W-5GAN
AMF-5G-RG
AMF- 5GC-cap. UE
SMF-5G-RG for 5G RG own traffic
SMF-5G-RG 
for 5G-RG PDU Session carrying traffic for 5GC cap. UE
SMF- 5GC cap. UE
UPF-5G-RG for 5G RG own traffic
UPF-5G-RG  for 5G-RG PDU Session carrying traffic for 5GC cap. UE
UPF- 5GC cap. UE
5G-RAN
N2-5G-RG
N1-5G-RG
N2-5GC-capable UE
N1-5GC-capable UE
N3-5GC-capable UE
N3-5G-RG for own traffic
NOTE: No 5G-RG PDU Session for 5GC-capable UE traffic is needed when 5G-RG connects via W-5GAN



AMF
N1
UPF
SMF
PCF
AMF
UPF
SMF
PCF
N3
FN-RG/5G-RG
N3
AMF
UPF
SMF
PCF
N1, N2
AMF
UPF
SMF
PCF
N2
W-5GAN
5GC-Capable UE
IKE/IPsec
Endpoint
”NWu”



”NWu”
AMF
N1
UPF
SMF
PCF
AMF
UPF
SMF
PCF
N3
N1
5G-RG
N3
AMF
UPF
SMF
PCF
N2
AMF
UPF
SMF
PCF
N2
3GPP
RAN
5G-Capable UE
W-5GAN
IKE/IPsec
Endpoint



5G-RG
5G-cap. UE
W-5GAN
AMF-5G-RG
AMF- 5GC-cap. UE
SMF-5G-RG for 5G RG own traffic
SMF-5G-RG  for 5G-RG PDU Session carrying traffic for 5GC cap. UE
SMF- 5GC cap. UE
UPF-5G-RG for 5G RG own traffic
UPF-5G-RG  for 5G-RG PDU Session carrying traffic for 5GC cap. UE
UPF- 5GC cap. UE
5G-RAN
N2-5G-RG
N1-5G-RG
N2-5GC-capable UE
N1-5GC-capable UE
N3-5GC-capable UE
N3 for 5G-RG PDU Session carrying traffic for 5GC-capable UE
N3-5G-RG for own traffic
NOTE: A 5G-RG PDU Session to carry CP and UP traffic of the 5GC-capable UE between 5G-RG and W-5GAN is needed when 5G-RG connects via 5G-RAN
N6 for 5G-RG PDU Session



AMF
N1
UPF
SMF
PCF
AMF
UPF
SMF
PCF
N3
FN-RG
N3
AMF
UPF
SMF
PCF
N1, N2
AMF
UPF
SMF
PCF
N2
W-5GAN
5GC-Capable UE



5G-RG/FN-RG
W-5GAN
AMF
1b. PDU Session Establishment Request
(PDU Session ID, SSC mode, type, …)
Other CP and
UP functions
2b. N2 PDU Session 
Request
(QoS profile(s) and 
associated QFI,
PDU Session ID,
PDU Session 
Establishment Accept)
6. N2 PDU Session 
Request Ack
5. PDU Session Establishment Accept
(IP address, SSC mode, Authorized QoS rules,...)
3. Determine the number of FCP connection(s) required
2a. Non-roaming and LBO: Step 2-11 in Figure 4.3.2.2.1-1 
Home routed: Steps 2-14 in Figure 4.3.2.2.2-1
7. Non-roaming and LBO: All steps in Figure 4.3.2.2.1-1 after step 14
Home-routed: All steps in Figure 4.3.2.2.2-1 after step 18.
IPsec SA for NAS signaling
8. User data flows inside the FCP UP conneciton(s)
1a. PDU Session Establishment Request
(PDU Session ID, SSC mode, type, …)
4b. FCP UP res. setup
4a. FCP UP res. setup
5GC-capable UE




UDP
IP
L2
L1
GTP-U
UDP
IP
L2
L1
W-5GAN
UPF
N3

5GC-capable UE
PDU Layer
Relay
FCP
Transport and lower layer protocols
FCP
GTP-U
802.11
5G-RG
802.11
Transport and lower layer protocols
PDU Layer
Application



AMF
N1
UPF
SMF
PCF
AMF
UPF
SMF
PCF
N3
N1
5G-RG
N3
AMF
UPF
SMF
PCF
N2
AMF
UPF
SMF
PCF
N2
3GPP
RAN
5G-Capable UE
W-5GAN



5G-RG/FN-RG
5GC-capable UE
W-5GAN
AMF
1b. PDU Session Establishment Request
(PDU Session ID, SSC mode, type, …)
Other CP and
UP functions
2b. N2 PDU Session 
Request
(QoS profile(s) and 
associated QFI,
PDU Session ID,
PDU Session 
Establishment Accept)
6. N2 PDU Session 
Request Ack
5. PDU Session Establishment Accept
(IP address, SSC mode, Authorized QoS rules,...)
4a. IKE_Create_Child_SA Req
(SA, Notify(QFI(s), PDU Session ID))
4b. IKE_Create_Child_SA Res
3. Determine the number of IPsec child SAs
2a. Non-roaming and LBO: Step 2-11 in Figure 4.3.2.2.1-1 
Home routed: Steps 2-14 in Figure 4.3.2.2.2-1
7. Non-roaming and LBO: All steps in Figure 4.3.2.2.1-1 after step 14
Home-routed: All steps in Figure 4.3.2.2.2-1 after step 18.
First IPsec child SA
IPsec SA for NAS signaling
4d. IKE_Create_Child_SA Req
(SA, Notify(QFI(s), PDU Session ID))
4e. IKE_Create_Child_SA Res
Additional IPsec child SAs
8a. QoS flows inside the first IPsec child SA
8b. QoS flows inside an additional IPsec child SA
1a. PDU Session Establishment Request
(PDU Session ID, SSC mode, type, …)
4c. FCP UP res. setup
4f. FCP UP res. setup



All subsequent NAS messages are carried over the IPsec SA
W-5GAN
AMF
AUSF
2. IKE_SA_INIT
5GC-capable UE
5G-RG/FN-RG
7a. N2 msg 
(Identity Req./Res.)
8c. N2 msg 
(Auth. Request 
[EAP/AKA-Challenge])
8f. N2 msg 
(Auth. Response
[EAP/AKA-Challenge])
8b. AAA msg
(EAP/AKA-
Challenge)
8g. AAA msg
(EAP/AKA-
Challenge)
8a. AAA Key 
Request
(SUCI or SUPI)
4. IKE_AUTH Res (EAP-Req/5G-Start)
5. IKE_AUTH Req (EAP-Res/5G-NAS/
AN-Params [S-NSSAI, SUCI or 5G-GUTI, ...],
NAS-PDU [Registration Request])
6b. N2 msg 
(Registration Request)
3. IKE_AUTH Req (UE Id, without AUTH)
6a. AMF Selection
7b. IKE_AUTH Req/Res (EAP-Req/Res/5G-NAS/
NAS-PDU [Identity Req./Res.])
8d. IKE_AUTH Res (EAP-Req/5G-NAS/
NAS-PDU [Auth. Request
[EAP/AKA-Challenge]])
8e. IKE_AUTH Req (EAP-Res/5G-NAS/
NAS-PDU [Auth. Response
[EAP/AKA-Challenge]])
8h. AAA Key
Response
(SEAF key,
EAP-Success)
9a. N2 msg 
(Security Mode Command
[EAP-Success])
11a. IKE_AUTH (with AUTH)
9b. IKE_AUTH Res (EAP-Req/5G-NAS/
NAS-PDU [NAS Security Mode Command
[EAP-Success]])
1b. UE selects an IKE endpoint in W-5GAN and obtains its IP address
1a. UE connects to 5G-RG/FN-RG access network and is allocated an IP address
10b. IKE_AUTH Res (EAP-Success)
9c. IKE_AUTH Req (EAP-Res/5G-NAS/
NAS-PDU [Security Mode Complete])
13. [NAS over IPsec] NAS Registration Accept
12. N2 msg 
(NAS Registration Accept)
9d. N2 msg
([NAS Security Mode Complete])
10a. Initial Context Setup Req
(N3IWF key)
11b. Initial Context Setup Res
The IPsec SA is established
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