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1. Overall Description:

SA2 would like to thank CT4 for their LS (S2-1810022/C4-186573).
Q1: Does a network-specific identifier only take the form of a NAI?
SA2 answer to Q1: From SA2 perspective the answer is yes.

Q2: Considering that UEs only signal a SUCI during authentication procedures, what is the use for SUPI with an IMSI based NAI format? Are IMSI based NAIs intended to be constructed by UEs from the IMSI provisioned in USIM, or are IMSI based NAIs intended to be provisioned in USIM?  
SA2 answer to Q2: SA2 agrees that CT4 have a point in that the IMSI is never indicated as the UE identity during the authentication procedure in the 5G System. Only the 5G-GUTI and the SUCI are used as UE identity for authentication when the plain (non-NAI) format is used for the UE identity.

According to SA2’s reading of TS 33.501 Annex F (also copied as Annex A of this liaison), the UE identity in NAI format that is provided by the 5G UE as part of EAP-AKA’ (e.g. in response to the EAP-Request/Identity or EAP-Request/AKA-Identity message) is always a SUCI.

SA2 therefore concludes that a SUPI with an IMSI based NAI format is not needed in the 5G System in Rel-15 and has endorsed the attached draft (TS 23.501 CR0653). SA2 asks SA3 to confirm this assumption.

Triggered by the questions in the CT4 liaison, SA2 also discussed whether even the SUCI-in-NAI format is needed in the 5G System, the reason being that in the general case the SUCI is indicated by the UE in the Registration Request message. This applies also when UE connects via non-3GP access or when EAP-AKA’ is used (over either 3GPP or non-3GPP access). TS 33.501 acknowledges that SUCI is sent outside of EAP, but nevertheless it also specifies the 5G UE response in case it receives EAP-Request/Identity or EAP-Request/AKA-Identity (“TS 33.501 assumes that SUCI is sent outside the EAP messages, however, the peer may still receive EAP-Request/Identity or EAP-Request/AKA-Identity messages”).
SA2 also note that according to TS 33.501 clause 6.1.2 (also copied as Annex B of this liaison), when the SEAF wishes to initiate an authentication it will provide the AUSF with the SUPI or the SUCI of the subscriber. SA2 is wondering which additional information the AUSF could obtain by sending an EAP-Request/Identity or EAP-Request/AKA-Identity, as the UE will again respond with its SUCI.

Question to SA3: SA2 would like to ask SA3 to clarify in which case the 5G network may send EAP-Request/Identity or EAP-Request/AKA-Identity message that would require the UE to respond with a SUCI-in-NAI format?
2. Actions:

To CT4:
ACTION: 
SA2 respectfully asks CT4 to take the replies above into account, including the pending confirmation from SA3.
To SA3:
ACTION: 
SA2 respectfully asks SA3 to confirm the SA2’s replies to CT4 and also answer the Question to SA3.

3. Date of Next TSG-SA2 Meetings:

TSG-SA2 Meeting #129bis

26 - 30 Nov 2018
West Palm Beach, FL, US


TSG-SA2 Meeting #130

21 - 25 Jan 2019
Kochi, IN
ANNEX A

Excerpt from TS 33.501 Annex F

F.2 
Subscriber privacy

EAP-AKA' includes optional support for identity privacy mechanism that protects the privacy against passive eavesdropping. The mechanism is described in RFC 4187 [21] clause 4.1.1.2, and it uses pseudonyms that are delivered from the EAP server to the peer as part of an EAP-AKA exchange. The privacy mechanism described in [21] corresponds to the privacy provided by 5G-GUTI, however, assignment of 5G-GUTI is done outside the EAP framework in 5GS. 

TS 33.501 assumes that the SUCI is sent outside the EAP messages, however, the peer may still receive EAP-Request/Identity or EAP-Request/AKA-Identity messages. Table F.2-1 specifies how the 5G UE shall behave when receiving such requests. 

Table F.2-1: 5G UE behaviour when receiving EAP identity requests 

	REQUEST
	5G UE RESPONSE

	EAP-Request/Identity
	EAP-Response/Identity SUCI1) 

	EAP-Request/AKA-Identity 

AT_PERMANENT_REQ
	EAP-Response/AKA-Client-Error with the error code "unable to process packet" 2)

	EAP-Request/AKA-Identity 

AT_FULLAUTH_REQ
	EAP-Response/AKA-Identity 

AT_IDENTITY=SUCI 3)

	EAP-Request/AKA-Identity 

AT_ANY_ID_REQ
	EAP-Response/AKA-Identity 

AT_IDENTITY=fast re-auth identity OR 

AT_IDENTITY=SUCI 4)


1) 
RFC 3748 [27] allows the peer to respond with abbreviated Identity Response where the peer-name portion of the NAI has been omitted. The 5G UE responds with SUCI where the peer name has been encrypted. 

2) 
RFC 4187 [21] allows the peer to respond with a pseudonym (cf. 5G-GUTI) or the permanent identity (i.e. SUPI). The 5G UE follows the "conservative" policy that has been described in RFC 4187 [21] clause 4.1.6 (Attacks against Identity Privacy) for the pseudonym based privacy, i.e. the peer shall not reveal its permanent identity. Instead, the peer shall send the EAP-Response/AKA-Client-Error packet with the error code "unable to process packet", and the authentication exchange terminates. The peer assumes that the EAP-Request/AKA-Identity originates from an attacker that impersonates the network, and for this reason refuses to send the cleartext SUPI.

3) 
RFC 4187 [21] allows the peer to respond with a pseudonym (cf. 5G-GUTI) or the permanent identity (i.e. SUPI). The 5G UE responds with SUCI. 

4) 
RFC 4187 [21] allows the peer to respond with a fast re-authentication identity, pseudonym (cf. 5G-GUTI) or the permanent identity (i.e. SUPI). If the 5G UE supports fast re-authentication, it responds with the fast re-authentication identity, and if the 5G UE does not support fast re-authentication, it responds with SUCI. 

ANNEX B

Excerpt from TS 33.501 clause 6.1.2 and 6.1.3
6.1.2
Initiation of authentication and selection of authentication method

The initiation of the primary authentication is shown in Figure 6.1.2-1. 
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Figure 6.1.2-1: Initiation of authentication procedure and selection of authentication method

The SEAF may initiate an authentication with the UE during any procedure establishing a signalling connection with the UE, according to the SEAF's policy. The UE shall use SUCI or 5G-GUTI in the Registration Request.

The SEAF shall invoke the Nausf_UEAuthentication service by sending a Nausf_UEAuthentication_Authenticate Request message to the AUSF whenever the SEAF wishes to initiate an authentication. 

The Nausf_UEAuthentication_Authenticate Request message shall contain either:

-
SUCI, as defined in the current specification, or

-
SUPI, as defined in TS 23.501 [2].

The SEAF shall include the SUPI in the Nausf_UEAuthentication_Authenticate Request message in case the SEAF has a valid 5G-GUTI and re-authenticates the UE. Otherwise the SUCI is included in Nausf_UEAuthentication_Authenticate Request. SUPI/SUCI structure is part of stage 3 protocol design.

The Nausf_UEAuthentication_Authenticate Request shall furthermore contain:

-
the serving network name, as defined in sub-clause 6.1.1.4 of the present document.

NOTE 2:
The local policy for the selection of the authentication method does not need to be on a per-UE basis, but can be the same for all UEs.

Upon receiving the Nausf_UEAuthentication_Authenticate Request message, the AUSF shall check that the requesting SEAF in the serving network is entitled to use the serving network name in the Nausf_UEAuthentication_Authenticate Request by comparing the serving network name with the expected serving network name. The AUSF shall store the received serving network name temporarily. If the serving network is not authorized to use the serving network name, the AUSF shall respond with "serving network not authorized" in the Nausf_UEAuthentication_Authenticate Response.

The Nudm_UEAuthentication_Get Request sent from AUSF to UDM includes the following information:

-
SUCI or SUPI;

-
the serving network name;

Upon reception of the Nudm_UEAuthentication_Get Request, the UDM shall invoke SIDF if a SUCI is received. SIDF shall de-conceal SUCI to gain SUPI before UDM can process the request.

Based on SUPI, the UDM/ARPF shall choose the authentication method, based on the subscription data. 

NOTE 3:
The Nudm_UEAuthentication_Get Response in reply to the Nudm_UEAuthentication_Get Request and the Nausf_UEAuthentication_Authenticate Response message in reply to the Nausf_UEAuthentication_Authenticate Request message are described as part of the authentication procedures in clause 6.1.3.
6.1.3
Authentication procedures

6.1.3.1
Authentication procedure for EAP-AKA'

EAP-AKA' is specified in RFC 5448 [12]. The 3GPP 5G profile for EAP-AKA' is specified in the normative Annex F.

The selection of using EAP-AKA' is described in sub-clause 6.1.2 of the present document. 
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Figure 6.1.3.1-1: Authentication procedure for EAP-AKA'
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