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Introduction

Solution #4 introduces new mechanism into the 3GPP system in order to provide redundancy in the user plane between the RAN node and the UPF. We evaluate the solution in the context of other possible approaches and also look at some of the details that need further attention. 

Solution #4 vs. transport based redundancy
An exemplary view of Solution #4 in the user plane is shown in the figure below. Solution #4 provides disjoint N3 tunnels between the RAN node and the UPF.
[image: image1.emf]Server

Device

UE gNB UPF Switch

3GPP defined


We should compare this solution with the possibility of using redundancy in the transport layer. That approach would not impact the 3GPP architecture, and a single N3 tunnel could be kept. In the transport layer, the single N3 tunnel would be split into redundant paths, using a transport layer technology such as IEEE TSN FRER. The approach is illustrated in the figure below. 
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It is seen therefore that user plane redundancy over N3 can be provided both by Solution #4 and by transport layer mechanisms. Note that Solution #4 in itself is not sufficient, it must be combined with appropriate planning, deployment and configuration of the transport network so that the redundant paths are possible. Given that the transport layer anyway needs to be considered appropriately, it is not clear why a 3GPP defined mechanism is more beneficial for using the redundant paths than a transport layer mechanism? In fact, the 3GPP architecture has built on the assumption that the transport layer mechanisms are kept independent, making it easier for the transport layer to develop on its own – both in technology and in deployment – without having direct impact on the 3GPP architecture. Hence, solution #4 breaks the concept of independent transport technology evolution, and impacts the 3GPP architecture to use transport layer redundancy. 
Note also that the N3 tunnel may be reduced or may even disappear by collocating the UPF with the RAN node in certain deployments. One motivation for that may be to reduce the latency. Another motivation can be to reduce the number of sites and simplify the network. If the UPF is co-located with the gNB, then Solution #4’s added value disappears.

Even in cases where the N3 tunnel exists, it is not clear why an operator would pick Solution #4 that only addresses the redundancy of N3, as opposed to other solutions that address other parts of the end to end user plane path as well. With Solution #4 the UPF is a single point of failure, and also the RAN node is a single point of failure. Furthermore, the solution is not well harmonized with end to end solutions that provide redundant user plane paths also outside the 3GPP network. That can be problematic, since industrial applications requiring redundancy would need to apply a holistic approach, including both 3GPP and non-3GPP components for redundancy. It is not expected that 3GPP networks can replace other non-3GPP solutions in the industrial space, hence it is strongly preferred to apply a redundancy solution that is harmonized with the redundancy handling in fixed networks. In fixed industrial deployments, end to end redundancy is already deployed today and would be expected to be required by industrial customers. Hence any solution that ca not be integrated into an end to end redundancy solution would be a disadvantage for a 3GPP solution. Hence, the solution has a very narrow domain of applicability, and it is unclear why operators would need a specific 3GPP solution exclusively for the N3 redundancy problem. 

Conclusions:

· Solution #4 provides a 3GPP solution for setting up redundant paths on N3 in addition to the transport layer solution that is also possible for the problem. 

· The gNB is a single point of failure in the user plane. 

· The UPF is a single point of failure in the user plane. 

· Solution #4 does not provide a way to efficiently co-exist with end to end user plane redundancy solutions that may be applied in industrial scenarios. 

· Solution #4 can not provide the same level of redundancy end to end that is typically deployed and required for fixed industrial solutions today. 
· When UPF is co-located with the gNB, Solution #4 does not add any value. 
Missing features

Below we raise some questions which are proposed for further clarification.

The current description states the following regarding which traffic to apply the solution to: 

The PCF can determine whether redundant transmission need to be activate for a QoS Flow based on its QoS requirement, UE's subscription and condition of network deployment.
While this may apply in the downlink direction in the UPF, it is not clear how the RAN node can determine which flows to apply redundancy to in the uplink? Also, how do we know which tunnel to apply for flows that do not need redundancy? Furthermore, how is it know in the CN whether or not RAN has the capability so support the redundancy feature?
Conclusions:

· It is FFS how the RAN node becomes aware of which flows redundancy should be applied to. 

· It is FFS which tunnel is applied for a flow that does not need redundant handling. 
· It is FFS how the RAN node capability to support the solution is indicated to the CN. 

Solution details

Below we consider some details of the solution that need special attention. 

I-UPF handling. The solution mentions that it could handle I-UPFs inserted between the RAN node and the anchor UPF, but it is not clear what benefit would these I-UPFs bring, given the additional complexity of managing I-UPFs on multiple redundant paths. If I-UPFs are inserted due to the possibility of UL CL or a Branching Point in the I-UPFs, then we would need to understand how UL CL or a Branching Point behaves when it works on only one traffic path out of the two redundant traffic paths? Do the two I-UPFs on the two paths need to work in a synchronized way? Are the I-UPFs exposed to the data losses that take place on one of the paths?

Conclusion:

· It is FFS how the I-UPFs behave in an UL CL or Branching Point role when they are inserted on one leg of the redundant paths, and whether the two I-UPFs on the two paths need to work in a synchronized way. 

Proposal
We propose to update the Evaluation section by inserting the overall concluding statements, remove statements that only repeat some aspects of the solution without evaluation, and remove statement whose solution is not fully clarified. We also propose to capture issues to be resolved by Editor’s notes. The following changes are proposed to TR 23.725.
* * * * Start of Change * * * *
6.4
Solution #4 for Key Issue #1: Supporting redundant data transmission via single UPF and single RAN node
6.4.1
Description

This solution addresses the KI#1 of How to "Supporting high reliability by redundant transmission in user plane". It focuses on the redundant transmission between RAN and UPF.
In this solution, it is assumed that the reliability of NG-RAN node, UPF and CP NFs are high enough to fulfil the reliability requirement of URLLC services served by these NFs. The reliabilities of these NFs can be realized based on implementation (e.g. redundant mechanisms provided by NFV platform), which is out of scope of this solution. However, the reliability of single N3 tunnel is considered not high enough, e.g. due to the deployment environment of backhaul network, so the redundant packets will be transferred between UPF and RAN via two independent N3 tunnels, which are associated with a single PDU Session, over different transport layer path to enhance the reliability of service.

To ensure the two N3 tunnels can be transferred via disjointed transport layer paths, the NG-RAN node, SMF or UPF will provide different routing information in the tunnel information (e.g. different IP addresses or different Network Instances), and these routing information will be mapped to disjoint transport layer paths according to network deployment configuration.
Editor's note:
Whether and how to support redundant transmission in roaming scenario is FFS.

Editor's note:
How to support redundant transmission during Handover procedure is FFS.

This solution supports the redundant transmission based on two N3 tunnels between a single NG-RAN mode and the UPF. The RAN node and UPF shall support the packet replication and elimination function.
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Figure 6.4.1-1: Redundant transmission with two N3 tunnels between the UPF and a single NG-RAN node

Packet replication and elimination can be realized by modifying the GTP-U protocol. In case of DL traffic, the UPF replicates the packet from the DN and assigns the same GTP-U sequence number to them for the redundant transmission. These packets are transmitted to the NG-RAN via the N3 Tunnel 1 and the N3 Tunnel 2 separately. In order to eliminate the duplicated packet, the NG-RAN forwards the packet received first from either tunnel to the UE and drops the replicated packet which has the same GTP-U sequence number as the forwarded packet.

In case of UL traffic, the NG-RAN replicates the packet and assigns the same GTP-U sequence number to them and the UPF eliminates the duplicated packet based on the GTP-U sequence number.
Editor's note: It is FFS how the RAN node becomes aware of which flows redundancy should be applied to. 

Editor's note: It is FFS which tunnel is applied for a flow that does not need redundant handling.

Editor's note: It is FFS how the RAN node capability to support the solution is indicated to the CN.

The solution can be extended by inserting two Intermediate UPFs (I-UPFs) between the UPF acting as the PDU Session Anchor and the NG-RAN to support the redundant transmission based on two N3 and N9 tunnels between a single NG-RAN mode and the UPF. The RAN node and UPF shall support the packet replication and elimination function.
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Figure 6.4.1-2 Two N3 and N9 tunnels between NG-RAN and UPF for redundant transmission
In figure 6.4.1.2, there are two N3 and N9 tunnels between NG-RAN and UPF for redundant transmission. The UPF interfacing the DN and acting as the Traffic Distributor for DL traffic duplicates the packet of the URLLC service from the DN and assigns the same GTP-U sequence number to them. These duplicated packets are transmitted to I-UPF1 and I-UPF2 via N9 Tunnel 1 and N9 Tunnel 2 separately. Each I-UPF forwards the packet with the same GTP-U sequence number which receives from the UPF to NG-RAN via N3 Tunnel 1 and N3 Tunnel 2 respectively. The NG-RAN eliminates the duplicated packet based on the GTP-U sequence number. In case of UL traffic, the NG-RAN acting as the Traffic Distributer for UL traffic duplicates the packet of the URLLC service for the UE and the UPF eliminates the duplicated packet.
Editor's note: It is FFS how the I-UPFs behave in an UL CL or Branching Point role when they are inserted on one leg of the redundant paths, and whether the two I-UPFs on the two paths need to work in a synchronized way.
6.4.2
Procedures

The Procedures for activate redundant transmission during PDU session establishment/modification are same as corresponding procedures shown in clause 6.3.2 except for both of two AN tunnels are terminated on M-RAN nodes and S-RAN node addition is not needed.

6.4.3
Impacts on Existing Nodes and Functionality

PCF:

-
The PCF can determine whether redundant transmission need to be activate for a QoS Flow based on its QoS requirement, UE's subscription and condition of network deployment.

AMF:

-
No impact in this solution.

SMF:

-
The SMF can determine whether redundant transmission need to be activated for a QoS Flow based on local policies for the DNN or S-NSSAI.

-
In case the SMF allocates CN Tunnel Info, it shall provide the CN Tunnel Info for two tunnels of the redundant transmission paths.

-
The SMF shall indicate the UPF to replicate the downlink packet and send the duplicate packets to the two N3 tunnels, and indicate the UPF to eliminate the duplicate uplink packets.

UPF:

-
In case the UPF allocates CN Tunnel Info, it shall provide the CN Tunnel Info for two tunnels of the redundant transmission paths.

-
The UPF shall be able to replicate the downlink packet and send the duplicate packets to the two N3 tunnels, and eliminate the duplicate uplink packets.

RAN:

-
The RAN shall be able to replicate the uplink packet and send the duplicate packets to the two N3 tunnels, and eliminate the duplicate downlink packets.

UE:

-
No impact in this solution.

6.4.4
Solution Evaluation

This solution provides high reliability transporting mechanism by performing redundant transmission between Anchor UPF and RAN node via disjointed CN tunnels. The solution has the following properties:



-
The solution provides a 3GPP solution for setting up redundant paths on N3 in addition to the transport layer solution that is also possible for the problem. 

-
The gNB is a single point of failure in the user plane. 

-
The UPF is a single point of failure in the user plane. 

-
The solution does not provide a way to efficiently co-exist with end to end user plane redundancy solutions that may be applied in industrial scenarios. 
-
The solution cannot provide the same level of redundancy end to end that is typically deployed and required for fixed industrial solutions today.
-
When UPF is co-located with the gNB, Solution #4 does not add any value.

-
This solution has no dependency on the protocol used in application layer, which is out of control of the operator.


-
Current existing PDU session/QoS Flow management mechanisms are reused in this solution with limited extensions shown in 6.4.3. No further impact on existing control plane mechanisms.

-
No impact on air interface and UE.

* * * * End of Changes * * * *
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