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Abstract of the contribution: This paper proposes to update Key Issue #3 and a Solution to support the case where several users/devices are behind one gateway UE.
1
Discussion

Key Issue 3 asks:
How do the UE and the Network know that additional authorization and authentication is required for a Network Slice?
Solutions 6.1, 6.2, and 6.3 all assume that some slices will require additional authorization and authentication in order for the UE to access the slice. In all 3 solutions, the Network uses the S-NSSAI to determine that additional authorization and authentication is required. This approach will work for a large percentage of the scenarios that have been identified by SA1 in the LF_LUCIA study (TR 22.904). The LF_LUCIA study also identified scenarios where User Identities are used to identify devices behind a gateway UE. From TR 22.904.
The FS_LUCIA study was used to create the UIA WID in SA1. At SA1 #83, a TS 22.101 CR (S1-182704) was approved and added the following requirements to TS 22.101.

Furthermore, TS 22.115 CR (S1-182084) was approved and added the following requirements to TS 22.115.


When considering gateway use cases, multiple non-3GPP devices, each with their own user identity, may be behind the same UE. The non-3GPP devices may be sending their traffic to/from the same DN via the same slice. Thus, the UE’s access to the slice might not require additional authentication and authorization. However, the User Identity that is associated with each of the non-3GPP devices may require additional authentication and authorization.
In this type of scenario, the UE may have one PDU Session with multiple IP flows (e.g. one for each non-3GPP device). The UE needs to be able to authenticate each User Identifier before allowing its traffic onto the PDU Session. Furthermore, for charging purposes, the network needs to be able to know what User Identifier is associated with each flow.

This p-CR proposes two updates to TR 23.740:

1. An update to Key Issue 3 to elaborate on the gateway aspects of secondary authentication and authorization

2. A new solution that is similar to solution 3.1 in the sense that it relies on updating the existing secondary authentication/authorization by a DN-AAA server procedure. However, the solution is not proposed for authentication/authorization during the initial slice connection. Rather, this solution only applies for the case where authentication/authorization is needed after the initial slice connection is made.  
2
Proposal

This contribution proposes to implement the following updates to TR 23.740 v 0.5.0.
* * * Start of Change 1 * * *

5.3
Key Issue#3: Access to specific Network Slices authorized and authenticated through additional User Identifiers

5.3.1
Description
This key issue will study how to provide Network Slice Access authentication and authorization specific for the Network Slice Access authorization that uses User Identities and Credentials different from the 3GPP SUPI and for the authentication and authorization of User Identities and Credentials provided by a person, a device or an application that access the network via a gateway UE. In both scenarios, authentication and authorization of User Identities and Credentials takes place after the primary authentication which is still required between the UE and the 5GS for PLMN access authorization and authentication.
In particular, the KI will address: Access control to Network Slices that require additional authorization and authentication:

-
How do the UE and the Network know that additional authorization and authentication is required for a Network Slice?
-
How do the UE and the Network know that additional authorization and authentication is required so that a User Identity can be associated with the UE’s traffic?
-
How is the additional authorization and authentication triggered and performed? E.g. which procedures are used and when.

* * * Start of Change 2 * * *

6.3.x
Solution #3.x: Slice Specific Authentication and Authorization while using 3GPP UE as a gateway for non 3GPP devices accessing the network
6.3.x.1
Introduction
The solution addresses key issue#3 for the case where additional authorization and authentication is required of a person, a device or an application that access the network from a non-3GPP device behind a gateway UE.

The 5GS already supports secondary authentication/authorization by a DN-AAA server during the establishment of a PDU Session. The solution proposes to expand this feature so that it can support authentication/authorization of User Identities that are associated with a person, a device or an application that is attempting to access the network via a gateway UE.
When considering gateway use cases, multiple non-3GPP devices, each with their own user identity, may be behind the same gateway UE. The non-3GPP devices may be sending their traffic to/from the same DN via the same slice. Thus, the gateway UE’s access to the slice might not require additional authentication and authorization. However, the User Identity that is associated with each of the non-3GPP devices may require additional authentication and authorization.

In this type of scenario, the gateway UE may have one PDU Session with multiple IP flows (e.g. one for each non-3GPP device). The gateway UE needs to know that the network has authenticated and authorized each User Identifier before allowing its traffic onto the PDU Session. For example, the gateway UE may want to ensure that it will not be charged for the traffic that is generated by the non-3GPP devices. Furthermore, for charging purposes, the network needs to be able to know what User Identifier is associated with each flow.

How the person, a device or an application connects to the gateway UE and provides its User Identity and credentials is out of 3GPP’s scope.
6.3.x.2
Functional description

It is proposed that, during PDU Session Establishment or PDU Session Modification, the gateway UE may request that certain packet filters be associated with a User Identity. This indication from the gateway UE will trigger the Secondary authorization/authentication procedure that is detailed in section 4.3.2.3 of TS.502 [3]. 

Editor's note:
It is FFS how whether the Secondary authorization/authentication procedure is executed one time for each User Identity or if the Secondary authorization/authentication procedure can be enhanced to support authorization and authentication of multiple User Identities/Credentials at the same time.

If the User Identit(ies)/Credentials are not successfully authenticated/authorized, the network will indicate to the gateway UE which User Identities/Credentials were not successfully authenticated/authorized and the PDU Session Establishment or PDU Session Modification will be rejected.

If the User Identit(ies)/Credentials are successfully authorized/authenticated, the SMF and UPF will include the User Identifier in offline charging CDRs that are associated with the packet filters and may consider the associated User Identity when performing online charging for the packet filters.

6.3.x.3
Procedures

Editor's note:
This clause describes high-level procedures for the solution.
6.3.x.4
Impacts on existing entities and interfaces
-
UE: Provides a User Identity in the PDU Session Establishment or PDU Session Modification message if it wants a packet filter to be associated with a User Identity

-
SMF: Performs the Secondary authorization/authentication procedure for each User Identity in the PDU Session Establishment or PDU Session Modification message.

-
SMF and UPF: Includes the User Identifier in offline charging CDRs that are associated with the packet filters and considers the associated User Identity when performing online charging for the packet filters

6.3.x.5
Evaluation

Editor's note:
This clause provides an evaluation of the solution.

The 3GPP network shall be able to provide a User Identifier for a non-3GPP device that is connected to the network via a UE that acts as a gateway.


The 3GPP network shall support to perform authentication of a User Identity used by devices that are connected via a UE that acts as a gateway.





The 3GPP system shall be able to include the User Identifier including information concerning the provider of the User Identifier in the charging data for on- and offline charging.


The 3GPP system shall be able to record charging data for user authentication.


The 3GPP system shall be able to create charging data containing the User Identifier and the subscription to which it is linked for access and use of network services by a non-3GPP device that was authorized with its User Identifier linked to a subscription.
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