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1.	Introduction
SA3 in their LS in S2-1810044/S3-182661 has asked the following question:
After the initial Secondary Authentication and the PDU Session establishment, the DN-AAA server may initiate the Secondary Re-authentication procedure for the PDU Session as specified in clause 11.1.3 in TS 33.501. SA3 would like to know what information DN needs to provide to the network to identify the UE and the PDU session in order to initiate the Secondary Re-authentication procedure.
SA2 needs to discuss how to enable DN-AAA to trigger the re-authentication towards the UE.
1.1 Secondary re-authentication in TS 33.501
As a remind for the discussion, TS 33.501 clause 11.1.3 defines the procedure for re-authentication as follows:


Figure 11.1.3-1: EAP Re-Authentication with an external AAA server
1-3	Secondary Authentications has been established according to procedures specified in clause 11.1.2, Initial EAP Authentication with an external AAA server.
Secondary Re-authentication may either be initiated by SMF or the external DN/AAA server. If Re-authentication is initiated by SMF, the procedure proceeds with step 4 (skipping steps 4a and 4b). If Re-authentication is initiated by the external DN/AAA server, the procedure proceeds with the alternative steps 4a and 4b.
4.	The SMF decides to initiate Secondary Re-Authentication. 
4a. The DN AAA server decides to initiate Secondary Re-Authentication. 
4b. The DN AAA shall send a Secondary Re-Authentication request to UPF and the UFP forwards to SMF. 
5.	The SMF shall send an EAP Request/Identity message to the UE.
6.	The UE shall respond with an EAP Response/Identity message (with Fast-Reauth Identity). 
7.	The SMF forwards the EAP Response/Identity to UPF, selected during initial authentication, over N4 interface. 
This establishes an end-to-end connection between the SMF and the external DN-AAA server for EAP exchange.
8.	The UPF shall forward the EAP Response/Identity message to the DN AAA Server.
9.	The DN AAA server and the UE shall exchange EAP messages as required by the EAP method. 
10.	After the completion of the authentication procedure, DN AAA server either sends EAP Success or EAP Failure message to the SMF.
11.	This completes the Re-authentication procedure at the SMF.
12-13.	If the authorization is successful, EAP-Success shall be sent to UE. 
12-14.	If authorization is not successful, the SMF notifies failure to UPF. Upon completion of a N4 Session Modification procedure with the selected UPF, SMF sends EAP-Fail to UE via AMF.
Observation 1: Steps 4a and 4b are relevant for the present discussion.
1.2 Issue with DN-AAA triggered re-authentication
At present, two options are defined in 23.501 and 23.502 for secondary UE authentication:
-	Routing via UPF
-	Direct routing to DN-AAA when the DN-AAA is part of the 5GC
Observation 2: the second option is not really covered in TS 23.502 and may require a CR.
In case of routing of signalling via the UPF, in order to enable the DN-AAA to trigger re-authentication at any time, as SA3 correctly indicates the DN-AAA needs information that it can provide to the network in step 4b above to identify the UE and the PDU session in order to initiate the Secondary Re-authentication procedure.
Observation 3: the DN-AAA requires information to identify the UE and the PDU session to the 5GC.
In addition, the DN-AAA needs a way to route the re-authentication request to the correct UPF, so that the signalling can be routed to the correct SMF serving the UE and the re-authentication signalling can then be sent to the UE.
Observation 4: in the UPF-based option, the DN-AAA requires information to identify the correct UPF.
With mobility and PDU sessions that may have PSA relocation (e.g. SSC mode 2 and SSC mode 3), it is not guaranteed that the UPF remains the same during the lifetime of a PDU session. 
Observation 5: the secondary authentication mechanism needs to support UPF changes for the UPF-based solution. 
1.3 How to reach the UE for re-authentication
The 3GPP UE ID (SUPI) and/or PDU session ID could be provided to the DN-AAA in addition to the DN credentials used for authentication. However, it is not desirable to expose such information outside the 5GC, and such information would in no way enable the DN-AAA server the reach the correct UPF. 
Observation 6: providing SUPI and PDU session ID to the DN-AAA is not desirable and does not address the issue.
It has to be noted that TS 23.502 indicates the following:
“When available, the SMF provides the GPSI in the signalling exchanged with the DN-AAA”
“The DN-AAA server confirms the successful authentication/authorization of the PDU Session. The DN-AAA server may provide … a request to get notified with the IP address(es) allocated to the PDU Session and/or with N6 traffic routing information or MAC address(es) used by the UE for the PDU Session … If requested so in step 4 or if configured so by local policies, the SMF notifies the DN-AAA with the IP/MAC address(es) and/or with N6 traffic routing information allocated to the PDU Session together with the GPSI.”
Therefore, 23.502 foresees the GPSI provided by the SMF to the DN-AAA when available. 
Observation 7: TS 23.502 already specifies that GPSI is provided to the DN-AAA server.
However, no procedure defines how the DN-AAA server uses such information
Observation 8: it is unclear how the DN-AAA server uses the GPSI.
Proposal 1: GPSI and PDU Session ID must be provided to the DN-AAA server to enable re-authentication. 
1.4 Possible Options for Re-authentication
Solutions that impact the interface between UPF and the DN-AAA server are outside the scope of 3GPP, since 3GPP has no impact on such itnerfaces.
In order to propose solutions that 3GPP can impact, we consider NEF-based options for enabling secondary (re)authentication/authorization.
Specifically, the following is proposed:
-	when UE secondary authentication needs to take place for a UE, an ID similar to the GPSI (or the GPSI itself) is available for the UE
-	this can be achieved by allocating a GPSI to any UE for which, based on subscription information, UE secondary authentication is required for one of the subscribed DNN
-	alternatively, a GPSI-like ID could be allocated to the UE by the serving SMF when a GPSI is not provided in the subscription information and the SMF needs to perform secondary authentication for the UE
-	during the UE secondary authentication, the authentication SMF (H-SMF or V-SMF for LBO) provides the GPSI and the PDU Session ID to the DN-AAA (i.e. to address the case in which multiple PDU sessions of a given UE are authenticated by the same DN-AAA server), in addition to the information currently provided. This enable an external DN-AAA to have information necessary to identify and address a stable “point of entry” to the 5GC for triggering re-authentication.
Procedures for secondary authentication based on the use of GPSI need to be defined. Three options can be considered:
- 	option 1: - NEF Assisted UPF-based secondary authentication 
-	in this option, the (re)authentication with an external DN-AAA is performed via the UPF. 
-	when secondary authentication is performed successfully, the DN-AAA subscribes with the NEF (with GPSI and PDU Session ID) for notification of the change of UPF. 
-	In order to identify the correct UPF where the DN-AAA needs to send the re-authentication request, even in case of UPF change during the lifetime of a PDU session, the SMF keeps track of the current UPF, and the NEF keeps track of the current SMF
-	when the UPF (and/or the SMF) changes, this event is reported to the NEF which in turn reports it to the DN-AAA server. 
-	option 2 - NEF Assisted UPF-based secondary authentication with modification to NEF event subscription model: 
-	in this option, the (re)authentication with an external DN-AAA is performed via the UPF. 
-	However, when secondary authentication is performed successfully for a PDU session of a UE, the authenticator SMF indicates this to the NEF for UE secondary authentication with the GPSI and the PDU Session ID. 
-	The NEF subscribes to the change of SMF serving the PDU session and change of UPF to be used by the DN-AAA for triggering re-authentication. 
-	In order to identify the correct UPF where the DN-AAA needs to send the re-authentication request, even in case of UPF change during the lifetime of a PDU session, the SMF keeps track of the current UPF, and the NEF keeps track of the current SMF
-	When the DN-AAA needs to send a re-authentication request, the DN-AAA queries the NEF over the N33 with the GPSI and the PDU Session ID.
-	Upon receiving a query from the DN-AAA server based on the GPSI and the PDU Session ID, the NEF queries the serving SMF which returns the UPF to be used for the secondary authentication. 
-	The DN-AAA server then sends the re-authentication request to such UPF. 
-	The UPF maintains a context that enables routing the incoming request (which is not tied to the address corresponding to the PDU session) to the correct N4 context.
-	option 3 – full NEF solution: in this option, secondary UE authentication is performed always via the NEF (SMF to NEF to DN-AAA)
-	the NEF is a proxy in the authentication exchange between the SMF and the DN-AAA
-	when secondary authentication is performed for a PDU session of a UE, the authenticator SMF sends the authentication request to the NEF and provides the GPSI and PDU Session ID
-	this “registers” the authenticator SMF with the NEF for re-authentication
-	the DN-AAA uses the GPSI (and PDU Session ID) to send the request to the NEF which in turn routes the signalling to the SMF after identifying the serving SMF corresponding to the GPSI and the PDU Session ID
From a security point of view, it can be argued that a full-NEF solution (option 3) is not a good security practice since an additional network function is involved in the authentication path and is aware of the security material. This applies even if UPF/SMF and NEFs are in the same trust domain (e.g., in the same MNO network). Moreover, this implies considerable changes in the NEF function that now needs to support AAA interfaces. Therefore, a full-NEF solution is not considered a viable solution.
Option 2 requires a modification of the NEF way of operating, since the SMF would need to trigger the NEF to subscribe to events in the NEF when secondary authentication is performed.
Option 1 follows the current event exposure mechanism; however, it implies that anytime there is a change in the UPF to be used for re-authentication and further DN-AAA communications towards the SMF, the DN-AAA is notified with information on the new UPF.
Proposal 2: it is proposed to use NEF Assisted UPF-based secondary authentication for re-authentication.
1.5 Issues with SSM Mode 2 and SSC Mode 3
In SSC Mode 2 and SSC Mode 3 procedure, the UPF AND the SMF serving a UE may be relocated. This means that the “point of entry” for AAA signalling for re-authentication can change during the lifetime of a “connection”. In addition, the PDU Session ID of a UE can change, and therefore any relation the DN-AAA server may have with the SMF/UPF for re-authentication, even using an NEF-based solution, is lost.
Observation 9: without considerable architectural and functional changes, release 15 cannot support re-authentication of PDU sessions in SSC mode 2 and SSC mode 3 when the SMF/UPF change.
Proposal 3: it is proposed that in Rel. 15, when SSC mode 2 and SSC mode 3 PSA relocation takes place for non multi-homed PDU sessions, the SMF triggers re-authentication of the PDU session.

2. Proposal	
It is proposed: 
-	to use NEF Assisted UPF-based secondary authentication for re-authentication.
-	GPSI and PDU Session ID must be provided to the DN-AAA server to enable re-authentication
-	in Rel. 15, when SSC mode 2 and SSC mode 3 PSA relocation takes place for non multi-homed PDU sessions, the SMF triggers re-authentication of the PDU session.
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