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Abstract of the contribution: This paper proposes updates to 3GPP TS 23.502 to clarify UDM Services and include some corrections and additions.
1. Introduction

It is proposed to update some UDM services.

A generic Event Exposure in added to the list of UDM services (as proposed to be defined in S2-174361).
2. Discussion

2.1 UDM call flow services

A generic UDM Subscriber Data Management service definition may be valuable from a reusability point of view, however, for the consumers defined in this release, there is always a need to link this service to the UDM UE Context Management service. 

The reason is that any consumer NF (i.e. AMF, SMF, SMSF) that uses UE Context Management Registration operation requires as well to receive subscription data that is relevant to register in the UDM the NF as a serving node for the UE, that is, data requested is specifically for registration purposes, and it is up to the UDM to identify and provide that required data.
Therefore, a UE Context Management Registration operation always requires that relevant subscription data for registration is provided to the NF, and consequently, the NF needs to be informed if that data is modified (i.e. it implies a subscription to data changes as well, for the subscription data associated to the UE the NF is registering for).
This relationship among Registration and Subscription data retrieval should as well be considered when the NF gets deregistered (by multiple reasons). A deregistration implies that the NF unsubscribes to the changes to the subscription data.
Linking the execution of subscription data management operations together with NF registration operations ensures that:
· Subscription data is not disclosed to unauthorized NFs or NFs which are not engaged in operations with the UE at a given time.
· Consistent NF registration information is kept in UDM for a given user for both NF Registration and Subscription Data Management operations.

Otherwise separate NF authorization and NF registration/de-registration and UDM initiated NF de-registration notification procedures will be required as well as UDM logic to ensure that the execution of these independent procedures do not incur in unsolicited/unauthorized subscription data requests (e.g. by an AMF which is not currently registered for a user).

This proposal is in line to service definition criteria as agreed in clause A.6.1:

A.6.1
Self-Containment

The following design guidelines are used for identifying self-contained NF services.

-
Each NF service operates on its own set of context(s). A context refers to a state or a software resource or an internal data storage. The NF service operations can create, read, update or delete the context(s).

-
Any direct access of a context(s) owned by a NF service is be made by the service operations of that NF service. Services provided by the same NF can communicate internally within the NF.
Subscription data is not locally stored in Subscriber Data Management service, but externally in 5G UDR, in that way it is accessible by any UDM service by internal implementation means.
2.2 UDM services for exposure
A generic Event Exposure service is defined in S2-174361. 

3. Proposal

3.1 UDM call flow services

UDM services are modified to cover requirements for existing 5G consumers.
The proposal solves the linkage that exists between Registration and Subscription data retrieval. Therefore, at Registration it allows to retrieve Subscription data (plus subscription to data changes), and at Deregistration it clarifies what it implies, i.e. subscription data is invalidated/deleted and data change notification is finalized (unsubscription). 

This requires that UE Context Management Registration operation is extended to optionally allow to read required subscription data, and subscribe to be notified when it is modified. This implies that Registration operation will (optionally) access Subscription Data stored in 5G UDR internally within UDM NF, by implementation means.
3.2 UDM services for exposure
Add Event Exposure in the list of UDM services (as proposed to be defined in S2-174361).

UE Context Management UE Reachability Notification operation is deleted since it is covered by generic Event Exposure framework.

*************** Start of Change # 1 *********************

4.2.2.2.2
General Registration
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Figure 4.2.2.2.2-1: Registration procedure

1.
UE to (R)AN: AN message (AN parameters, Registration Request (Registration type, SUPI or 5G-GUTI, Security parameters, NSSAI, UE 5GCN Capability, PDU session status, PDU session(s) to be re-activated and MICO mode preference)).

Editor's note:
The required AN parameters is FFS.


In case of 5G-RAN, the AN parameters include e.g. SUPI or the 5G-GUTI, the Selected Network and NSSAI.


The Registration type indicates if the UE wants to perform an "initial registration" (i.e. the UE is in RM-DEREGISTERED state), a "mobility registration update " (i.e. the UE is in registered state and initiates a Registration procedure due to mobility) or a "periodic registration update" (i.e. the UE is in registered state and initiates a Registration procedure due to the periodic update timer expiry, see clause 4.2.2.2.1). The UE performing an initial registration (i.e., the UE is in RM-DEREGISTERED state) to a PLMN for which the UE does not already have a 5G-GUTI, the UE shall include its SUPI in the registration attempt. In other cases, the 5G-GUTI is included and it indicates the last serving AMF. If the UE is already registered via a non-3GPP access in a PLMN different from the new PLMN (i.e. not the registered PLMN or an equivalent PLMN of the registered PLMN) of the 3GPP access, the UE shall not provide over the 3GPP access the 5G-GUTI allocated by the AMF during the registration procedure over the non-3GPP access. Also, if the UE is already registered via a 3GPP access in a PLMN (i.e. the registered PLMN), different from the new PLMN (i.e. not the registered PLMN or an equivalent PLMN of the registered PLMN) of the non-3GPP access, the UE shall not provide over the non-3GPP access the 5G-GUTI allocated by the AMF during the registration procedure over the 3GPP access.


The Security parameters are used for Authentication and integrity protection. NSSAI indicates the Network Slice Selection Assistance Information (as defined in clause 5.15 of TS 23.501 [2]. The PDU session status indicates the previously established PDU sessions in the UE. The "PDU session(s) to be re-activated" is included to indicate the PDU session(s) that the UE intends to activate.
Editor's note:
The content of the Security parameters is FFS.

Editor's note:
Changes required to support "stickiness" is FFS.

Editor's note:
It is FFS if HO attach indication is to be added.

Editor's note:
It is FFS how UE Radio capabilities are provided.

2.
If a SUPI is included or the 5G-GUTI does not indicate a valid AMF the (R)AN, based on (R)AT and NSSAI, if available, selects an AMF.


The (R)AN selects an AMF as described in TS 23.501 [2], clause X.

If the (R)AN cannot select an appropriate AMF, it forwards the Registration Request to an AMF which has been configured, in (R)AN, to perform AMF selection.
3.
(R)AN to new AMF: N2 message (N2 parameters, Registration Request (Registration type, Subscriber Permanent Identifier or 5G-GUTI, Security parameters, NSSAI and MICO mode preference)).


When 5G-RAN is used, the N2 parameters include the Location Information, Cell Identity and the RAT type related to the cell in which the UE is camping.

If the Registration type indicated by the UE is periodic registration update, then steps 4 to 17 may be omitted.
4.
[Conditional] new AMF to old AMF: Information Request (complete Registration Request).

If the UE's 5G-GUTI was included in the Registration Request and the serving AMF has changed since last registration, the new AMF may send Information Request to old AMF including the complete Registration Request IE to request the UE's SUPI and MM Context.

5.
[Conditional] old AMF to new AMF: Information Response (SUPI, MM Context, SMF information).

Old AMF responds with Information Response to new AMF including the UE's SUPI and MM Context.


If old AMF holds information about active PDU Sessions, the old AMF includes SMF information including SMF identities and PDU session identities.

6.
[Conditional] new AMF to UE: Identity Request ().

If the SUPI is not provided by the UE nor retrieved from the old AMF the Identity Request procedure is initiated by AMF sending an Identity Request message to the UE.

7.
[Conditional] UE to new AMF: Identity Response ().

The UE responds with an Identity Response message including the SUPI.

8.
The AMF may decide to invoke an AUSF. In that case, the AMF, shall be based on SUPI, select an AUSF as described in TS 23.501 [2], clause X.

9a.
The AUSF shall initiate authentication of the UE.


The authentication is performed as described in clause X.

Editor's note:
It is FFS how UDM is selected in this step.

Editor's note:
It is FFS whether the AUSF or the AMF initiates the authentication.

If network slicing is used, the AMF decides if the Registration Request needs to be rerouted as described in clause 4.2.2.2.3, where the initial AMF refers to the AMF.
9b
The AMF shall initiate NAS security functions.


The NAS security is performed as described in clause X.
10.
[Conditional] new AMF to old AMF: Information Acknowledged ().

If the AMF has changed the new AMF acknowledge the transfer of UE MM context.


If the authentication/security procedure fails, then the Registration shall be rejected, and the new AMF sends a reject indication to the old AMF. The old AMF continues as if the Information Request was never received.

11.
[Conditional] new AMF to UE: Identity Request ().

If the PEI was not provided by the UE nor retrieved from the old AMF the Identity Request procedure is initiated by AMF sending an Identity Request message to the UE to retrieve the PEI.
12.
Optionally the new AMF initiates ME identity check.


The PEI check is performed as described in clause 4.7.
13.
If step 14 is to be performed, the new AMF, based on the SUPI, selects a UDM.


The AMF selects an UDM as described in TS 23.501 [2], clause X.

14a. If the AMF has changed since the last registration, or if there is no valid subscription context for the UE in the AMF, or if the UE provides a SUPI which doesn't refer to a valid context in the AMF, or if the UE registers to the same AMF it has already registered to a non-3GPP access (i.e. the UE is registered over a non-3GPP access and initiates this registration procedure to add a 3GPP access), the new AMF invokes the Nudm_UEContextManagement_Registration service operation towards the UDM including "Subscription data is required" indication. The new AMF provides the access type it serves for the UE to the UDM and the access type is set to "3GPP access". The UDM stores the associated access type together with the serving AMF. 
14b. This will cause the UDM to initiate a Nudm_UEContextManagement_DeregistrationNotification to the old AMF corresponding to 3GPP access, if one exists. The old AMF removes the MM context and notifies all possibly associated SMF(s), and the new AMF creates an MM context for the UE after getting the AMF related subscription data from the UDM.


 See subclause 5.2.3.2.1 and subclause 5.2.3.2.2 for details of Nudm_UEContextManagement_Registration and Nudm_UEContextManagement_DeregistrationNotification service operations.

Editor's note:
Whether interactions with UDM and PCF includes mobility restriction related information is FFS.

Editor's note:
The PEI is to be provided to the UDM in the Update Location procedure.


15.
Conditionally the new AMF, based on the SUPI, selects a PCF.


The AMF selects a PCF as described in TS 23.501 [2], clause X.

Editor's note:
It is FFS whether the Permanent User ID is used for PCF selection.

Editor's note:
The conditions when the AMF selects a PCF is FFS.

16.
[Optional] new AMF to PCF: UE Context Establishment Request (SUPI).

If the AMF has not yet obtained Access and Mobility policy for the UE or if the Access and Mobility policy in the AMF are no longer valid, the AMF requests the PCF to apply operator policies for the UE.
17.
PCF to new AMF: UE Context Establishment Acknowledged (Access and Mobility policy data).

The PCF acknowledges the UE Context Establishment Request message and provides the Access and Mobility policy data for the UE to the AMF.

18.
[Conditional] new AMF to SMF: N11 Request ().


The N11 Request is sent in one or both of the following scenarios:
-
If the AMF is changed, the new AMF notifies each SMF of the new AMF serving the UE. The AMF verifies PDU session status from the UE with the available SMF information. In case the AMF has changed, it is assumed that the old AMF provides the available SMF information. The new AMF requests the SMF to release any network resources related to PDU sessions that the UE indicated as not established.
-
If the UE was in MICO mode and the AMF had notified an SMF of the UE being unreachable and that the SMF needs not to send DL data notifications to the AMF, the AMF informs the SMF that the UE is reachable.

NOTE:
the AMF will also notify any other NF that subscribed to UE reachability that the UE is reachable.
Editor's note:
It is FFS whether AMF perform the PDU session status logic or each SMF does it.
19.
SMF to new AMF: N11 Response ().

The SMF may decide to trigger e.g. UPF relocation as described in clause 4.3.5.

If the Registration type indicated by the UE is periodic registration update, then steps 20 and 21 may be omitted.
Editor's note:
It is FFS how SMFs subscribes to AMF services.

Editor's note:
SMF relocation in relation to a Registration procedure is FFS.
20.
[Conditional] old AMF to PCF: UE Context Termination Request ().

If the old AMF previously requested UE context to be established in the PCF, the old AMF terminates the UE context in the PCF.

21.
PCF to old AMF: UE Context Termination Acknowledged ().
22.
New AMF to UE: Registration Accept (5G-GUTI, Registration area. Mobility restrictions, PDU session status, NSSAI, Periodic registration update timer, LADN Information and accepted MICO mode).

The AMF sends a Registration Accept message to the UE indicating that the registration has been accepted. 5G-GUTI is included if the AMF allocates a new 5G-GUTI. Mobility restrictions is included in case mobility restrictions applies for the UE. The AMF indicates the established PDU sessions to the UE in the PDU session status. The UE removes locally any internal resources related to PDU sessions that are not marked as established in the received PDU session status and for which the UE has requested PDU session establishment and not received SMF response yet. If the PDU session status information was in the Registration Request, the AMF shall indicate the PDU session status to the UE. The NSSAI includes the Allowed S-NSSAIs. If the UE subscription data includes subscribed LADN identification information, the AMF shall include in the Registration Accept message the LADN Information for LADNs, defined in TS 23.501 [2] clause 5.6.5, that are available within the Registration area determined by the AMF for the UE. If the UE included MICO mode in the request, then AMF responds whether MICO mode should be used.


If the "PDU session(s) to be re-activated" is included in the Registration Request, the AMF sends an N11 Message to SMF(s) associated with the PDU Session ID(s) to establish the User Plane(s) for the PDU session(s) in conjunction with the Registration Accept message. The steps 4b to 12 specified in clause 4.2.3.2 are executed to complete the User Plane(s) setup without sending MM NAS Service Accept from the AMF to (R)AN described in step 5 of clause 4.2.3.2.
Editor's note:
It is FFS whether NSSAI is provided to RAN by AMF.
Editor's note:
It is FFS whether LADN subscription information (i.e. information which indicates whether the UE subscribes the LADN service) is included in UE subscription data or is managed by policy information by PCF.
23.
[Conditional] UE to new AMF: Registration Complete ().

The UE sends a Registration Complete message to the AMF to acknowledge if a new 5G-GUTI was assigned.

When the "PDU session(s) to be re-activated" is not included in the Registration Request, the AMF releases the signalling connection with UE, according to clause 4.2.6.
Editor's note:
Details of N2 interaction is FFS.

*************** End of Change # 1 *********************
*************** Start of Change # 2 *********************

5.2.3.1
General

The following table illustrates the UDM Services.
Table 5.2.3-1: NF Services provided by UDM
	NF service
	Description
	NF service operations
	Consumer
	Ref.

	Subscriber Data Management


	Retrieve subscriber data
	Get
	AMF, SMF, SMSF
	Many call flows in clause 4 e.g. 4.5.2, 4.5.1

	
	
	UpdateNotification


	AMF, SMF, SMSF
	

	
	
	
	
	

	UE context management
	Register, Deregister and retrieve UE's Serving NF and other UE related information.
	Registration 
	AMF, SMF, SMSF
	Many call flows in clause 4, 4.5.2, 4.2.5.2

	
	
	DeregistrationNotification
	AMF, SMF, SMSF
	

	
	
	Deregistration
	AMF, SMF, SMSF
	

	
	
	Get
	NEF
	

	
	
	Update


	AMF


	

	UE Authentication
	Provides Authentication related data
	Request
	AUSF
	

	EventExposure
	Provides a framework to allow a consumer to subscribe to the occurrence of an event and receive a notification when it occurs.
	Subscription request/response

Notification
	NEF
	Clause 5.4.2


Editor's note:
Whether common or separate services should be defined for Mobility subscription management, Session subscription management and SMS subscription management is FFS.
*************** End of Change # 2 *********************
*************** Start of Change # 3 *********************

5.2.3.2.1
Nudm_UE Context Management_Registration

Service operation name: Nudm_UE Context Management_Registration
Description: Register UE's serving NF on the UDM.
Known NF Consumers: AMF, SMF, SMSF
Inputs, Required: Requester NF ID, SUPI, NF type.
Inputs, Optional: Subscription data is required: it implies that subscription data required for NF registration is requested, and as well a subscription to be notified when this subscription data is changed is required.
Outputs, Required: Result indication.
Outputs, Optional: If " Subscription data is required" indication is included, then UE subscription data required for NF registration is retrieved by the Requester NF ID, and the consumer NF is subscribed to changes to required data.
*************** End of Change # 3 *********************
*************** Start of Change # 4 *********************

5.2.3.2.2
Nudm_UE Context Management_DeregistrationNotification

Service operation name: Nudm_UE Context Management_DeregistrationNotification
Description: UDM notifies the Requester NF which has previously Registered (using Nudm_UE Context Management_Registration operation) the Requester NF ID has been deregistered in UDM. This requires that the consumer deregisters as it is no longer a serving NF for that UE.
NOTE: 
If " Subscription data is required" indication was included in the UE Context Management_Registration, then the execution of this operation implies the deregistered NF will no longer be notified of changes in the subscription data for the UE it was registered for in UDM.
Known NF Consumers: AMF, SMF, SMSF
Inputs, Required: SUPI.
Inputs, Optional: None.
Outputs, Required:.
Outputs, Optional: None
*************** End of Change # 4 *********************
*************** Start of Change # 5 *********************

5.2.3.2.3
Nudm_UE Context Management_Deregistration
Service operation name: Nudm_UE Context Management_Deregistration
Description: The requesting NF requests the UDM to delete the information related to the Requester NF in the UE context. 

NOTE:
If "Subscription data is required" indication was included in the UE Context Management_Registration, then this operation execution implies that the deregistered NF will no longer be notified of changes in the subscription data for the UE it was registered for in UDM.
Known NF Consumers: AMF, SMF, SMSF
Inputs, Required: SUPI, NF type
Inputs, Optional: None
Outputs, Required: Result Indication.
Outputs, Optional: None
*************** End of Change # 5 *********************

*************** Start of Change # 6 *********************









*************** End of Change # 6 *********************

*************** Start of Change # 7 *********************

5.2.3.2.X
Nudm_UE Context Management_Update
Service operation name: Nudm_UE Context Management_Update
Description: Consumer updates some UE related information (e.g. UE capabilities).
Known NF Consumers: AMF
Inputs, Required: Requester NF ID, SUPI, NF type, UE context information
Inputs, Optional: None
Outputs, Required: Result Indication.
Outputs, Optional: None
*************** End of Change # 7 *********************

*************** Start of Change # 8 *********************

5.2.3.3.1
Nudm_Subscriber_Data_Get

Service name: Nudm_Subscriber Data_Get

Description: Requester NF gets the subscriber data from UDM
Known NF Consumers: SMF, SMSF, AMF
Inputs, Required: SUPI, NF ID, NF type, required subscription data. 
Inputs, Optional: DNN if the NF type is SMF.
Outputs, Required: The Requester NF gets the requested subscription data.
Outputs, Optional: None
*************** End of Change # 8 *********************
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