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Abstract of the contribution: This paper proposes update to solution 2 - infrequent small data transmission using pre-established NAS security by adding more description to flow and adding attach procedure flow.
Proposal
Summary of changes to solution 2: 

· Added figure on E2E small data flow.

· Added Attach procedure (without default PDN connection establishment) flow and description.

· Added description to MO/MT small data flow. Flow is now covers both IP & non-IP data (including SMS). 

· General clean-up and corrections.

It is also proposed to capture in TR 23.720 as follows:

First Change

6.2
Solution 2: Infrequent small data transmission using pre-established NAS security
6.2.1
Description

6.2.1.1
General

This solution corresponds to the Key issue 2 – “Efficient support of infrequent small data transmission for Cellular IoT” and Key Issue 6 – “Support for non-IP data”.

The solution is based on the Lightweight CN architecture for CIoT as described in clause 6.1. 
NOTE: 
P-GW is only used to support roaming case. For non-roaming case, C-SGN SGi interface terminates on C-SGN and C-SGN can send/receive data on SGi directly.
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Figure 6.2.1.1-1: E2E small data flow
6.2.1.2
CIoT Attach Procedure 
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Figure 6.2.1.2-1: CIoT Attach Procedure 
0. RRC connection establishment procedure. 

NOTE: RAN may decide to optimize RRC connection establishment procedure to minimize signalling for CIoT devices. 
1. The UE performs Attach Procedure. During Attach procedure, CIoT UE indicates that this is “CIoT attach”. CIoT BS selects C-SGN optimized for CIoT based on UE indication or based on pre-configuration. CIoT UE also indicate specific Data Type (e.g. IP, non-IP and/or SMS).
2. C-SGN may authenticate the UE using normal procedures if necessary.
3. Location update and retrieval of subscription information.

4. C-SGN processes the Attach Request message and based on parameters provided decide the need for establishing IP Bearer Service. 
For Data Type = IP, PDN type indicates type of IP address (i.e. IPv4, IPv6) to be allocated. C-SGN allocates an IP address based on the PDN type in Attach Request. No NAS Session Management signalling is needed. In the roaming case, C-SGN sends a Create Session Request (or new control message) to the P-GW indicating this is CIoT attach and Data Type. P-GW allocates an IP address based on the PDN type in Attach Request.
For Data Type = non-IP, C-SGN does not run any IP related operation e.g. IP address allocation. Based on the configuration C-SGN, may establish a direct forwarding path, e.g. point to point tunnel on per UE per PDN basis, towards AS. Alternatively based on configuration and if SCEF is deployed, C-SGN may decide to route small data via SCEF. 
NOTE: The configuration can be done based criterion such as SLA between operator and 3rd party application service provider etc.
For Data Type = SMS, no IP address needs to be allocated and no Create Session Request is sent to the PGW. 
5. In roaming case only, depending on Data Type, P-GW sends Create Session response (or new control message) to the C-SGN. For IP data case, it contains allocated IP address.
6. C-SGN responds by sending an Attach Accept message to the UE without any session management message. For Data Type= IP, allocated IP address is sent to the UE.
7. The UE responds with an Attach Complete message.

8. The RRC connection is released.
6.2.1.3
Procedure for MO Small Data Transfer (and response):
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Figure 6.2.1.3-1: CIoT Mobile originated (MO) Small data transmission 
0.
The UE performs Attach Procedure as shown in clause 6.2.1.2.
1.





The UE requests the UE's AS to establish an RRC connection. A new NAS message format is used to carry the small data packet (i.e. IP, non-IP, SMS) in an encrypted IE. The UE can also indicate whether acknowledgment/response to the IP packet is expected or not. There is no need to set up DRB and AS security.

NOTE:
It is RAN decision how to transfer the small data NAS PDU over the radio interface for CIoT RAT.


The unencrypted part of this new NAS PDU carries the "eKSI and Sequence Number" IEs as usual for encrypted NAS messages. The C-SGN uses this, and the S-TMSI, to identify the security context to decrypt the small data packet.

2.
The CIoT RAN forwards NAS PDU and the indication on whether ack/response is expected to the C-SGN in the initial UE message.

NOTE: In case of multiple small data packet transmission, subsequent small data packets are contained in UL NAS transport without requiring establishment of RRC connection.
3.
The C-SGN decrypts the NAS message, obtaining the small data packet. C-SGN forwards the small data using appropriate mechanism depending on Data Type. For IP small data C-SGN sends it over SGi. For SMS C-SGN sent it to SMS-SC. For non-IP small data C-SGN, based on configuration, sends it to SCEF (as defined in solution 4a) or to AS using point-to-point IP forwarding tunnel (as defined in solution 10).



4.
If no acknowledgment/response to the small data packet is expected (based on the subscriber information and the Ack/Rsp indication from the UE), the C-SGN immediately releases the connection. Otherwise, when a (response) small data packet arrives in the P-GW, sends it to the C-SGN.

5.
The C-SGN encrypts the NAS message with the downlink small data packet and sends the downlink NAS transport message to the CIoT-RAN. C-SGN releases the signalling connection after the timer monitoring the connection expires.

6.
CIoT-BS sends the Downlink Information Transfer including the NAS message to UE and also releases the RRC connection after the timer monitoring the connection expires.

6.2.1.4
Procedure for MT Small Data Transfer 
This uses similar concepts to the MO case described above.
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Figure 6.2.1.4-1: CIoT Mobile terminated Small data transmission
0.
The UE performs Attach Procedure as shown in clause 6.2.1.2.

1.
C-SGN receives small data packet (IP, non-IP, SMS).the 

2.
If there is no signalling connection with the UE, the C-SGN buffers the received small data packet, and pages UE. The UE sends the Service Request message to C-SGN.

3.
The C-SGN then sends the small data packet in an encrypted IE in a NAS PDU in a Downlink NAS message and the CIoT-BS sends the NAS PDU onto the UE. There is no need to set up the DRB and AS security.

4.
The UE might send a packet as an acknowledgement that is sent in an encrypted IE in a NAS PDU in an UL RRC message. The CIoT-BS forwards the NAS PDU to the C-SGN. After the timer monitoring the connection expires, the C-SGN, UE and CIoT-BS release the connection locally.

5.
The C-SGN decrypts the NAS-PDU and forward to appropriate node depending on Data Type..
6.2.2
Impacts on existing nodes and functionality
Impacts on UE:

-
Handle "small data" transaction (including transfer the encrypted uplink packet to C-SGN in the first NAS message).

Impacts on RAN:

-
Handle "NAS small data" session

-
C-SGN selection for CIoT UE.

Impacts on C-SGN comparing with MME:

-
Receive the uplink small data packet from UE by NAS.

-
Receive and encrypt the downlink small data packet and transfer to UE by NAS.
-  Attach without activating bearer service.
6.2.3
Solution Evaluation

Benefits:
-
No establishment of DRBs and S1-U bearers.
-
Reduced signalling procedures in the core network and radio interface.
-  The solution provides the same efficiency to both stationary and mobile devices.

-  The same transport mechanism can cover a wide range of applications sending/receiving infrequent small data (e.g. IP, non-IP and SMS).


This solution piggybacks uplink small data onto the initial NAS uplink message that is extended and it uses an additional NAS message for carrying downlink response small data. The efforts for setting up the user plane, i.e. related RRC messages and AS security setup, can be avoided. This solution does not preclude delivery of very infrequent large data (e.g. software update/software patches). C-SGN capacity needs to be suitable for this traffic.
The data transfer on the radio interface depends on the CIoT RAN design.
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