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1
Enabling PSAP Callback in the S8HR architecture

This document describes a solution for provision of PSAP callback number for IMS emergency session in the S8HR architecture, as described in the key issue provided in a companion paper for this meeting (S2-153345).

It may also provide a solution to Key Issue 1 (“How to authenticate the UE and if needed perform IMS emergency registration”).
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Figure 1: Baseline Emergency architecture for a roamed-in UE with S8HR IMS roaming without IMS roaming NNI between the VPLMN and HPLMN (same as TR 23.749 Figure 5.1.1-1)
Depicted in Figure 1 is the IMS emergency architecture for an inbound roamer subscribed to a network using S8HR IMS roaming. One notable feature in this architecture is the absence of IMS-level NNI between the VPLMN and the HPLMN.
This solution proposes to provision a PSAP callback number via the PCRF in the VPLMN (not shown in Figure 1; located between the P-CSCF in the VPLMN and the PGW in the VPLMN).

Clause 1.1 of this contribution describes a solution for obtaining the PSAP callback number (CallBack#) by the IMS for a UE attempting an IMS emergency session as “anonymous user”, typically as a follow-up to IMS registration failure.
Clause 1.2 of this contribution describes an optimisation where the IMS network proceeds with the IMS registration procedure despite the fact that it is unable to authenticate the UE at IMS level.
1.1
With prior IMS registration failure

The call flow is Figure 2 illustrates the case with prior IMS registration failure, followed by a subsequent IMS emergency session attempt as “anonymous user”.
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Figure 2: Provision of PSAP callback number for IMS emergency session (with prior IMS registration failure)
1.
UE sends an ATTACH REQUEST or PDN CONNECTIVITY REQUEST message to the network in order to establish a PDN connection for IMS emergency services.

2.
MME interacts with the HSS over the S6a interface in order to authenticate the UE. In the process the MME fetches information from the user’s subscription profile stored in the HSS, including a PSAP callback number (CallBack#). The CallBack# is needed only for inbound roamers. There are two options for requesting it: a) either the MME explicitly requests the inclusion of CallBack# in the S6a response, or b) the HSS knows by configuration to always include the CallBack# when the request comes from a specific VPLMN.

NOTE 1: In the case of UE requested PDN connectivity today there is no interaction with the HSS. There are two alternatives to address this case: a) either the CallBack# was obtained from the HSS upon Attach (which means that the signalling of CallBack# is provided systematically), or 2) MME interacts with the HSS specifically to request a CallBack# (new S6a procedure) when the PDN connection for emergency services is requested by an inbound roamer.

3.
MME sends a [S11] [S5] Create Session towards the PGW including CallBack#.

4.
PGW establishes an IP-CAN session with the PCRF as described in TS 23.401 and TS 23.203. The IP-CAN session is identified with UE‘s IPv4 address of IPv6 prefix associated with the PDN connection for IMS emergency services. CallBack# is passed to the PCRF as part of the IP-CAN session establishment.

5.
UE completes the Attach or UE requested PDN connection procedure.

6.
UE next attempts IMS registration for emergency services, however, the attempt fails due to the absence of SIP-based NNI between the VPLMN and the HPLMN.

NOTE 2: In order to incite the UE to attempt an unauthenticated IMS emergency session, the P-CSCF may include an explicit cause (e.g. a “reason phrase” in IETF RFC 3261) in the SIP 4xx failure response message. Alternatively, an existing client failure response code may be used (e.g. 488 Not Acceptable Here) that in the context of IMS emergency registration is interpreted as invitation to proceed with unauthenticated IMS emergency session.

7.
UE then attempts an unauthenticated IMS emergency session including an “anonymous user” parameter in the SIP INVITE message.

8.
P-CSCF intercepts the SIP INVITE message and contacts the PCRF for establishment of an Rx session. Despite the fact that the IMS registration for emergency services has failed, the PCRF is able to perform session binding based on the UE’s IP address/prefix (see TS 23.203 clause 6.1.1.2). Specifically, the P-CSCF uses the UE IPv4 address or IPv6 prefix from the IP packet carrying the SIP INVITE message (cf. according to TS 24.229 clause 5.1.6.8.2 the IP address is included in the Contact header field of the SIP INVITE request) and includes it as the Framed-IP-Address AVP (and optionally an IP-Domain-Id value) or Framed-Ipv6-Prefix AVP in the initial [Diameter] AA-Request message as specified in TS 29.214. The PCRF retrieves the information that it has received upon IP-CAN session establishment in step 4 and returns the CallBack# parameter to the P-CSCF.

9.
P-CSCF forwards the SIP INVITE towards the PSAP including a callback parameter (CallBackPar) derived from the PSAP callback number (CallBack#).

After termination of the IMS emergency session, the PDN connection for IMS emergency session is also released. This release clears all information in the network related to the PDN connection for IMS emergency services, and, notably, it clears the CallBack# from the PCRF and the P-CSCF. At some later time the PSAP may decide to call the UE using the callback number provided as described in Figure 2.

We expect that the PSAP callback number will often correspond to the user’s MSISDN. Note that the MSISDN is already fetched from the HSS and pushed into the PGW as described for CallBack# in Figure 2. Therefore, in some deployment scenarios (e.g. where the VPLMN knows by configuration that the MSISDN of inbound roamers from specific HPLMN can safely be used as the PSAP callback number) the CallBack# parameter in steps 2 and 3 of Figure 2 does not need to be signalled as a separate parameter. Similar comment applies to step 4, as MSISDN is optionally signalled over Gx today.

If the CallBack# parameter fetched from the P-CSCF in step 7 is the MSISDN, the P-CSCF applies preconfigured rules to translate it into a TEL URI format.

Note that the procedure described in Figure 2 has no UE impact apart from the proposal captured in NOTE 2.

1.2
Without IMS registration failure

The procedure in Figure 2 can further be optimised by avoiding the IMS registration failure in step 5. Looking at the existing procedure for IMS registration illustrated in Figure 3 (copied from TS 33.203), the UE is authenticated as part of the IMS registration by receiving an authentication challenge first (SM6 in Figure 3), to which it needs to respond by re-issuing the registration request (SM7 in Figure 3), this time including authentication credentials. The IMS registration procedure is completed only when the UE receives the final OK message (SM12 in Figure 3).
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Figure 3: The IMS Authentication and Key Agreement for an unregistered IM subscriber and successful mutual authentication (from TS 33.203)
If the P-CSCF knows ahead of time that the IMS registration will fail (i.e. in the case of IMS emergency registration requested by an inbound roamer in a network lacking SIP-based NNI with the roaming partner), it could skip the steps SM2 through SM11 in Figure 3, and locally acknowledge the IMS emergency registration by sending an OK message to the UE (SM12 in Figure 3).
The call flow for the case where IMS registration failure is avoided is described in Figure 4.
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Figure 4: Provision of PSAP callback number for IMS emergency session (without IMS registration failure)
1-5. Same as steps 1-5 in Figure 2.

6.
UE then attempts IMS registration for emergency services by sending a SIP REGISTER message, including its public identity (e.g. SIP URI).

7.
Upon reception of the SIP REGISTER message the P-CSCF contacts the PCRF for establishment of an Rx session. The PCRF is able to perform session binding based on the UE’s IP address/prefix (see TS 23.203 clause 6.1.1.2) and retrieve the information that it has received upon IP-CAN session establishment in step 4. As part of the Rx session establishment the CallBack# parameter is returned to the P-CSCF.

8.
By analysing the CallBack# parameter the P-CSCF realizes that the request comes from an incoming roamer belonging to a HPLMN with which the VPLMN has no SIP-based NNI, which means that the IMS registration request is doomed to fail. For such cases the P-CSCF is configured to respond with a SIP OK (instead of sending an authentication challenge).

NOTE: Alternatively, the PCRF sends an explicit indication in the AA-Answer message over Rx that the PDN connection for emergency services was requested by an inbound roamer from a HPLMN towards which there is no SIP-level NNI.

9.
UE then attempts an IMS emergency session by sending a SIP invite message including its public identity (SIP URI).

10.
The P-CSCF intercepts the SIP INVITE message and contacts the PCRF for modification of the existing Rx session. As part of the Rx session modification the CallBack# parameter may again be returned to the P-CSCF.

11.
P-CSCF forwards the SIP INVITE towards the PSAP including a callback parameter (CallBackPar) derived from the PSAP callback number (CallBack#).

The solution variant described in clause 1.2 may also provide a solution to Key Issue 1 (“How to authenticate the UE and if needed perform IMS emergency registration”). In this solution variant the network is able to skip the IMS-level authentication with sufficient confidence based on the fact that the UE has been successfully authenticated at EPS level, the callback number retrieved via the PCRF serving as a “soft” proof. This is similar to GIBA (GPRS-IMS Bundled Authentication; see TS 33.203) where the IP address assigned at GPRS level (and retrieved by the IMS from the HSS) is used as a “soft” proof that the UE has been successfully authenticated at GPRS level, allowing the IMS to proceed without authenticating the UE at IMS-level.
2
Proposal
Based on the previous discussion it is proposed to agree the solution for provision of PSAP callback number in the S8HR architecture for inclusion in TR 23.749, as proposed below.

########################## START CHANGE FOR TR 23.749 ###################
6
Solutions
6.X
Solution #X UE authentication with prior IMS registration failure
6.X.1
Description

Editor's Note:
Describe the solutions. First sentence should list the key issues that this solution applies to. Sub-clause(s) may be added to capture details, procedural flow etc. 

6.X.1.1
General

This solution addresses key issue 1 (“How to authenticate the UE and perform IMS emergency registration”).

In this solution the network is able to skip the IMS-level authentication with sufficient confidence based on the fact that the UE has been successfully authenticated at EPS level, the callback number retrieved via the PCRF serving as a “soft” proof. This is similar to GIBA (GPRS-IMS Bundled Authentication; see TS 33.203) where the IP address assigned at GPRS level (and retrieved by the IMS from the HSS) is used as a “soft” proof that the UE has been successfully authenticated at GPRS level, allowing the IMS to proceed without authenticating the UE at IMS-level.
This solution proposes to provision a PSAP callback number via the PCRF in the VPLMN (located between the P-CSCF in the VPLMN and the PGW in the VPLMN).

In this solution the UE attempts an IMS emergency session as “anonymous user”, typically as a follow-up to an IMS registration failure.
6.X.1.2
Solution description
The call flow is Figure 6.X.1.2-1 illustrates the solution for UE authentication with prior IMS registration failure, followed by a subsequent IMS emergency session attempt as “anonymous user”.
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Figure 6.X.1.2-1: UE authentication with prior IMS registration failure)
1.
UE sends an ATTACH REQUEST or PDN CONNECTIVITY REQUEST message to the network in order to establish a PDN connection for IMS emergency services.

2.
MME interacts with the HSS over the S6a interface in order to authenticate the UE. In the process the MME fetches information from the user’s subscription profile stored in the HSS, including a User ID / PSAP callback number (CallBack#). The User ID / CallBack# is needed only for inbound roamers. There are two options for requesting it: a) either the MME explicitly requests the inclusion of User ID / CallBack# in the S6a response, or b) the HSS knows by configuration to always include the User ID / CallBack# when the request comes from a specific VPLMN.

NOTE 1: In the case of UE requested PDN connectivity today there is no interaction with the HSS. There are two alternatives to address this case: a) either the User ID / CallBack# was obtained from the HSS upon Attach (which means that the signalling of User ID / CallBack# is provided systematically), or 2) MME interacts with the HSS specifically to request a User ID / CallBack# (new S6a procedure) when the PDN connection for emergency services is requested by an inbound roamer.

3.
MME sends a [S11] [S5] Create Session Request towards the PGW including User ID / CallBack#.

4.
PGW establishes an IP-CAN session with the PCRF as described in TS 23.401 and TS 23.203. The IP-CAN session is identified with UE‘s IPv4 address of IPv6 prefix associated with the PDN connection for IMS emergency services. User ID / CallBack# is passed to the PCRF as part of the IP-CAN session establishment.

5.
UE completes the Attach or UE requested PDN connection procedure.

6.
UE next attempts IMS registration for emergency services, however, the attempt fails due to the absence of SIP-based NNI between the VPLMN and the HPLMN.

NOTE 2: In order to incite the UE to attempt an unauthenticated IMS emergency session, the P-CSCF may include an explicit cause (e.g. a “reason phrase” in IETF RFC 3261) in the SIP 4xx failure response message. Alternatively, an existing client failure response code may be used (e.g. 488 Not Acceptable Here) that in the context of IMS emergency registration is interpreted as invitation to proceed with unauthenticated IMS emergency session.

7.
UE then attempts an unauthenticated IMS emergency session including an “anonymous user” parameter in the SIP INVITE message.

8.
P-CSCF intercepts the SIP INVITE message and contacts the PCRF for establishment of an Rx session. Despite the fact that the IMS registration for emergency services has failed, the PCRF is able to perform session binding based on the UE’s IP address/prefix (see TS 23.203 clause 6.1.1.2). Specifically, the P-CSCF uses the UE IPv4 address or IPv6 prefix from the IP packet carrying the SIP INVITE message (cf. according to TS 24.229 clause 5.1.6.8.2 the IP address is included in the Contact header field of the SIP INVITE request) and includes it as the Framed-IP-Address AVP (and optionally an IP-Domain-Id value) or Framed-Ipv6-Prefix AVP in the initial [Diameter] AA-Request message as specified in TS 29.214. The PCRF retrieves the information that it has received upon IP-CAN session establishment in step 4 and returns the User ID / CallBack# parameter to the P-CSCF.

Editor's Note:
It is FFS how to prevent IMS emergency calls from a UE containing a USIM for data-only subscription.
9.
P-CSCF forwards the SIP INVITE towards the PSAP including a user identifier and a callback parameter (CallBackPar) derived from the User ID / CallBack# parameter.

After termination of the IMS emergency session, the PDN connection for IMS emergency session is also released. This release clears all information in the network related to the PDN connection for IMS emergency services, and, notably, it clears the CallBack# from the PCRF and the P-CSCF. At some later time the PSAP may decide to call the UE using the callback number provided as described in Figure 6.X.1.2-1.

Note that the procedure described in Figure 6.X.1.2-1 has no UE impact apart from the proposal captured in NOTE 2.

6.X.2
Impacts on existing nodes and functionality
Editor's Note:
Capture impacts on existing 3GPP nodes and Functional elements (e.g. UE, MME, eNB, S-GW, P-GW, P-CSCF etc.).

It is expected that the User ID / Callback# parameter will correspond to the user’s MSISDN. Note that the MSISDN is already fetched from the HSS and pushed into the PGW as described for CallBack# in Figure 6.X.1.2-1. Therefore, in some deployment scenarios (e.g. where the VPLMN knows by configuration that the MSISDN of inbound roamers from specific HPLMN can safely be used as the PSAP callback number) the User ID / CallBack# parameter in steps 2 and 3 of Figure 6.X.1.2-1 does not need to be signalled as a separate parameter. Similar comment applies to step 4, as MSISDN is optionally signalled over Gx today.

If the User ID / CallBack# parameter fetched from the P-CSCF in step 7 is the MSISDN, the P-CSCF applies preconfigured rules to translate it into a TEL URI format.

If the MSISDN is used as the User ID / PSAP callback number, the impacted 3GPP nodes are the following:

-
PCRF needs to provide the MSISDN as the PSAP callback number over Rx when requested by the P-CSCF.

-
P-CSCF needs to retrieve a PSAP callback number for “anonymous user” from the PCRF.

If the MSISDN cannot be used as the User ID / PSAP callback number, the additional impact on 3GPP nodes is as follows:

-
HSS needs to provide a User ID over S6a when requested by MME.

-
MME needs to push the User ID in [S11] Create Session Request towards SGW.

-
SGW needs to push the User ID in [S5/S8] Create Session request towards PGW.

-
PGW needs to push the User ID via Gx into the PCRF.
6.X.3
Solution Evaluation

Editor's Note:
Use this section for evaluation at solution level. Evaluation at key issue level is done in a separate clause.
########################## NEXT CHANGE FOR TR 23.749 ###################

6.Y
Solution #X UE authentication without IMS registration failure
6.Y.1
Description

Editor's Note:
Describe the solutions. First sentence should list the key issues that this solution applies to. Sub-clause(s) may be added to capture details, procedural flow etc. 

6.Y.1.1
General

This solution addresses key issue 1 (“How to authenticate the UE and perform IMS emergency registration”).

In this solution the network is able to skip the IMS-level authentication with sufficient confidence based on the fact that the UE has been successfully authenticated at EPS level, the callback number retrieved via the PCRF serving as a “soft” proof. This is similar to GIBA (GPRS-IMS Bundled Authentication; see TS 33.203) where the IP address assigned at GPRS level (and retrieved by the IMS from the HSS) is used as a “soft” proof that the UE has been successfully authenticated at GPRS level, allowing the IMS to proceed without authenticating the UE at IMS-level.
This solution proposes to provision a PSAP callback number via the PCRF in the VPLMN (located between the P-CSCF in the VPLMN and the PGW in the VPLMN).

In this solution the IMS network proceeds with the IMS registration procedure despite the fact that it is unable to authenticate the UE.
6.Y.1.2
Solution description
The call flow for the case where IMS registration failure is avoided is described in Figure 6.Y.1.2-1.
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Figure 6.Y.1.2-1: UE authentication without IMS registration failure

1-5. Same as steps 1-5 in Figure 6.X.1.2-1.

6. UE initiates IMS emergency registration 

7.
Upon reception of the SIP REGISTER message the P-CSCF contacts the PCRF for establishment of an Rx session. The PCRF is able to perform session binding based on the UE’s IP address/prefix (see TS 23.203 clause 6.1.1.2) and retrieve the information that it has received upon IP-CAN session establishment in step 4. As part of the Rx session establishment the User ID / CallBack# parameter is returned to the P-CSCF.

NOTE 1: Alternatively, the PCRF sends an explicit indication in the AA-Answer message over Rx that the PDN connection for emergency services was requested by an inbound roamer from a HPLMN towards which there is no SIP-level NNI.

Editor's Note:
It is FFS how to prevent IMS emergency calls from a UE containing a USIM for data-only subscription.
8.
By analysing the CallBack# parameter the P-CSCF realizes that the request comes from an incoming roamer belonging to a HPLMN with which the VPLMN has no SIP-based NNI, which means that the IMS registration request is doomed to fail. For such cases the P-CSCF is configured to respond with a 420 response with sec-agree value listed in the unsupported header field.
9.
UE then, according to TS 24.229, performs a new initial registration without inclusion of the Authorization header field.
10.
P-CSCF accepts the registration with 200 OK and provides the user identity to the UE in P-associated-URI header. From the UE point of view, the procedure is the same as specified for GIBA (GPRS-IMS bundled authentication) procedures in TS 24.229. 

NOTE 2: P-CSCF may only respond with 420 to UE if it has received the User ID from PCRF in step 7. This allows the VPLMN to handle the anonymous emergency call using the existing procedure.
11.
UE then attempts an IMS emergency session by sending a SIP invite message including its public identity (SIP URI).

12.
P-CSCF forwards the SIP INVITE towards the PSAP including a callback parameter (CallBackPar) derived from the User ID / Callback# parameter.

6.Y.2
Impacts on existing nodes and functionality
Editor's Note:
Capture impacts on existing 3GPP nodes and Functional elements (e.g. UE, MME, eNB, S-GW, P-GW, P-CSCF etc.).

If the MSISDN is used as the User ID / PSAP callback number, the impacted 3GPP nodes are the following:

-
PCRF needs to provide the MSISDN as the PSAP callback number over Rx when requested by the P-CSCF.

-
P-CSCF needs to retrieve a PSAP callback number for an inbound roamer from the PCRF and proceed with IMS registration without authenticating the user.

If the MSISDN cannot be used as the User ID / PSAP callback number, the additional impact on 3GPP nodes is the same as in clause 6.X.2.
6.Y.3
Solution Evaluation

Editor's Note:
Use this section for evaluation at solution level. Evaluation at key issue level is done in a separate clause.
########################## END OF CHANGE ###################
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