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Abstract of the contribution: This paper discusses whether SA2 would be impacted by the recently approved work item “LTE-WLAN RAN Level Integration supporting legacy WLAN” in order to respond to the LS from RAN received in RP-151623.
Introduction
At RAN#69 plenary, the Work Item “LTE-WLAN RAN Level Integration supporting legacy WLAN” has been approved in RP-151615. While the Rel-13 LTE-WLAN Radio Level Integration and Interworking Enhancements Work Item provides a RAN level aggregation solution with non-collocated upgraded WLAN (connected to the eNB via a new Xw standard interface under specification), this work item is intended to allow LTE-WLAN Radio Level Integration with legacy WLANs. 

RAN sent a LS to SA3 and SA2 in RP-151623, asking SA3 to provide the solution to establish the IPsec tunnel between eNB and UE and SA2 to check whether there is any SA2 impact of this work. This paper discusses the latter.
Discussion
As indicated in the WID, “Solution shall build on functionality (e.g. WLAN network selection, measurements etc.) already provided or expected to be provided by the Release-13 LTE-WLAN Radio Level Integration and Interworking Enhancement WI”, which is expected to be transparent to EPC (see RP-150150). Hence, no SA2 impact is expected for such above functionality.
Per the recently approved “LTE-WLAN RAN Level Integration supporting legacy WLAN” Work Item, the solution will be based on:
· IPsec tunnelling between eNB and UE over WLAN, and
· RRC enhancements for establishing the tunnel between eNB and UE, including required signalling of parameters to the UE (Initiation of WLAN aggregation and IPsec tunnel establishment at the UE is triggered by the eNB via RRC).
The figure below depicts a typical deployment with legacy WLAN. 
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Figure 1: Typical LTE-WLAN Radio Level Integration deployment with non-collocated legacy WLAN
In order to allow the establishment of an IPsec tunnel between the UE and the eNB even in situations where eNB and WLAN are in different IP domains, the eNB could obtain a routable IP address e.g. from the Public domain if needed. This is a transport deployment issue actually out of scope of 3GPP. Security aspects are of SA3 responsibility.
Once an UE is attached to EPC, the eNB (via the RRC signalling enhancements mentioned in the WID) would just provide the UE with the routable IP address, together with, if SA3 find it necessary,  information allowing the ENB and the UE to derive a common key to be used at IKE establishment. This is clearly in the scope of SA3. 
If the WLAN is in Open mode, the UE obtains a local IP address, and then can just run the IKEv2 handshake procedure with the eNB according to RFC 5996 and using the routable IP address and a key which will be derived according to methods to be defined by SA3. The IPsec tunnel is established between the UE and the eNB without EPC node impact.  
If the WLAN is in Closed mode, the authentication of the UE for allowing the WLAN access can be accomplished by many methods, which are either out of scope of 3GPP, or reusing the one used for NSWO access. Then the procedure continues as in WLAN Open mode.

In their LS (R2-154915/ S2-153126), RAN2 asks SA2 whether DRBs need to be identified over the IPSec tunnel. DRBs may be identified both in downlink and uplink by the use of a separate IPSec Security Association per DRB and direction: 

· In the uplink, identifying which DRB an IP packet belongs to is required in order to enable the eNB to identify the associated EPS bearer on S1 interface, i.e. there is a need for “marking” the uplink traffic in the IPSec tunnel. This can be achieved e.g. via the establishment of one IPSec Child Association per DRB: the identity of the child association can be used for that marking. Note that using one IPSec Child Association per DRB also guarantees a possible QoS differentiation if the receiver is employing the anti-replay feature as described in IETF RFC 4301 clause 4.1. 

· In the downlink, identifying the DRBs may be required e.g. if different QoS per bearer is applied or if simultaneous PDN connections with same UE IP address are established. DRB identification can be achieved the same way as for the uplink. 

Such DRB identification has no impact to CN as the establishment of Child SAs are achieved via IKEv2 signalling between UE and eNB. 
On architectural aspects, we can observe that:

· S1-U and S1-MME interfaces are not impacted by this work item.  There are no additional interfaces into the CN required.  The only new interfaces that are required to support this feature, i.e. the IPsec tunnel, are internal to the RAN.

· The IPSec tunnel between the eNB and the UE has the same goal as PDCP layer when used in E-UTRAN: both serve the purpose of providing encryption in the user plane.  Keying material used for securing the IPsec tunnel can be made available as per the mechanisms used for providing keys to PDCP.  The details are for SA3 to finalise.
· The IP tunnel between UE and MeNB is just an alternative way to PDCP of providing plumbing between UE and the RAN nodes. This is within RAN scope.

· In clause 5.1.2, TS 23.401 specifies the user plane protocol stack between UE and each of the RAN and CN nodes, but the decision and specification of the RAN user plane protocol stacks (physical layer, MAC, RLC, PDCP) have always been in the RAN scope. The protocol stacks names were just copied from RAN2 specifications into SA2 specifications for stage 2 alignment. When IPSec tunnel is specified by RAN2, SA2 will just have to update their specification accordingly (the same applies to LWA using PDCP “LTE-WLAN Radio Level Integration and Interworking Enhancement WI” and SA2 is not involved in the work of that work item).
· If there is a requirement to charge differently WLAN traffic and LTE traffic, there might be some related impacts to SA2. However, the same would apply to LWA using PDCP “LTE-WLAN Radio Level Integration and Interworking Enhancement WI” and SA2 is not involved so far in the work of that work item.

Based on the above considerations, the authors don’t see any impact of this Work Item to SA2. 

Proposal

It is proposed to reply to RAN cc RAN2, RAN3, SA3 that SA2 does not see any impact of this work to SA2. If such work is needed it should be common to both “LTE-WLAN Radio Level Integration and Interworking Enhancement WI” and “LTE-WLAN RAN Level Integration supporting legacy WLAN” Work Items.
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