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Abstract of the contribution: This contribution provides a comparison of the user plane based solution 6.5 and the control plane based solutions.
Introduction
The solution 6.5 in TR 23.720 [2] introduces efficient handling for small data transfer as required by the relevant objective in the study item description in [1].

· To support highly efficient handling of frequent and infrequent small data transmissions (e.g. based on the traffic model in TR 45.820) with minimised overhead for system signalling without compromising e.g. security.
This document discusses the user plane based solutions taking solution 6.5 as one possible realization in comparison with the control plane based solutions [2]. It should though be noted that similar comparison with the same result can be obtained when comparing with solution 6.6 or the solution proposed in S2-153178 which is a merge of solution 6.5 and 6.6.
Discussion

Solution 6.5 introduces efficient small data transfer by means of optimized procedures where reduced signalling overhead is accomplished compared to existing procedures in LTE. As shown in [2] in both solutions, i.e. solution 6.5 and a control plane based solutions data can be sent as early as in 3rd message, i.e. the amount of needed signalling is the same in both solutions. This can be deduced from sub-clauses 6.3.1.2 for one variant of the control plane based solutions and from 6.5.1.3 for the user plane solution 6.5.
Observation 1: The number of messages over the radio interface needed for data transfer is the same for the user plane based solution in 6.5 as for the control plane based solutions.
However, given that for the control plane based solution AS security is omitted for the payload and NAS security is applied instead additional overhead from integrity protection (MAC) is added to each packet sent over the radio interface. On the other hand in the solution 6.5 current AS security (encryption and integrity protection) is applied. The saving in the signalling is achieved by re-using the security context of the previous connection.
Observation 2: There is additional signalling overhead in the control plane based solution through usage of NAS integrity protection.
Solution 6.5 makes efficient use of the UE capabilities and uses a suitable UE configuration even for short-lived data transfers: While the eNB is not aware of the UE capabilities and security context upon initial transition from IDLE to CONNECTED, it has this information upon RRC Connection Resume. Hence, eNB and UE apply the previous configuration for the first data transfer. Other solutions (e.g. 6.3) use instead a non-optimized default configuration that might result in an inefficient usage of radio resources, i.e. requiring more radio resources.

Observation 3: Solution 6.5 uses radio resources efficiently by applying a UE specific RRC Configuration rather than relying on a default configuration. The latter is required for the control plane solution and can result in inefficient usage of the radio resources, i.e. become more expensive on the radio interface.
RRC uses ASN.1 to encode messages. This allows for a great level of flexibility and is efficient in terms of overhead. However, encoding and decoding of ASN.1 is relatively complex and therefore requires significant processing power in the eNB and the UE. Therefore, embedding user data into RRC PDUs either directly or as NAS PDU significantly increases the processing load. In the past, network vendors already raised concerns about this processing load in particular in a system that has to handle many UEs. 
Observation 4: As concluded in Rel-12 study for small data transmission [4], sending data over control plane would lead to increased processing requirements/load at the eNB.
The solution described in 6.5 can be applied using s single bearer setup at registration, i.e. the default bearer. Additional functionality for bearer handling is not required. Furthermore, this solution is compatible with simplified SM and MM procedures.

Observation 5: Solution 6.5. can be applied using a reduced set of SM and MM procedures as outlined in [2] in solutions 12 and 14. 

Solution 6.5 supports SMS on top of EMM where certain optimizations to SMS as suggested in S2-153112.

Observation 6: Solution 6.5. supports SMS on top of EMM with possible optimizations.
Solution 6.5 is based on existing LTE protocols and can be added to the nodes by software upgrades re-using existing HW. It makes use of DRB and S1-UP as supported by existing infrastructure. It is furthermore reusing existing RAN protocols which is aligned with the RAN NBIOT WID [3]:
· MAC, RLC, PDCP and RRC procedures based on existing LTE procedures and protocols and relevant optimisations to support the selected physical layer
Functionalities in the MME and SGW needed to support DRB/S1-U can be implemented in a combined node in case that such implementation option deems beneficial.
Observation 7: User plane based solution as described in 6.5 is a modification of the existing RAN functionality compatible with the existing implementations and deployments. Furthermore it does not prohibit implementation options where MME and SGW are e.g. collapsed into a combined node.
The study focuses on the traffic model in TR 45.820 that provides a basis for the work. It is assumed that this is very limited model and it is virtually impossible to predict the actual future CIoT traffic. Solution 6.5 is not limited to a particular traffic model but rather improves signalling overhead for any kind of terminal and traffic pattern.
Observation 8: Solution 6.5 supports the traffic model described in TR 45.820, however, it has the capability for efficient support for traffic with different characteristics as well as to dynamically align with different characteristics.
The traffic model of TR 45.820 (and TR 23.720) does not support software upgrades, only patches and software reconfigurations up to 2000 byte. Clause E.2.4 states “It is expected that all Cellular IoT devices will require some form of application layer software update/reconfiguration occasionally. Software reconfigurations (patches) are expected to make up most of the events and are not expected to result in the large payload sizes expected for complete software updates”. This leaves control plane based solutions without a possibility to perform software updates. Solution 6.5 does support performing both full software updates and software patches. 

Observation 9: Solution 6.5 supports full software updates and software patches.
An initial NAS message sent by a mobile UE may reach a new RAN node which has no security context related to the UE and the CN authenticates the UE.
By current standard the MME acknowledges back to the UE via eNodeB when secure RRC data transfer resources are established.

With transfer of Data over NAS a similar acknowledgement is needed to enable both the network to authenticate the UE and the UE to authenticate the network. The mutual authentication also ensures that the communicated part of NAS COUNT, the NAS sequence number, is in sync at both ends. The NAS COUNT is used to protect from replay attacks. When it’s out of sync the NAS message may be silently dropped by the receiver, i.e. the data is lost. 
Observation 10: At each event of uplink data transmission using the NAS protocol require the CN to send a downlink NAS message to maintain NAS security.

Using the NAS protocol for user data transport make use of the established NAS security and will as a result deteriorate the NAS key security quality. When there are more NAS messages, there will be more security overhead. An increase in NAS signalling or in other words to use NAS for data transfer will increase the frequency of the authentication procedure. When used for infrequent data transfer the impact to NAS security handling may be limited. But it illustrates that a solution with data transport over NAS has a drawback when used for more frequent data.

If there is a need to support use with more frequent data transfer or transfer of large data volume the NAS security handling including authentication does not scale and the security handling would have to be modified to address this. A change to the NAS security handling will impact the NAS security state machine with large impact to the NAS security handling at both ends of the protocol.

Observation 11: Transfer of data over NAS is not suitable when the number of NAS messages becomes high. And the mechanism would be complex to enhance to support high numbers of NAS messages.
Conclusions
This contribution provides a brief analysis of the user plane based solution taking solution 6.5. as an example in comparison to control plane based solutions. It focuses on the objectives as in the study item description, e.g. efficient support for small data transfer. 
Following observations are made:

Observation 1: The number of messages needed for data transfer is the same for the user plane based solution in 6.5 as for the control plane based solutions.

Observation 2: There is additional signalling overhead in the control plane based solution due to usage of NAS integrity protection.
Observation 3: Solution 6.5 uses radio resources efficiently by applying a UE specific RRC Configuration rather than relying on a default configuration. The latter is required for the control plane solution and can result in inefficient usage of the radio resources, i.e. become more expensive on the radio interface.
Observation 4: As concluded in Rel-12 study for small data transmission [2], sending data over control plane would lead to increased processing requirements/load at the eNB.
Observation 5: Solution 6.5. can be applied using a reduced set of SM and MM procedures. 

Observation 6: Solution 6.5. supports SMS on top of EMM with possible optimizations.
Observation 7: User plane based solution as described in 6.5 is an update of the existing RAN functionality compatible with the existing implementations and deployments. Furthermore it does not prohibit implementation options where MME and SGW are e.g. collapsed into a single node.

Observation 8: Solution 6.5 supports the traffic model described in TR 45.820, however, it has the capability for efficient support for traffic with different characteristics.
Observation 9: Solution 6.5 supports full software updates and software patches.
Observation 10: At each event of uplink data transmission using the NAS protocol require the CN to send a downlink NAS message to acknowledge reception and to maintain NAS security.

Observation 11: Transfer of data over NAS is not suitable when the number of NAS messages becomes high. And the mechanism would be complex to enhance to support high numbers of NAS messages.
Based on the observations above the following proposal is made:
Proposal: To progress to normative stage the User Plane based solution with storing AS Information in RAN as described in S2-153178, where solutions 6.5 and 6.6 are merged.
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