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U.1.4.5
W4 (WWSF to WAF)

The W4 reference point is the signalling interface between the WWSF and the WAF. The WWSF obtains an authorisation token from the WAF which asserts the user's identities, identities of WWSF and WAF, and validity period in the case of IMS registration scenarios based on web authentication and assignment from a pool of user identities.
U.2.1.3
WIC registration of individual Public User Identity based on web authentication

Figure U.2.1.3-1 shows a registration call flow where the WIC registers with IMS based on web authentication with the WWSF.
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Figure U.2.1.3-1: WIC registration of individual Public User Identity based on web authentication

1.
From within a WebRTC-enabled browser, the user accesses a URI to the WWSF to initiate an HTTPS connection to the WWSF. The TLS connection provides one-way authentication of the server based on the server certificate. The browser downloads and initializes the WIC from the WWSF. The WWSF or WAF authenticates the user using a common web authentication procedure. The WWSF determines the Private User Identity and Public User Identity for the WIC and returns the IMS identities and the security token which is issued by the WAF to the WIC.

2.
The WIC opens a WSS (secure WebSocket) connection using cross-origin mechanism to the eP-CSCF. Standard cross-origin resource sharing procedures are used to ensure that the WIC originated from a WWSF authorized to access this eP-CSCF.

3.
The WIC sends a REGISTER request to the eP-CSCF via the WSS (secure Web Socket) connection. The request includes the security token received from the WWSF.

4.
The eP-CSCF validates the contents of the security token and obtains the IMS identities being registered from the security token. The eP-CSCF then forwards the authorized REGISTER request to IMS to initiate authentication-less IMS registration using TNA (see TS 33.203 [19], Annex U) procedures, with an indication that the authentication has already been carried out.

5.
The S-CSCF responds with a 200 OK message are accepted.

6.
The eP-CSCF sends the OK response back to the WIC.

As the security token may be associated with a lifetime, the WIC may need to periodically refresh its registration. This registration refresh process entails all steps above with following exceptions:

-
For Step 1, the opening of the TLS connection, the authentication of the UE and the downloading of the WIC may not be needed. Instead of using a common web authentication procedure, the WIC may acquire a refreshed security token by providing the WWSF with a refresh token, if available. The WIC may have possessed the refresh token since it received the refresh token together with the security token.
-
Step 2 may not be needed.

U.2.1.4
WIC registration of individual Public User Identity from a pool of Public User Identities

The WWSF is provided with a pool of subscriptions, each containing a single unique IMPU/IMPI pair, to IMS and can assign individual Public and Private User Identities from this pool. The WWSF may be located in a third party network and have a business arrangement with the IMS operator.

The registration call flow for a WIC being assigned an individual Public User Identity from a pool of Public User Identities assigned to the WWSF is the same registration call flow defined in Figure U.2.1.3-1 with following differences:

-
In step 1, the WWSF or WAF may decide not to authenticate the user. Unauthenticated users are anonymous to the third party but may still be authorized for IMS service.

-
The lifetime of the security should be coordinated between the IMS provider and the WWSF provider; otherwise, the WWSF cannot know when a Public User Identity IMPU-IMPI pair from its pool can be re-assigned to another user.

-
The coordination is achieved by setting the registration timer in the request message in step 4 according to the validity period extracted from the security token.
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