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Abstract: 
1 Discussion

The document presents an overview of the NBIFOM solution when the proposed IFMP protocol is applied. The discussion is based on the assumption that a multi-access PDN connection can operate in one of two modes: UE-initiated mode or NW-initiated mode (see S2-150189 for more details on this).
The NBIFOM solution based on the IFMP protocol is presented in the figure below.
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The various steps in the figure are discussed below.
1. 
The UE requests an initial PDN connection (e.g. via 3GPP access) by including a requested APN and its NBIFOM capability. If the network supports NBIFOM and if the network wants to activate NBIFOM procedures for the requested APN, the network responds by including also an NBIFOM capability. This indicates to UE that the PDN connection can (later) be converted to a multi-access PDN connection by adding a second access. When the UE chooses to add a second access is up to the UE implementation.
2. 
At some point later, the UE decides to add a second access to the PDN connection. Therefore, the UE sends a PDN connection request message (e.g. via WLAN access) which includes a requested APN and an NBIFOM indication. This indication informs the network that the request means to add a second access to an existing PDN connection (not to handover an existing PDN connection). The network response includes the IP address of the PGW associated with the PDN connection. The UE is configured to allow traffic to this IP address only from the IFMP process in the UE (this is a typical firewall configuration that many UEs already support).
3. 
After the multi-access connection is established, the UE initiates an IFMP session with the PGW. This session can be over UDP/IP or TCP/IP and could be secured with an appropriate scheme (e.g. UDP/DTLS, TCP/TLS). During the IFMP session setup, the UE and the network negotiate an IFOM operating mode (S2-150189 specifies how this negotiation can be carried out). The IFMP session can be setup over any of the two accesses.
When the UE-initiated mode is negotiated:

4. 
The UE is provisioned / configured with IFOM routing rules that can be applied in the registered PLMN. Such rules are typically provided by H/V-ANDSF or can be configured by the user.
5. 
The UE determines the active IFOM rules (as specified in TS 23.402, TS 24.312) and applies these active rules for routing uplink traffic across the two accesses of the PDN connection. The UE also derives the associated rules for downlink traffic routing and requests from PGW to install these rules by using the IFMP protocol. The PGW is not expected to reject these rules unless there are subscription limitations (e.g. the subscriber is not allowed to route some traffic to 3GPP access). After the rules are installed in the PGW, the UE and the PGW perform traffic steering based on the UE-provided routing rules.

6. 
At some point, the UE decides to move an active IP flow from a source access to a target access. This is typically decided after an IFOM rule in the UE changes e.g. because the UE enters a new tracking area, or the OPI value received from RAN changes, etc. Since the UE has modified or new IFOM rules, the UE updates the PGW with a modified or new set of associated rules for downlink routing. After that, the UE and the PGW perform traffic steering based on the modified / new rules and the IP flow is moved to the target access.
7. 
When the WLAN interface becomes unavailable in the UE (e.g. due to signal loss, due to interface being disabled by the user, etc.), the UE sends an IFMP message to PGW to inform it that WLAN has become unavailable. In this case, the UE and the PGW will both use the 3GPP access only to route all traffic of the PDN connection. If the WLAN access remains unavailable for a long time, the network may decide to release the associated network resources (the S2a/S2b bearers). In this case, the UE is informed by the network that the PDN connection has only the 3GPP access active. This may be done with existing session management signalling or with an IFMP message sent over the 3GPP access.
8. 
When the WLAN interface becomes available again, and assuming the WLAN access is still active in the PDN connection, the UE sends another IFMP message to inform the PGW that the WLAN access is available for traffic routing. After that, the UE and the network perform again traffic steering based on the previously installed routing rules and on the negotiated mode of operation. If the IFOM rules changed in the UE when the WLAN interface was unavailable, the UE updates the PGW with the new / modified rules. 
When the NW-initiated mode is negotiated:

10. When the NW-initiated mode is selected, the UE is not configured (by HPLMN or user) with IFOM rules that can be applied in the registered PLMN. If the UE is configured with IFOM rules by the VPLMN, the UE ignores these rules when the NW-initiated mode is selected. 

The PGW determines (e.g. receives from PCRF) a set of routing rules that should be applied for traffic steering across 3GPP and WLAN access.
11. By using the IFMP protocol, the PGW installs in the UE the corresponding set of routing rules that should be used for uplink traffic steering. The UE is not expected to reject these rules (assuming both accesses are available and in good radio conditions). After that, both the UE and the PGW perform traffic steering across 3GPP and WLAN access based on the PGW-provided set of routing rules.
12. At some point, the network decides to move an active IP flow from a source access to a target access. This is typically decided by PCRF which can push new/modified PCC rules to PGW (although not yet clear how the PCRF could take such decisions without negatively impacting the user experience). After the PCC rules in the PGW change, the PGW updates the UE with a corresponding set of modified / new set of rules for uplink routing. After that, the UE and the PGW perform traffic steering based on the modified / new rules and the IP flow is moved to the target access.

13. Same as step 7.

14. Same as step 8.

2 Proposal

It is proposed to include the above NBIFOM solution in TR 23.861, in a new clause where the IFMP solution is specified.
############################# START OF CHANGES ##############################
7.X.Y
Overview of NBIFOM with the IFMP Protocol
The figure below presents an overview of the NBIFOM solution when the IFMP protocol is applied.
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Figure 7.X.Y-1: Overview of NBIFOM with the IFMP protocol.
The various steps in the figure are discussed below.
1.
The UE requests an initial PDN connection (e.g. via 3GPP access) by including a requested APN and its NBIFOM capability. If the network supports NBIFOM and if the network wants to activate NBIFOM procedures for the requested APN, the network responds by including also an NBIFOM capability. This indicates to UE that the PDN connection can (later) be converted to a multi-access PDN connection by adding a second access. When the UE chooses to add a second access is up to the UE implementation.

2.
At some point later, the UE decides to add a second access to the PDN connection. Therefore, the UE sends a PDN connection request message (e.g. via WLAN access) which includes a requested APN and an NBIFOM indication. This indication informs the network that the request means to add a second access to an existing PDN connection (not to handover an existing PDN connection). The network response includes the IP address of the PGW associated with the PDN connection. The UE is configured to allow traffic to this IP address only from the IFMP process in the UE (this is a typical firewall configuration that many UEs already support).

3.
After the multi-access connection is established, the UE initiates an IFMP session with the PGW. This session can be over UDP/IP or TCP/IP and could be secured with an appropriate scheme (e.g. UDP/DTLS, TCP/TLS). During the IFMP session setup, the UE and the network negotiate an IFOM operating mode. The IFMP session can be setup over any of the two accesses.

When the UE-initiated mode is negotiated:
4.
The UE is provisioned / configured with IFOM routing rules that can be applied in the registered PLMN. Such rules are typically provided by H/V-ANDSF or can be configured by the user.

5.
The UE determines the active IFOM rules (as specified in TS 23.402, TS 24.312) and applies these active rules for routing uplink traffic across the two accesses of the PDN connection. The UE also derives the associated rules for downlink traffic routing and requests from PGW to install these rules by using the IFMP protocol. The PGW is not expected to reject these rules unless there are subscription limitations (e.g. the subscriber is not allowed to route some traffic to 3GPP access). After the rules are installed in the PGW, the UE and the PGW perform traffic steering based on the UE-provided routing rules.

6.
At some point, the UE decides to move an active IP flow from a source access to a target access. This is typically decided after an IFOM rule in the UE changes e.g. because the UE enters a new tracking area, or the OPI value received from RAN changes, etc. Since the UE has modified or new IFOM rules, the UE updates the PGW with a modified or new set of associated rules for downlink routing. After that, the UE and the PGW perform traffic steering based on the modified / new rules and the IP flow is moved to the target access.

7.
When the WLAN interface becomes unavailable in the UE (e.g. due to signal loss, due to interface being disabled by the user, etc.), the UE sends an IFMP message to PGW to inform it that WLAN has become unavailable. In this case, the UE and the PGW will both use the 3GPP access only to route all traffic of the PDN connection. If the WLAN access remains unavailable for a long time, the network may decide to release the associated network resources (the S2a/S2b bearers). In this case, the UE is informed by the network that the PDN connection has only the 3GPP access active. This may be done with existing session management signalling or with an IFMP message sent over the 3GPP access.

8.
When the WLAN interface becomes available again, and assuming the WLAN access is still active in the PDN connection, the UE sends another IFMP message to inform the PGW that the WLAN access is available for traffic routing. After that, the UE and the network perform again traffic steering based on the previously installed routing rules and on the negotiated mode of operation. If the IFOM rules changed in the UE when the WLAN interface was unavailable, the UE updates the PGW with the new / modified rules.
When the NW-initiated mode is negotiated:
10.
When the NW-initiated mode is selected, the UE is not configured (by HPLMN or user) with IFOM rules that can be applied in the registered PLMN. If the UE is configured with IFOM rules by the VPLMN, the UE ignores these rules when the NW-initiated mode is selected.

The PGW determines (e.g. receives from PCRF) a set of routing rules that should be applied for traffic steering across 3GPP and WLAN access.
11.
By using the IFMP protocol, the PGW installs in the UE the corresponding set of routing rules that should be used for uplink traffic steering. The UE is not expected to reject these rules (assuming both accesses are available and in good radio conditions). After that, both the UE and the PGW perform traffic steering across 3GPP and WLAN access based on the PGW-provided set of routing rules.
12.
At some point, the network decides to move an active IP flow from a source access to a target access. This is typically decided by PCRF which can push new/modified PCC rules to PGW (although not yet clear how the PCRF could take such decisions without negatively impacting the user experience). After the PCC rules in the PGW change, the PGW updates the UE with a corresponding set of modified / new set of rules for uplink routing. After that, the UE and the PGW perform traffic steering based on the modified / new rules and the IP flow is moved to the target access.

13.
Same as step 7.

14.
Same as step 8.
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