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1
Proposal
It is proposed to agree the following input to TR 23.713.

###################### NEW CHANGE ####################
7.1
Solution for one-to-one ProSe Direct Communication

Editor’s note:
This clause is intended to document the agreed architecture solution for one-to-one ProSe Direct Communication.
7.1.1
Functional Description
Editor’s note:
General description, assumptions, and principles of the solution. 

ProSe direct communication one-to-one is realised by establishing a secure layer-2 link over PC5 between two UEs. One of the UEs acts as the layer-2 link owner.

The layer-2 link owner has the following functions:

· It assigns the IP addresses/prefixes to be used by both UEs for communication over the PC5 link.

· It acts as the initiator of the mutual authentication procedure over PC5.

Editor’s note: Other functions of the layer-2 link owner are FFS.

7.1.2
Procedures

Editor’s note:
Describes the high-level operation, procedures and information flows for the solution.

ProSe direct communication one-to-one is composed of the following procedures:

· Establishment of a secure layer-2 link over PC5;

· IP address/prefix assignment;

7.1.2.1
Establishment of secure layer-2 link over PC5
Depicted in Figure 7.1.2.1-1 is the procedure for establishment of secure layer-2 link over PC5:
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Figure 7.1.2.1-1: Establishment of secure layer-2 link over PC5
1. UE-1 sends a Direct Communication Request message to UE-2 in order to trigger mutual authentication. UE-2 acts as the layer-2 link owner.
NOTE 1: The link initiator (UE-1) needs to know the Layer-2 ID of the peer (UE-2) in order to perform step 1. As an example, the link initiator may learn the Layer-2 ID of the peer by executing a discovery procedure first or by having participated in ProSe one-to-many communication including the peer.
Editor’s note: It is FFS whether the Direct Communication Request message is a PC5-specific signalling message or is transmitted inside a layer-2 data frame (an example of the latter is the EAPOL-Start message used in IEEE 802.11 to trigger IEEE 802.1X authentication). In either case, the PDU Type field in the PDCP header is used to discriminate the PDU Type on the receiver side.
2. UE-2 (the layer-2 link owner) initiates the procedure for mutual authentication. The successful completion of the authentication procedure results in generation of common security material that is used for encryption and integrity protection of subsequent layer-2 data frames.
NOTE 2: If authentication is EAP-based, the EAP frames are carried over PC5 as layer-2 data frames.
7.1.2.2
IP address assignment
The following standard IETF mechanisms are used for IP address/prefix assignment:

· DHCP based IP address configuration for assignment of IPv4 address;

· IPv6 Stateless Address autoconfiguration specified in RFC 4862 [x] for assignment of IPv6 prefix.
The layer-2 link owner acts as DHCP server or IPv6 default router.

7.1.3
Impact on Existing Entities and Interfaces

Editor's note:
Impacts on existing nodes or functionality will be added.
7.1.4 
Topics for further study for one-to-one ProSe Direct Communication

Editor’s note:
Topics for FFS will be collected for this particular functionality. 

QoS.

7.1.5
Conclusions on one-to-one ProSe Direct Communication

Editor’s note:
Conclusions will be collected for this particular functionality
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