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1. Discussion
Routing rule installation

In Release 12 SaMOG, three modes of UE operation have been defined:
· A UE supporting a Transparent Single-Connection mode (Legacy R11 SaMOG),

· A UE supporting a Single-Connection mode

· A UE supporting multiple PDN connections over WLAN (Multi-Connection mode).

UEs supporting Transparent Single-Connection mode do not support IP address preservation (since only non-seamless WLAN is support), hence no enhancement is required for such mode of operation to support NBIFOM.

UEs supporting multiple PDN connections over WLAN use the WLCP protocol after access authentication to trigger PDN connection establishment/release. NBIFOM can be supported by allowing routing rules to be provided via the WLCP protocol. Both UE and NW initiated NBIFOM can be supported with such procedure.
UEs supporting a single PDN connection rely on the EAP-AKA’ authentication procedure in order to establish NSWO or PDN connectivity. One method to exchange routing rule information between the UE and the TWAN is by enhancing the EAP-AKA’ procedure. However, such approach has the following disadvantages.
· The main purpose of EAP-AKA’ signalling is to ensure the UE is authenticated to access the WLAN. Re-using the EAP-AKA’ procedure for uses other than authentication may open the door to fraudulent use. 
· EAP-AKA’ procedure is always initiated from the authentication server. In order to support UE-initiated NBIFOM a method is required to allow the UE to trigger the server to start the authentication procedure.

Based on the above disadvantages it is proposed not to use EAP-AKA’ to convey routing rules between the UE and the TWAN. 
Other methods to send routing rules between the UE and the TWAN are:

· Via Layer 2 procedures by enhancing the IEEE 802.11 protocol

· Via layer 3 procedures by enhancing the DHCPv4/v6 protocol
The disadvantage of both procedures above is that it requires changes by other standards organisations.
The solution proposed to convey routing rules between the UE and the TWAN for single-connection UEs is to re-use the WLCP protocol, that is defined by 3GPP. Such UEs need only to support the WLCP procedures to convey routing rules information. Hence, Release 12 Single-Connection UEs can be easily enhanced to support NBIFOM by using only the procedures defined for NBIFOM.
Loss of WLAN coverage
At any point in time a UE may move out of a WLAN coverage resulting in service disruption if the UE has flows via the WLAN access. 

Since the UE is in a better position to determine loss of WLAN coverage, it is proposed that for the scenario that a UE has flows sent over the 3GPP and WLAN access using the same APN, the UE triggers a UE-initiated NBIFOM procedure in order to move all the flows that are sent via the WLAN access back to the 3GPP access. The UE moves all the flows that were sent via the WLAN either due to a UE-initiated or NW-initiated NBIFOM trigger as well as all the flows sent via the WLAN that can be seamlessly routed back to the 3GPP access. The UE also provide a flag to notify the PGW the reason for moving the flows back to 3GPP access. The PGW needs such information in order to be notified why flows that were sent to WLAN via a NW-triggered NBIFOM procedure are routed back via the 3GPP access.
2. Proposed solution within NBIFOM TR

************************************* START OF CHANGES *************************************
7.x
IP flow mobility solutions for Trusted WLAN over S2a

7.x.1
Solution A: IP flow mobility routing rules negotiated via WLCP signalling
7.x.1.1
General

It is proposed that both “Single-Connection” and “Multi-Connection” UEs to support providing routing rules via the WLCP protocol.
UE supporting Single-Connection mode operation need only to support the procedure to provide routing rules via the WLCP protocols. Such UEs provide the parameters associated with the request of a PDN connection (e.g. for NSWO, APN, etc.) using the Release 12 procedures, i.e. via EAP-AKA’ signalling.
Editor’s Note: The procedures for PMIP based S2a are FFS
7.x.1.2
Procedures for UE-initiated NBIFOM
The following procedures are proposed for negotiation of routing rules via WLCP signalling
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Figure x: UE-initiated NBIFOM via WLCP signalling – NBIFOM via a new PDN connection via TWAN
Step 0: The UE receives a trigger to initiate NBIFOM to WLAN access (e.g. via an ANDSF policy, as described in section 4.8.2).
Step 1: The UE creates a routing rule to move IP flows from 3GPP to WLAN taking into account the information provided by the ANDSF rule (i.e. IP flows, APN information) or the RAN rules.

Step 2: The UE includes the routing rule within WLCP signalling towards the TWAN. The UE also includes APN information for the PDN connection where the IP flows will be moved.
Step 3: The TWAN determines that a new PDN connection is required to forward the routing rules and sends the routing rules to the PDN-GW via S2a reference point within a Create Session request.
Step 4: If PCC is supported the routing rule information is sent to the PCRF via an IP-CAN session establishment procedure. The PCRF may provide updated PCC rules.
Step 4: The PGN-GW generates the binding cache with the routing address (i.e. MAG address) accordingly. Based on the binding cache the PGW will send the downlink data to the corresponding access gateway.
Step 5: The PGW sends a Create Session Response message to the TWAN 
Step 6: The UE receives an NBIFOM ack via WLCP signalling
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Figure x: UE-initiated NBIFOM via WLCP signalling – NBIFOM via existing PDN connection via TWAN
Step 0: The UE receives a trigger to initiate NBIFOM to WLAN access (e.g. via an ANDSF policy, as described in section 4.8.2).
Step 1: The UE creates a routing rule to move IP flows from 3GPP to WLAN taking into account the information provided by, for example, an ANDSF rule (i.e. IP flows, APN information).

Step 2: The UE includes the routing rule within WLCP signalling towards the TWAN. The UE also includes APN information for the PDN connection where the IP flows will be moved.
Step 3: The TWAN determines that the change is in an existing PDN connection and forwards the routing rules to the PGW within a Bearer Resource Command message.
Step 4: If PCC is supported the PGW sends the routing rules to the PCRF. The PCRF may provide updated PCC rules

Step 5: The PGN-GW generates the binding cache with the routing address (i.e. MAG address) accordingly. Based on the binding cache the PGW will send the downlink data to the corresponding access gateway.
Step 6: The steps 2 – 4 are carried out as described in Figure 16.6.1-1 of 3GPP TS 23.402
7.x.1.3
Procedures for NW-initiated NBIFOM

The following procedures are proposed for negotiation of routing rules via WLCP signalling
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Figure y – NW-initiated NBIFOM via WLCP signalling
Step 0: Optionally the PCRF (based on a PCC trigger from subscription information, packet inspection via TDF or usage monitoring) provides a trigger to the PGW via Gx reference point to change an IP flow via a particular access (e.g. WLAN or 3GPP). The PCRF in such a case provides the routing rules to the PCEF in the PGW
Step 1: The PGW decides to trigger network-initiated NBIFOM (based on a trigger by the PCRF or via static configuration). The PGW creates a routing rule for the IP flows to be moved to a different access.

Step 2: The PGW includes the routing rules to a message towards the TWAN within an Update Bearer Request 

Step 3: The TWAN determines based on the routing rule on which APN the flow mobility applies and send the routing rules via WLCP signalling to the UE.

Step 4: The UE creates a binding cache based on the routing rule and forwards uplink data of the same IP flow over the corresponding access gateway. 
Step 5: The TWAN sends an Update Bearer Response in response to the Update Bearer Request from the PGW,
7.x.1.4
Procedures upon loss of WLAN connection

Upon loss of WLAN the following procedure is carried out.
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Figure x: Procedure after loss of WLAN access for GTP S5/S8
Step1: UE is simultaneously connected to 3GPP and WLAN access via the same APN. The UE has flows routed over the 3GPP access and over the WLAN access using the same APN. The UE may have IP flows routed via WLAN/3GPP based on UE-initiated or NW-initiated NBIFOM.

Step 2: The UE detects loss of WLAN access. UE checks its binding cache and creates routing rules to move all flows that were routed over WLAN to the 3GPP access over the same APN. The UE moves all the flows that were sent via the WLAN either due to a UE-initiated or NW-initiated NBIFOM trigger as well as all the flows sent via the WLAN that can be seamlessly routed back to the 3GPP access. Hence, in the updated routing rules information the UE also creates routing rules to move IP flows that were moved to WLAN based on a NW-initiated trigger.

Step 3: The UE sends the updated routing rules information within a Request Bearer Resource Modification message. The UE also includes an indication of loss of WLAN. The indication is sent in order to allow the PGW to be informed why IP flows that were moved based on a NW-initiated NBIFOM trigger are moved back via the 3GPP access.

Step 3a: Due to loss of WLAN connection the TWAN initiates a TWAN initiated detach. The step may be carried out simultaneously to step 3.

Steps 4 and 5: The updated routing rule information and the indication of loss of WLAN are sent to the PGW via the SGW within a Bearer Resource Command. 
Step 6: Routing rules and loss of WLAN information are sent to the PCRF. The PCRF may provide updated PCC rules
Step 7: The PGW updates its binding cache accordingly. The PGW also updates its routing rule table that flows that were moved by a NW-initiated trigger to the WLAN are moved back to 3GPP due to loss of WLAN.
Step 8: The PGW initiates a bearer modification procedure as described in Figure 5.4.2.1-1 of 3GPP TS 23.401.

Editor’s Note: The procedure for loss of WLAN using PMIP S5/S8 is FFS
************************************* END OF CHANGES *************************************
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