SA WG2 Temporary Document

Page 1

SA WG2 Meeting #104
S2-142523
7 - 11 July 2014, Dublin, Ireland
(revision of S2-14xxxx)
Source:
Ericsson
Title:
Constrained Device Access 
Document for:
Discussion 
Agenda Item:
8.1
Work Item / Release:
WID/Rel-13
Abstract of the contribution: The discussion paper provides background to the proposed new work-item on constrained device access.
Background
With the growing usage of Machine Type Communication (e.g. Internet-of-Things, Web-of-Things, Internet-of-Everything, Industrial Internet, Networked Society, etc), a growing number of UEs in mobile networks are so called “constrained devices”. Constrained devices are characterized by being low-cost, low-energy and low-bitrate devices. Typically they are used for sensors, meters and actuators and have different communication characteristics compared to smartphones and mobile broadband. It is for example expected that the Power Saving Mode feature and/or low-bitrate bearers would be used by such constrained devices. That will cause new problems of reaching devices downlink even when 3GPP IP connectivity exists. The 3GPP access for example does not buffer downlink packets when devices are in PSM mode, but discards them. With potentially long latency even in the order of hours, traditional retransmission schemes may not only be inefficient but also fail completely. The latency of low-bitrate bearers are also resulting in round-trip times that cause even the retransmission schemes of even the most recent transport protocols for constrained devices (e.g. CoAP and MQTT-SN) to retransmit even if packet transmission is in progress. This misalignment of transport protocols and the characteristics of the 3GPP access cause unnecessary load on the 3GPP system. This is especially worrisome since those constrained devices are expected to count in billions within a few years. 

The problems of accessing constrained devices downlink will also cause problems for application developers making it complex to reach M2M devices in cellular networks. For the usage of the 3GPP access for machine type communication, especially for an acceptance within a broader development community, it should be crucial that it is easy to develop M2M applications using devices based on 3GPP technology. It is believed by Ericsson that it should be possible to simplify the access using the IP connectivity to constrained devices.

Current solutions

The current solutions to handle the problems of downlink access to constrained devices include:

· Device Triggering 
The 3GPP feature defined in TS 23.682 of device triggering may be used. The system will queue a device triggering message that is delivered to the device next time it can be reached. The drawbacks with this method are that the application needs to be aware of and use the Tsp interface. Compared to only having to worry about a single IP connection to the device, this can be an obstacle for the application developer especially for the many smaller IT companies expected to be active in the MTC domain. The device triggering may also cause unnecessary network signalling load when used by applications that use frequent downlink access. 
· Polling

Methods using polling schemes where the device polls the application server periodically can also be used. That would avoid the problems associated with downlink access. However, for applications where the downlink latency requirements are higher, the polling method may require more energy in the device and more radio resources in the network. If for example a device needs to be reached within 30 seconds, the polling frequency needs to be set to at most 30 seconds causing the device radio transmitter to be engaged at least every 30 s even if there is no message to the device. This of course also creates more load on the network. 
· Application level handshaking 
The application in the device may programmed to publish its activity periods to a server in the network. This has for example been proposed and specified by oneM2M. This may be successful in some applications where the sleeping schedules of the device are static and the windows of device activity are sufficiently long to compensate for drifting clocks etc. The method should however have problems to handle very short activity windows optimized for low power consumption in the device. Application level handshaking should also have problems to handle dynamics in sleeping mechanisms in the network and the device. Frequent updates of the published sleeping schedule will also cause additional network load and power consumption in the device. Similar to using device triggering this method also adds complexity for the application programmer requiring awareness of and access to the published device schedule before the device can be accessed over its IP connection.
Proposed to be studied

It is proposed to study and make enhancements to simplify the access towards constrained devices using the IP connectivity. It is important that this is done in such a way that a large number of devices in the system can be supported without negatively affecting the system performance. 
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The following aspects are envisaged to be considered for solving and simplifying the downlink access to constrained devices: 

· Awareness of the device activity at the sender side
· Enhanced buffering in the 3GPP access that survives the sleep periods or long latency due to low-bitrate bearers.


· 3GPP access aware retransmissions schemes for message transport protocols
It is believed that these aspects should best be studied in the context of the transport protocols that are designed for and expected to be used by many of these constrained devices (e.g. CoAP, MQTT, XMPP, etc). Especially the UDP based variants of those protocols are considered useful in constrained environments, that is the Constrained Application Protocol (CoAP), and the Message Queue Telemetry Transport for Sensor Networks (MQTT-SN). The effects of TCP based protocols e.g. MQTT, XMPP with relevant extensions for Internet-of-Things, and the HTTP protocol, should also be studied as they can be expected to be used in some environments as well.  
In addition and partly related to the retransmissions schemes of these protocols, it is envisaged that possibility to do message level charging should be an important part for an operator to provide a well-functioning M2M eco system. 
· Message level charging

Message awareness can offer more possibilities for differentiated billing and it can avoid over-charging e.g. due to retransmissions and acknowledgments that are part of transport protocols for constrained devices.

Proposal
It is proposed to start work enhancing and simplifying access to constrained devices that has IP connectivity. It is expected that the Power Saving Mode feature and/or low-bitrate bearers would be the main characteristics of such constrained devices. The SA2 aspects for charging of message based communication should also be considered.
Once the study is concluded and decision made, a normative phase may be progressed.
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