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***** First Change *****
U.1.3.3
eP-CSCF (P-CSCF enhanced for WebRTC)

The P-CSCF enhanced for WebRTC (eP-CSCF) is a P-CSCF including the IMS-ALG functionality and with the following additional functions:

-
The eP-CSCF shall support at least one WebRTC IMS client-to-network signalling protocol, e.g. SIP over WebSocket, REST/HTTP based interface, XMPP over Websocket, etc.

NOTE 1:
Other application protocols, alternative message body formats such as JSON and alternatives to WebSocket transport are also not precluded.

-
The eP-CSCF provides interworking between W2 and Mw.

-
The eP-CSCF verifies that the UE is executing a WIC from an authorized WWSF.

-
In case of WIC registration of individual Public User Identity using IMS Authentication, the eP-CSCF shall relay the IMS authentication and registration information between W2 and Mw.

-
Otherwise, i.e. for users authorized by the WWSF or WAF:

-
The eP-CSCF shall verify any UE authorization information received from the WIC;

-
The eP-CSCF shall verify that the WWSF or WAF is authorized to allocate IMS identities;

NOTE 2:
For this purpose the eP-CSCF can identify an existing trust relationship between the eP-CSCF and the WWSF or WAF.

-
The eP-CSCF shall perform Trusted Node Authentication (TNA) in IMS, as defined in TS 33.203 [19].

-
The eP-CSCF shall control the media plane interworking functions provided by the eIMS-AGW, including those additional media plane functions specific to WebRTC.

-
The eP-CSCF shall ensure via signalling that RTP streams are not multiplexed ("bundled") onto the same port if entities anchoring the session media path in the IMS domain do not support that capability.

-
The eP-CSCF shall ensure via signalling that RTP and RTCP flows of an RTP stream are not multiplexed onto the same port if entities anchoring the session media path in the IMS domain do not support that capability.

-
The eP-CSCF is located in the domain of the operator that provides the WWSF or with which the WWSF has a service level agreement.

***** Next Change *****
U.2.1.1
Introduction

The WebRTC IMS architecture supports the following different IMS registration scenarios that may differ in the authentication method, and ownership of the WWSF (i.e. operator network or third party):

-
"WIC registration of individual Public User Identity using IMS authentication": The user has a subscription with an individual Public User Identity and an IMS authentication mechanism as specified in TS 33.203 [19] is used to authenticate with IMS. Clause U.2.1.2 provides detailed procedures for this scenario.

-
"WIC registration of individual Public User Identity based on web authentication": The user has an IMS subscription. The WWSF or WAF authenticates the user using a web identity and authentication scheme. The WWSF or WAF determines IMS identities for the user (e.g. based on the user's web identity via database lookup or other translation means). An individual registration is handled by the S-CSCF per WIC registration. Clause U.2.1.3 provides detailed procedures for this scenario.

-
"WIC registration of individual Public User Identity from a pool of Public User Identities": The WWSF is typically located in a third party network and has a business arrangement with the IMS operator. The WWSF or WAF authenticates the user using a web identity and authentication scheme, or authorizes the WIC without authenticating the user. The WWSF or WAF assigns IMS identities to the user from within a pool allocated by the operator. An individual registration is handled by the S-CSCF per WIC registration. Clause U.2.1.4 provides detailed procedures for this scenario.

***** Next Change *****
U.2.1.3
WIC registration of individual Public User Identity based on web authentication

Figure U.2.1.3-1 shows a registration call flow where the WIC registers with IMS based on web authentication with the WWSF.
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Figure U.2.1.3-1: WIC registration of individual Public User Identity based on web authentication

1.
From within a WebRTC-enabled browser, the user accesses a URI to the WWSF to initiate an HTTPS connection to the WWSF. The TLS connection provides one-way authentication of the server based on the server certificate. The browser downloads and initializes the WIC from the WWSF. The WWSF or WAF authenticates the user using a common web authentication procedure. The WWSF or WAF determines the Private User Identity and Public User Identity for the WIC and returns the IMS identities and the security token which is issued by the WAF to the WIC.
2.
The WIC opens a WSS (secure WebSocket) connection using cross-origin mechanism to the eP-CSCF. Standard cross-origin resource sharing procedures are used to ensure that the WIC originated from a WWSF authorized to access this eP-CSCF.

3.
The WIC sends a REGISTER request to the eP-CSCF via the WSS (secure Web Socket) connection. The request includes the user identity extracted from the claims in the security token, as well as the security token received from the WWSF as an attachment to the request.

4.
The eP-CSCF validates the contents of the security token and confirms that the IMS identities being registered are authorized by the security token. The eP-CSCF then forwards the authorized REGISTER request to IMS to initiate authentication-less IMS registration using TNA (see TS 33.203 [19], Annex U) procedures, with an indication that the authentication has already been carried out.

5.
The S-CSCF responds with a 200 OK message are accepted.

6.
The eP-CSCF sends the OK response back to the WIC.

As the security token may be associated with a lifetime, the WIC may need to periodically refresh its registration. This registration refresh process entails all steps above with following exceptions:

-
For Step 1, the opening of the TLS connection, the authentication of the UE and the downloading of the WIC may not be needed.

-
Step 2 may not be needed.

U.2.1.4
WIC registration of individual Public User Identity from a pool of Public User Identities

The WWSF or WAF is provided with a pool of subscriptions, each containing a single unique IMPU/IMPI pair, to IMS and can assign individual Public and Private User Identities from this pool. The WWSF may be located in a third party network and have a business arrangement with the IMS operator.

The registration call flow for a WIC being assigned an individual Public User Identity from a pool of Public User Identities assigned to the WWSF or WAF is the same registration call flow defined in Figure U.2.1.3-1 with following differences:

-
In step 1, the WWSF or WAF may decide not to authenticate the user. Unauthenticated users are anonymous to the third party but may still be authorized for IMS service.

-
The lifetime of the security should be coordinated between the IMS provider and the WWSF or WAF provider; otherwise, the WWSF or WAF cannot know when a Public User Identity IMPU-IMPI pair from its pool can be re-assigned to another user.

-
Alternatively, as an implementation specific option, eP-CSCF may indicate to the WWSF or WAF when a certain Public User Identity can be re-assigned.
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