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Abstract: 
This paper discusses the problems of WLAN network selection, service provider selection and authentication in the context of the ‘RAN rules’ alternative of UTRA_LTE_WLAN_interw-SA2. 

1 Introduction

So far there has been little discussion in SA2 on how the device using ‘RAN rules’ is to be authenticated and authorised to use the WLAN nor of the related problems of service provider selection and WLAN network selection.  
This paper is structured into two main sections one of which identifies the requirements related to WLAN network selection and service provider selection whilst the other section provides a proposed way forward from a solution perspective.
2 Discussion of requirements

This section is structured as a set of questions that need to be addressed by SA2 with proposed answers and corresponding requirements.

Question 1) Does the device, using ‘RAN rules, need to be authorised and authenticated to use the WLAN?

The WLAN may provide connectivity into the EPC or may provide direct connectivity to the internet.  Only subscribers which have been authenticated and authorised by the operator of the WLAN should be allowed to obtain service on the WLAN.   
Requirement 1) The UE utilising ‘RAN rules’ shall be authorised and authenticated in order to use the WLAN.
Question 2) Does the device need to be authenticated using EAP based methods in order to access the WLAN? 

3GPP TS 33.402 [2] states:

Access authentication for non-3GPP access in EPS shall be based on EAP-AKA (RFC 4187 [7]) or on EAP-AKA' (RFC 5448 [23]). The EAP server for EAP-AKA and EAP-AKA' shall be the 3GPP AAA server residing in the EPC. 

Requirement 2) Authentication for the purposes of accessing the WLAN shall use EAP-AKA or EAP-AKA’.
In order to specify a complete authentication and authorization solution it is necessary to know what types of commercial relationships need to be supported so that the UE can build the appropriate NAI which will result in the AAA signalling flowing along the correct route. 

Question 3) What types of WLAN service provider relationships need to be supported in ‘RAN rules’ scenarios?
Figure 1 illustrates possible commercial relationships that may need to be supported.
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Figure 1) Illustrating possible commercial relationships that may need to be supported

Question 3.1)  Should support be provided for the case where the HPLMN provides both WLAN service and cellular service (AAA route B in Figure 1)? 

In our opinion this is a fundamental deployment scenario that needs to be supported.

Requirement 3) Support shall be provided for the case where the HPLMN provides both WLAN service and cellular service.
Question 3.2)  Should support be provided for the case where the VPLMN provides both WLAN service and cellular service (AAA route C in Figure 1)? 

In our opinion this is a fundamental deployment scenario that needs to be supported.

Requirement 4) Support shall be provided for the case where the VPLMN provides both WLAN service and cellular service.
Question 3.3)  Should support be provided for the case where a partner of the HPLMN provides WLAN service whilst the HPLMN provides cellular service (AAA route A in Figure 1)? 

This case is supported in WLAN NS through the provision of PSPL from the HPLMN.  In addition Section 5.3 of 3GPP TR 37.834 [3] which describes scenarios to be supported in the interworking study states: 

The scenario considered in this study focuses on WLAN nodes deployed and controlled by operators and their partners.
As has been mentioned in the context of other discussions it is preferable that there is as much alignment as possible between ANDSF and ‘RAN rules’ approaches hence in our opinion this scenario should be supported.  
Requirement 5) Support shall be provided for the case where a partner of the HPLMN provides WLAN service whilst the HPLMN provides cellular service.
Question 3.4)  Should support be provided for the case where a partner of the VPLMN provides WLAN service whilst the VPLMN provides cellular service (AAA route D in Figure 1)? 

In our opinion this scenario would provide useful commercial options for mobile network operators when handling inbound roaming traffic (such a requirement is also supported by the extract from [3] mentioned above).  However the scenario was not supported in WLAN NS since PSPL cannot be sent from the VPLMN.     

Given the shortage of time for completion of the work, in our opinion this scenario does not need to be supported in Rel 12.  
3 Need for SA2 specification work

Clearly the problems of building the NAI, authentication, authorisation and service provider selection are procedures that involve the EPC/CN.   In addition, the solution for WLAN network selection needs to take into account aspects that are of concern to the EPC/CN.  Specifically:

· WLAN network selection may be influenced by service provider selection preferences and availability.

· WLAN network selection may be influenced by the capabilities of the CN for example whether the CN requires the device to preferentially select a WLAN that supports the S2a interface.

Observation 1) SA2 need to define some aspects of WLAN network selection and service provider selection which fall outside the scope of RAN2.

4 Proposed way forward

4.1 High level solution

Figure 1 illustrates a high level overview of a process for WLAN network selection and SP selection for the ‘RAN rules’ case which follows the model that was used in WLAN NS.
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Figure 2) High level model for the processes of WLAN network selection and SP selection for use in the case of the ‘RAN rules’ solution.

Proposed solution principle 1) The high level model shown in Figure 2 will be used. 
In the following sections each of the key functions in the flow chart of Figure 2 are discussed and recommendations for a way forward are made for each function.
4.2 WLAN network selection

According to agreements in RAN2 [6] and [7] (see Appendix A) our understanding is that the access stratum will take radio and load parameters into account and when the access stratum indicates to the non access stratum a desire to offload traffic to WLAN, along with a set of WLAN identifiers this will either:

· Result in a WLAN network selection occurring to one of the identified WLANs, with subsequent potential re-routing of APN’s (Implementation Option A – as may for example apply to a single access technology capable UE).

· Be used to trigger traffic routing of APNs to a WLAN that the UE is already camped on.  (Implementation Option B – as may for example apply to a dual access technology capable UE)
It is proposed that when building a list of prioritised WLANs for network selection the UE will preferably select a WLAN from amongst the prioritised set of WLAN identifiers provided by the cellular access stratum, this is true for both implementation options A and B above. If the UE has the capability to support the establishment of S2a connectivity then as with WLAN NS the UE shall discover which of these WLANs supports S2a connectivity and to which PLMN(s) the S2a connectivity is supported.  The UE then prioritises WLANs that support S2a connectivity to HPLMN, RPLMN or both HPLMN and RPLMN.    Note that the cellular RPLMN which provides the WLAN identifiers cannot itself prioritise the WLANs taking S2a connectivity requirements into account because the priorities will be different for each UE depending on  to which PLMNs any one particular UE would preferably establish S2a connectivity.   The reason for prioritising WLANs that support S2a connectivity is that when the WLAN advertises S2a support this indicates that the corresponding PLMN/EPC has either a preference for, or at least is prepared for the UE to establish connectivity over S2a.  If the UE selected a WLAN which did not advertise S2a connectivity this would mean that the UE would need to use other procedures to access the EPC (S2b or S2c) which the EPC may or may not support.  
Proposed solution principle 2)  The UE will preferably select a WLAN from amongst the list of WLAN identifiers provided by the cellular radio access stratum. 
Proposed solution principle 3)  The UE shall prioritise WLANs that support S2a connectivity

4.3 Service provider selection
To support Requirements 3 and 4, service provider selection is relatively straight forward since the WLAN service provider is the cellular RPLMN.   
Proposed solution principle 4) Provide support for the option in which the WLAN service provider is the cellular RPLMN.  (Covers Requirements 3 and 4).

To support Requirement 5 and use of a 3rd party service provider (preferred roaming partner) it is necessary for the UE to be informed of the identity of the 3rd party service providers.  
Although there has been an indication from some operators that they would prefer to use RAN rules only and not deploy ANDSF, a simple solution from a specification standpoint to support the needs of operators for whom Requirement 5 is important would be for such operators to either statically configure PSPL in the UE or to support ANDSF and to provide the list of service providers to the UE using ANDSF/PSPL.     
Proposed solution principle 5) Provide support for an RPLMN to use RAN rules for WLAN network selection and traffic routing with service provider selection being performed using a list of service providers provided from the HPLMN  in PSPL. (Covers Requirement 5)
4.4 Rainy Day Scenarios

4.4.1 No WLANs on the list provided by RAN are within coverage
A UE may not be within coverage of any of the WLANs in the list provided by the cellular RAN.  In this case, the following solution principle is proposed:

Proposed solution principle 6) Where a UE is not within coverage of any of the WLANs in the list provided by the cellular RAN, and if the UE is not already camped on a WLAN, then the UE shall be allowed to select from amongst any other WLANs that are within coverage and on which the UE can gain service using its 3GPP credentials.  In this case, the UE shall not follow RAN rules based traffic routing commands. 

4.4.2 Inability to obtain service on the WLAN
A UE may be unable to get authenticated on a particular WLAN using service provider information provided to support the ‘sunny day’ scenarios described above.  For example, in the case where the cellular RAN has provided WLAN identifiers and the device is attempting to obtain service on one of these WLANs the failure to authenticate may be due to an operational error.   In the case where the UE is not in coverage of any WLANs provided by the RAN and needs to obtain service on another WLAN (as described above) the failure to authenticate may be because SP information envisioned for use in sunny day scenarios cannot be successfully used to gain service.  Given that the possibility to obtain WLAN service via a cellular VPLMN is one of the fundamental scenarios that needs to be supported with the ‘RAN rules’ approach (see AAA path C in Figure 1) this leads to the following proposed solution principle.
Proposed solution principle 7) In the event of failure to achieve authentication the UE may attempt to obtain service on one of the other PLMNs listed in existing USIM files for identifying cellular roaming partners.  In this case the UE would convert MCC, MNC into a FQDN format as described in TS 23.003.
5 Conclusion

SA2 are invited to discuss the above requirements, observation and proposed solution principles.

A companion CR which implements the proposed solution principles has been provided in [1].  
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7 Appendix A – Agreements in RAN2

According to agreements in RAN2 [6]: 

For the RAN mechanism a single set of RAN rules with one set of RAN assistance parameters that determines access selection and traffic routing. It is up to the UE whether it associates with the Access Point only when the rule is met or already before. If multiple WLANs meet the criteria, it is up to the UE implementation which one to choose (or follow the absolute priorities if such are considered necessary and signalled (FFS)). 

In addition from the agreed CR to 3GPP TS 36.300 [7]:

The UE uses the RAN assistance parameters in the evaluation of:

-
Traffic steering rules defined in TS 36.304 [11]; or 

-
ANDSF policies defined in TS 24.312 [xx] 

for traffic steering decisions between E-UTRAN and WLAN as specified in TS 23.402[yy]. 
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