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***** Start of changes *****
4.5.1.1
Authorization and provisioning for ProSe
4.5.1.1.1
General

The basic principles of service authorization for ProSe Direct Discovery and ProSe Direct Communication are as follows:

-
the UE gets authorization from the HPLMN to use ProSe Direct Discovery on a per PLMN basis. The authorisation policy may:

-
authorise the UE from a HPLMN to use ProSe Direct Discovery in that Local PLMN without the need to contact the Local PLMN first;

-
conditionally authorise the UE by requiring it to also receive authorisation from the ProSe Functions of the Local PLMN; or

-
prohibit the UE from using ProSe Direct Discovery in that Local PLMN. The ProSe Functions, in the Local PLMNs are called local ProSe Functions.

NOTE:
The UE does not need to be registered in the Local PLMN to get authorization (if required) from the local ProSe Function since authorisation is performed "over IP".

-
If the UE is required to get authorisation from a local ProSe Function, it accesses that local ProSe Function to get PLMN specific Authorisation Information. These ProSe Functions include the one of the registered PLMN as well as those of other local PLMNs.

-
When the local ProSe Function is not in the HPLMN, the local ProSe Function always contacts the ProSe Function in HPLMN to check authorization and the local ProSe function consolidates the authorization information. Final authorization always comes from the local ProSe Function.

The authorization can be revoked at any point by either the local ProSe Function or the ProSe Function in HPLMN.

OMA DM is used as the protocol to provision ProSe related configuration and authorization information in the UE. Provisioning is performed via the PC3 reference point.

4.5.1.1.2
Provisioning information for ProSe Direct Discovery and ProSe Direct Communication

4.5.1.1.2.1
General

The following information can be contained in the authorisation info that is provided by the ProSe Function to the UE for authorisation of using ProSe Direct Discovery and ProSe Direct Communication in a particular PLMN.

For Public Safety usage the operator may pre-configure ProSe-enabled Public Safety UEs with the required provisioning parameters for ProSe Direct Discovery and ProSe Direct Communication, without the need for the ProSe-enabled Public Safety UEs to connect to the ProSe Function to get this initial configuration. The following applies for Public Safety configuration:

-
The provisioning parameters for ProSe Direct Discovery and ProSe Direct Communication may be configured in the UICC, in the ME, or in both the UICC and the ME.

-
The ME provisioning parameters shall have additional information that enables the ProSe-enabled Public Safety ME to determine whether the ProSe Direct Discovery and ProSe Direct Communication are permitted to be used by the UE with the selected USIM.

-
ProSe Direct Discovery and ProSe Direct Communication shall be accessible only when a USIM authorized for ProSe Direct Discovery and ProSe Direct Communication is selected.

-
The ME provisioning parameters shall not be erased when a USIM is deselected or replaced.

-
If both the UICC application and the ME contain the same provisioning parameters, the parameter values from the UICC shall take precedence.

NOTE 1:
When radio parameters (to be used when the UE is not served by E-UTRAN) are configured in the UICC it is not possible to use any radio resource parameters that may have been provided to the ME at an earlier time while in coverage.

NOTE 2:
The UE can only use ProSe Direct Discovery and ProSe Direct Communication when it contains a UICC that has been configured for ProSe and the ME has been provisioned with information to permit the selected USIM.

4.5.1.1.2.2
Authorisation for ProSe Direct Discovery (non-Public Safety UE)

The following information is provisioned to the UE for ProSe Direct Discovery authorisation:

1)
ProSe Direct Discovery monitoring authorisation policy:

-
PLMNs in which the UE is authorised to perform ProSe Direct Discovery monitoring:

-
For each PLMN in the list, whether the UE is pre-authorised by the HPLMN to perform ProSe Direct Discovery monitoring or it is conditionally authorised, in which case the UE would need to contact the ProSe Function of that PLMN (e.g. when it is in that country) in order to obtain authorisation.

2)
ProSe Direct Discovery announcing authorisation policy:

-
PLMNs in which the UE is authorized to perform announcing:

-
For each PLMN in the list, whether the UE is pre-authorised by the HPLMN to perform ProSe Direct Discovery announcing or it is conditionally authorised, in which case the UE would need to contact the ProSe Function of that PLMN (e.g. when it is in that country) in order to obtain authorisation.

-
Authorised discovery range  for announcing per PLMN.

NOTE:
Given that ProSe Direct Discovery announcing can only be performed in the bands of the registered PLMN this policy can only be provided by the registered PLMN.

4.5.1.1.2.3
Provisioning for ProSe Direct Discovery and ProSe Direct Communication (Public Safety UE)

4.5.1.1.2.3.1
General

The content of clause 4.5.1.1.2.3 is applicable to ProSe-enabled Public Safety UEs only.

Clause 3 provides the definition of a ProSe-enabled Public Safety UE. To comply with international and national regulations, the HPLMN shall endeavour to ensure that the UE only uses the specific Public Safety capabilities in territories in which the HPLMN is authorised to permit such rights to the UE.

4.5.1.1.2.3.2
Additional provisioning information for ProSe Direct Discovery

In addition to the parameters indicated in clause 4.5.1.1.2.2, the ProSe-enabled Public Safety UE is provisioned with the following information:

1)
Authorisation policy when the UE is "not served by E-UTRAN":

-
Indicates whether the UE is authorised to perform ProSe Direct Discovery when "not served by E-UTRAN"

2)
Radio parameters for when the UE is "not served by E-UTRAN":

-
Includes the radio parameters that need to be configured in the UE in order to be able perform ProSe Direct Discovery procedures when not "served by E-UTRAN". This includes e.g. frequency bands.

NOTE:
These parameters are defined in TS 36.xxx [27].

4.5.1.1.2.3.3
Provisioning information for one-to-many ProSe Direct Communication

NOTE 1:
ProSe Direct Communication one-to-one is not specified in this version of the 3GPP specifications.

The following information is provisioned to the UE for one-to-many ProSe Direct Communication:

1)
Authorisation policy:

-
When the UE is "served by E-UTRAN":

-
PLMNs in which the UE is authorised to perform one-to-many ProSe Direct Communication

- 
For each PLMN in the list,  whether the UE is pre-authorised by the HPLMN to perform one-to-many ProSe Direct Communication, or, it is conditionally authorised, in which case the UE would need to contact the ProSe Function of that PLMN (e.g. when it is in this country) in order to obtain authorisation.

-
When the UE is "not served by E-UTRAN":

-
Indicates whether the UE is authorised to perform one-to-many ProSe Direct Communication procedures when "not served by E-UTRAN".

2)
ProSe Direct Communication policy/parameters:

-
Include the parameters that enable the UE to perform one-to-many ProSe Direct Communication when provisioned from DPF:

-
ProSe Layer-2 Group ID;

-
ProSe Group IP multicast address

-
Indication whether the UE should use IPv4 or IPv6 for that group

-
For a specific Group configured to operate using IPv4, optionally an IPv4 address to be used by the UE as a source address. If none is provisioned, then the UE shall use Dynamic Configuration of IPv4 Link-Local Addresses IETF RFC 3927 [16] to obtain a link local address for the Group.

-
Include group security related content for one-to-many ProSe Direct Communication.

NOTE 2:
More details on the necessary security aspect will be defined in SA3 specifications.

-
Alternatively these parameters can be provided from the 3rd party public safety provider application server (e.g. GCS AS as in TS 23.468 [26]). If UE receives the same set of data from AS that has been previously provided by DPF then UE uses the data set provided by AS for one-to-many ProSe Direct Communication.

3)
Radio parameters for when the UE is "not served by E-UTRAN":

-
Includes the radio parameters that need to be configured in the UE in order to be able perform one-to-many ProSe Direct Communication procedures when "not served by E-UTRAN". This includes e.g. frequency bands.

NOTE 3:
These parameters are defined in TS 36.xxx [27].

4.5.1.1.2.3.4
Additional provisioning information in support of ProSe UE-to-Network Relay

In addition to the parameters indicated in clauses 4.5.1.1.2.3.2 and 4.5.1.1.2.3.3, the ProSe-enabled Public Safety UE is provisioned with the following information in support of ProSe UE-to-Network Relay:

1)
Authorisation policy for acting as a ProSe UE-to-Network Relay when the UE is "served by E-UTRAN":

-
Indicates whether the UE is authorised to relay traffic for Remote UEs that are "not served by E-UTRAN"

NOTE:
The ProSe-enabled Public Safety UE gets the configuration parameters from the ProSe Functions in service authorization.

***** Next set of changes *****

***** End of changes *****

